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CHAPTER 1

Usingthe PaysafeBackOffice

Overview

Welcometo the Paysafenerchantbackoffice. Ourintuitive andversatileinterfacemakesit easyto use
all the functions,from runningreportsto processingransactionrequests.Justnavigatethe tabson
anyof the backoffice pageso accesshe functionyouneed.

Back -office  features

The Paysafebackoffice includesmanyusefuland time-savingfeatures.Youcannavigateeasily
throughthe tabsat the top of the backoffice.

| Messages (0) | GOl uE0d | Virtual Terminal | Batch Upload I-I Customer Profiles | Acco

Batch Report

Chargeback History Scheduled Reports

Credit Card ﬂ
Summary Lookup

Date Range 2016-06-15 Uﬂﬂ hr Uﬂﬂ min Today  Yesterday / Last 7 Davs | Current Month /L

2016-06-15 | 23[%] hr 53[%] min

Thebackoffice hasthe following tabs:

Tablel-1: Backoffice Tabs

Tab ‘ GoThere¢ 2 X

AccountStatement w Viewthe balanceandall credit/debit activity in your Current,Security,and Reserve
accounts.

® Viewanddownloada monthly statementsummarizingcredit/debit activity in your mer-
chantaccountbrokendown by cardbrand.

Virtual Terminal w Proces<redit/debit cardand Direct Debittransactionsmanually,from anywhereyou
havean Internetconnection.

BatchUpload Process transactions by uploading CSV or &4 containing your transaction requests. Y¢
canuploadthe followingfiles:

w Creditcardtransactions

w DirectDebittransactions

® Recurringbilling records

Reports w Generateactivity reports usingaccountnumbers,cardnumbers,etc. to view transaction
details.

w Generatebatchreportsto view transactiorand batchdetails.

w Generatechargebackeportsto view a summaryand detailsof disputedtransactions.

@ Drilldown on an activity report to processransactiondike Settlementsand Credits.

® Schedulepre-configuredreportsto receiveviaemailor SFTP.

CustomerProfiles ® Createandedit billing recordsfor one-time setup of recurringpayments.
® Createandedit consumerprofiles.
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Tablel-1: Backoffice Tabs(Continued)

Tab ‘ GoThereToX

Settings Createand modify backoffice users

Createand modify emailtemplatesfor communicationwith your customers.
Changeyour password.

Setyour defaultlandingpagein the backoffice.

Setthe currencyformat for Virtual Terminaland Activity Reportfunctions(i.e.,amounts

with or without decimals).

e € € € €

Viewing available documentation

Clickthe Helpbutton at the top right of the backoffice to accesdechnicaland backoffice documenta
tion.

Welcome, stepheng | Contact Us | Help | Sign Out

1 Upload I-I Customer Profiles | Accounts | Settings |

Today | Yesterday / Last 7 Days | Current Month

Find Account
uch) {UsD)

Hereyouwill find the GettingStartedGuideto getyou up andrunningquicklywith the mainbackoffice
tasks.

Error Troubleshooting Guide

Error Troubleshooting Guide for Web Services

API Reference Guide for Web Services

Direct Payment Protocol Guide

Recurring Billing API Guide

Back Office User's Guide
Getting Started Guide
Chargeback Guidat& Notes

Click here to visit our Developer Center: https://developer.optimalpayments.com/

Accessing the back office

System requirements
© In order touse allfeatures in thePaysaféackoffice,you musthaveone of the following:
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Signing in

® Yourbrowsermustbe JavaScripenabled.Consultyour 6 NB ¢ 3H&NdR ore information.

June 2022
® Internet Explorer8.0 orhigher
w  Firefox3.60r higher
® Chromeb.0or higher
®  Safari 4.00r higher
Signing in

Beforesigningn to the backoffice Website, youwill haveregisteredwith usandreceivedthe following

identificationinformation:
® Username

» Password

Tosignin to the back office:

1. OpenaWebbrowserandnavigateto https://login.netbanx.com/office/public/preLogin.htrgthe

signin pageopens.

Welcome to the NETBANX Merchant Back Office

Here you will be able to use the virtual terminal to process
credit/debi s and direct debit transactions, make
adjustments to individu sactions, Manage your customer
profiles, set recurring bi hedules, upload batches, view
your account stat ts and send a technical
support ticket, Use the Started Guide for more
information on how to u se and other useful features.

NETBANX is a trademark of Paysafe Group PLC
Copyright 2016

Forgot your password?

swerice ot PAYSAfE

2. Completethe UserNameand Passwordields.

Q Bothusernameand passwordare casesensitive.

Paysafe Back Office Us e rGuide
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3. Clickthe Signin button. Thebackoffice opens.

Messages (0) | Account Statement | Virtual Terminal | Batch Upload -x Customer Profiles | Accounts | Settings

Summary Lookup Go

Dats Range 2016-06-15 | 00/%] he 00/%] min

23/ %] be 59| min

Account 2533 - Online Stores (USD

1001087120 - Stephen's CC Account (Do Not Touch) (USD)

User name a v

Currency 2 v

Card brand

Reset Generate Summary

Contact Technical Support if:

June 2022

® Youreceivethe messagel L y @isetnanitandL & & ¢ &énRfteryerifyingthat your user
nameandpasswordareenteredcorrectly.
® Youhavelostyourusernameand/or password(TechnicaSupportcreatesa new passwordin the
eventthat oneislost).
Signing out

To sign out of the back office:

Clickthe SignOut button on the upperright side of the backoffice.

i;

Settings

Password modification

Youcanusethe backoffice to changethe passwordyou useto signin.

0]

If youaresignednto the sitebut havebeeninactivefor fifteen minutesor more,youmustsignin again
beforeusingthe backoffice.

Yourpasswordmust be at least8 characterdong, and must combineboth alphabeticaland

numericcharacterqe.g.,A1b2c3D).
Yourpasswordmust containboth upper caseand lower casecharacters.

Yourpasswordmust containat leastone of the following characters:
~lt@#$wN&* (){} _ +=2;1.[1/

Youmustchangeyour passwordat leastevery90 days.

Youcannotre-usea passworddenticalto one of the last4 passwords/ou haveused.
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To change your password:

1. Clickthe Settingstab on anybackoffice page,andthen clickthe ChangePasswordsubmenu.The
ChangdPassworgageopens.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload

Emails Email

General Security Manage Keys Receipts

3N
\

\
S o

Confirm new password

2. Enteryour current passwordin the CurrentPasswordield.

3. Enteryour new casesensitivepasswordin the New Passwordield and againin the ConfirmNew
Passwordield.

4. Clickthe Savebutton.

Paysafe strongly recommends that, assecurity measure, you do not use group, shared, or
generic accounts and passwords. It is important to keep your account user names and pass
wordsprivate andsecure.

If you havethe correctaccessigbtsyou canalsousethe UserAdministrationtool to modifyadza S NX &
passwordSeeChangingadza Spldvéorcdon pagel-18for details.

Setting your landing page

The Paysafe back office allows you to set your default landing page.dkdomle, you usually use the
Reports, you can set that tab as your default page so that when you sign in, you go directly to Reports.
Youcanchangeyourdefaultlandingpageat anytime.

To set your start page:
1. Clickthe Settingstab on anybackoffice page,andthen clickthe Generalsubmenu.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload | Reports |

Change Password Security Manage Keys Receipts Emails Email Templates L2

English ﬂ

Reports ﬂ

MM-DD-YYYY [ |
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2. Fromthe SetLandingPagedrop-down list, selectthe tab that youwould like to setasyour start
page.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload | Reports

Change Password Security Manage Keys Receipts Emails Email Templates

English ﬂ

Account Statement
Virtual Terminal
Batch Upload

©
Customer Profiles m

MM-DD-¥yyy [ v |

3. Clickthe Savebutton. Thenexttime you signin to the backoffice, you will go directly the tab you
haveselectedhere.

sign in. Once messages have expired or have been marked as read, you will default to your selected

Q If youhaveunreadmessagesnthe Messagédab, youwill defaultto the Messagedeaturewhenyou
start page.

Setting time zone preferences

Bydefault,the date andtime parametersfor the ActivityReportsand ScheduledReportsare setto East

ern Time (for example, Montreal and New York are in this time zone). If your business is in a different
time zone, however, you may want to adjust the time zone setting so that your report resuleh mat
yourown zone.Forexamplef youwantedto run areport on activitybetween9a.m.and5 p.m.in your

time zone,you do not haveto calculatethis rangefrom areport run with EasternTime timesettingsg
youjustrun the report with your owntime zonesettings.

To set your time zone preferences:

1. Clickthe Settingstab on anybackoffice page,andthen clickthe Generalsubmenu.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload | Reports |

Change Password Security Manage Keys Receipts Emails Email Templates L2

English ﬂ

Reports ﬂ

MM-DD-¥yyy [ v |

1-6
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2. Fromthe SetTimeZonedrop-down list, selectthe time zonethat you would like to setasyour
defaultfor reports.

| Messages (0) | Account Statement | Virtual Terminal | Batch Uplo:

Change Password Security Manage Keys Receipts Emails

English ﬂ

Reports ﬂ

MM-DD-¥yyy [ v |

(UTC-05:00) Eastern Time y[

3. Clickthe Savebutton to saveyour preferences.

SeeGenerating activity reporten page4-9 for completedetailson runningActivity Reports.

Managing keys

Youneedto uploadpublickeysto the Paysafebackoffice before you canusecertainfunctionalities,
like downloadingsensitivedocumentsthrough our SFTRite or decryptingcertainreport files you
receivefrom Paysafe.

w Paysafewill encryptcertainreport fileswith the PGRpublickeyyou uploadto the backoffice. You
canthen decryptthe fileswith your privatekey onceyou havedownloadedthem (seeSchedule
reportfieldson page4-34).

@ For uploading files to our SF$érver, you need to upload your SFTP public key to the back office,
and use the corresponding private key to establish your secure connection to Paysaftp(cae
ingyourSFTRublickeyon page3-36 for moreinformation).
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To manage your keys:

June 2022

1. Clickthe Settingstab on anybackoffice page,andthen clickthe ManageKeyssubmenu.

General Change Password Security Manage Keays Receipts Emails Email Templates
n

Messages (0) | Account Statement | Virtual Terminal | Batch Upload | Reports |

AU
/
/

Before you can upload batch files via SFTP, you mjust configure WinSCP. Use the following value for the User
Name field:

ustepheng }f

Save

2. Pastethe publickeyin the text field below either the SFTRr the PGPheading.

3. Clickthe Savebutton to the bottom left of the text field.

Viewing your merchant accounts
Youcanusethe merchantbackoffice to viewthe statusand other information for any merchant
accountto whichyouhavebeengrantedaccess.
Thisfunctionalityis availablefor Partnersonly,andnot for individualmerchants.
To view your merchant accounts:
1. Clickthe Accountstab at the top of any backoffice page.
| Messages (0) | Account Statement | Virtual Terminal | Batch Upload | [BBORE) | Customer profiles | [RET LY
2. TheAccountspagedisplaysthe following information about your accounts:
® Accountg Thisis theaccountnumber.
® Namec Thisisthe accountname.
@  Countryg Thisisthe countryin whichthe accountis active.
@ Currency Thisis the currencythe accountprocessesn.
1-8
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w Creation Date; Thisisthe datethe accountwas created.

0 Statusq Thisis the statusof the account:Pending Submitted,Enabled Disabled or
Rejected.

Messages (0) | Account Statement | Virtual Terminal | Batch Upload | Reports | Customer Profiles I- Settings |

Active accounts

Pending Submitted Enabled @ Disabled @ Rejected

Account Mame Country Currency  Creation Date Status
1000016330 Online Stare Canada usD 2004-11-15

1000018330-R Online Store Canada usp 2004-11-15

Emailing receipts

You can use the Paysafe back office to set up your merchant account to automatically email receipts to
your customers when transactions are processed through your account, whether you use the Paysafe
API or the lck office Virtual Terminal. In addition, you can specify that you, the merchant, also receive
emailreceiptsfor thesetransactions.

A Thisfunctionalityisavailableonlyfor merchantsvhoareintegratedwith the PaysafeRESHasedAPIs.
6 It isnot availablefor merchantsvho areintegratedwith the PaysafeSOARAPI(WebServices)ontact
youraccountmanagerfor moreinformation.

Customer email addresses

) Eachtransactionrequestmusthavea customeremailaddressassociatedvith it. Otherwisenoreceipt
' canbeemailedto the customer.

Thereare severalwaysto providethe customeremailaddressthat will be usedto emailreceipts.

Tablel-2: CustomerEmailAddresses

EmailAddressSource ‘ Details

PaysafeCustomeNaultAPl | o Create acustomerprofile using theCustomer VaulAPL.You can then use the resulting
paymenttoken ¢ whichwill have aremailaddressassociatedwith it ¢ to sendthe
receipt.

PaysafeCardPaymentsAPI | ® You can include an email address in fghorization/Purchase request when you us
the Card Payments API by using the profile parameter. In this case, you would not
to includea paymenttokenfor that customer.

w Further, if you use this method, the email address provided separately iprtifie
parameter of the payment request would override any email address stored for th
custometin the Customeiault.
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Tablel-2: (Continued)CustomeEmailAddressegContinued)

EmailAddressSource ‘ Details ‘
Virtual Terminal ® When you submit an Authorization/Purchase request using the Virtual Terminal ir
trealr¥S 6101 2FFAO0S: e&2dz OF y ABMAif adeReSs

field.

w If youprovidean emailaddressn the Virtual Terminal,it will override anyemail
addressstoredfor that customer(e.g.,in the CustomeNault).

® Yourmerchantaccountmustbe setupto processVirtual Terminaltransactionghrough
the Paysafd&REShHased APILontact youraccount managefor more information.

Activity Report ® When you email a receipt from the Activity Reports (E®eailing receipts using the
Activity Reporton pagel1-15), you canprovideone or severalemailaddressego which
to sendthe receipt.

® Anyemailaddresse&nteredherearethe only onesusedfor this receipt. Soevenif this
transaction was processed using a customer profile, the email address associate(
the profileisignoredin this case.

Therearetwo stepsrequiredfor settingup emailreceiptsfunctionality:
1. Createanemailreceipttemplate for eachof your merchantaccounts.
2. Specifythe email addressesThisincludes:

©® Theemailaddressfrom whichthe receiptis sent

® Theadditionalconsumeremailaddresseghat will receivethe receiptsq this functions
only ifthe customer hasninitial email address associat&dth the transaction

w If selectedthe merchantemailaddressest whichyouwantto receivethe receipts

email addresses for each child account, and not for the master account. The child accounts do not

Q If youhavelLoadBalancednerchantaccountsyoumustconfigurethe emailreceipttemplateandthe
inheritemailreceiptsettingsfrom the masteraccount.

Creating email receipts

To create an email receipt:

1. Clickthe Settingstab at the top of anybackoffice page.

| Messages (0) Account Statement | Virtual Terminal | Batch Upload - Customer Profiles Accounts | EEUONE

Summary Lookup f

Date Range 2016-05-15 | 00 %! hr 00/%] min Todey / Yesterday ' Lest 7 Oayse / Cirrent Month / Last/Mooth

2016-06-15  23.v] hr 53/v| min

Account 1000052533 - Onfine Stores (L
1001087120 - Stephen's C

nt (Do Not Touch) (USD)
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2. Clickthe Receiptssubmenu.TheReceiptgageopens.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload |

General Change Password Security Manage Keys Receipts Emails Email T4
E™) Ity
10000183320 - Online Store (USD) hd

Use this space to add or edit email tamplates for your Receipts.

3. Fromthe Accountdrop-down list, selectthe merchantaccountfor whichyouwant to createa
receipt.

| Messages (0) | Account Statement | Virtual Terminal | Batch Uplo:

General Change Password Security Manage Keys

10000183320 - Online Store (USD)

4. Clickthe Addbutton.

Messages (0) | Account Statement | Virtual Terminal | Batch Upload | Reports | Customer Profiles | Accounts | -

Ganaral  Change Passwerd | Security | Manage Kays Emails = Email Templates  L2/L3 Dafault Valuss  Caseading Sstup  Usar Administration

1000035255 - Online Store Canada (CAD) ~]

Use this space to add or edit email templates for your Receipts.
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5. Completethe fields inthe receipttemplate.

Farmat * ML =

(ol Available Fields Assigned Ficlds

Praview Save  Cancel

® Formatg Select theformat inwhichyouwant the receiptemail tobe delivered.

® Localeg Selectthe localefor the receipt. Thisdeterminesthe languageof the Receipt
Contentsfields.

©® Namecg Thisis yourinternal namefor the receipt.

® Logo URL If you want to display a logo on thieceipt, enter the URL here. The logo must
bein .jpg,.jpeg,.gif, or .pngformat.

©w Headerg Thisisthe namedisplayedin the headerof the receipt.

©® ReceiptContent¢ Selecffieldsfrom the AvailableFieldssectionand movethemto the
Assignedrieldssection.Thesdieldswill beincludedin the receipt.

® IncludeSignatureline¢ Selectthis checkbox if youwant to includea signatureline.

®w Footerc Thisis the footer of the receipt. Forexample you couldincludeyourO2 Y LJ- y & Qa
Webaddress.

6. Clickthe Previewbutton to see apreviewof what the receiptwill look like.
7. Clickthe Savebutton.

Toedit an existingemailreceipt, navigateto the Receiptdab andclickon the link in the Namecolumn
of the Receiptssectionfor the merchantaccount.
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| Messages (0) | Account Statement | Virtual Terminal | Batch Uplo:

General Change Password Security Manage Keys Emails g

10000183320 - Online Store (USD) [v]

Use this space to add or edit email tamplates for your Receipts.

html QOnline Store Receipt

Specifying the receipt email addresses

Q Youmustcreatea receipttemplatebeforeyouspecifyan emailaddresslif not, the emailaddresfunc

tionality will notbeenabled.

Onceyou havecreatedthe emailreceipttemplate, you must specifythe emailaddressesssociated

with it.

To specify the receipt email addresses:

1. Clickthe Settingstab at the top of anybackoffice page.

| Messages (0) Account Statement Virtual Terminal | Batch Upload - Customer Profiles

Accounts

Batch Report  Chargeback Wistory  Scheduled Reports
Credit Card v/
Summary Lookup )
/
Date Range 2016-06-15 | 00/~ hr 00/~ min Today ' Yesterduy 'Last? Omvs ' Current Month | Las/Mooth
2016-06-15  23/v| hr 53/%] min
Account 1000052533 - Onfine Stores (USD) d &
1001087120 - Stephen’s CC Account (Do Not Touch) (USD)

2. Clickthe Emailssubmenu.The Emailspageopens.

Messages (0) | Account Statement | Virtual Terminal | Batch Uplo

General

Change Password Security Manage Kays Receipts Emails
Ty

R

1000018320 - Online Store (USD) e

Use the fields below to enable/disable Recurring Billing email transmission to your consumer]
From email address to usa.

Paysafe Back Office Us e rGuide
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3. Fromthe Accountdrop-down list in the EmailReceiptssection,selectthe merchantaccountfor
whichyouwantto specifyareceiptemailaddress.

| Messages (0) | Account Statement | Virtual Terminal | Batch Uploi

General Change Password Security Manage Keys Receipts

) If youselecta merchantaccountfor whichyouhavenot yet createdan emailreceipt,thisfunctionality
' will not beenabled.

4. Completethe fieldsin the EmailReceiptssection.

Use the fields below to set if you wish to email a receipt of the transactions to your customers, if you wish to
receive a separate receipt, inform the Merchant’s To, CC and BCC email addresses.

From Email <&

Send Receipt to Consumer for —
P | Approved Transactions [] cancelled Transactions

Credit Transactions Declined Transactions

CC Email

BCC Email

Send Receipt to Merchant for

Approved Transactions

Cancelled Transactions

Credit Transactions

Declined Transactions

To Email

CC Email

BCC Email

® SendReceiptto Consumeiror¢ Selectthe checkboxesfor the type of transactionsfor whichyou
wantto sendanemailreceiptto the consumer.

©® CCEmail/BCEmail¢ Enteremailaddressego whichto sendthe consumeremailreceipts.

0 FromEmailg Enterthe emailaddressfrom whichthe consumerwill receivethe emailreceipt.

) If youdo not providea valuefor the FromEmailfield, it will defaultto
' ReceiptdDo-Not-Reply@Paysafe.com.
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© SendReceiptto MerchantFor¢ Selectthe checkboxes forthe type of transactions fomwhichyou
wantto receiveanemailreceipt.

0 ToEmail/CEmail/BCEmailc Enteremailaddressest which you want to receivethe email
receipts.

5. Clickthe Savebutton.

Emailing receipts using the Activity Report
Once you have created the email receipt template, you can also manually send receipts using the Activ
ity Report.
To send areceipt using the Activity Report:

1. RunanActivity Reportto find the transactionfor whichyouwantto sendareceipt. SeeGenerating
activityreportson page4-9.

2. Drilldownto the transactiondetailspage.

3. Clickthe SendReceiptbutton at the top right.

Messages (0) | Account Statement | Virtual Terminal | Botch Upload | [JEBBIE) | Customer Profiles | Accounts | Settings

Purchase Fully Settled

Consumer Information

Name
Email address

Address
Address (cont'd)

Send Receipt
4 O

Phone number 444-8858 ay
1P Address 172.16.10.14 Province
Country
Postal code viniva

Authorization Information

Merchant Trans, 10

4. Onthe SendReceiptpopup,enter one or more emailaddresseso whichyouwantthe receiptsent,

separated by semicolons. For example, you can send the receipt to your customer and to yourself
atthe sametime.

5. Clickthe SendReceiptbutton.

administration

Youcancreateusers that areassociatedvith the merchantfor which you havéeengivenuseradmin
istration privileges.Oncea useris created,you canalsomodify that dza SdR&vad&teristicat anytime.

User
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Creating a user

To create auser:

1. Clickthe Settingstab at the top of anybackoffice page.

| Messages (0) Account Statement Virtual Terminal | Batch Upload - Customer Profiles Accounts

Batch Report Chargeback History Scheduled Reports /
f
Cradit Card v
/
Summary Lookup /.
/
Date Range 2016-05-15  00.%) hr 00/%] min Todey / Yesterday ' Last 7 Dave / Currant Month / LastfMoeth
2016-06-15 | 23V hr 59[%] min
Account 1000052533 - Online Stores (USD) Find Account
1001087120 - Stephen’s CC Account (Do Not Touch) (USD)

2. Clickthe UserAdministrationsubmenu.TheUserAdministrationpageopens.

| Messages (0) Account Statement Virtual Terminal Batch Upload Reports Customer Profiles Accounts -

Genersl  Change Password ~ Securty  Manage Keys  Receipts  Emails  Emad Templates  LI/L) Oefault Valves  Cascading Setwp

w{

Use this page to add or edit your users. Click [yure t add 3 new user,

I (S S [T T

@  stepheng stepheng

stephen-fpa® test 2016-06-19 14:31:28

3. Clickthelinkto addanewuser.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload | Reports

General Change Password Security Manage Kays Receipir/E/mails Email Templates

Use this page to add or edit your users. Click hare 8 add a new user.

’_b

stepheng stepheng stephen-fpa@test
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4. Completethe fieldsonthe CreateUserpage(seeTablel-3: UserAdministrationFieldson pagel-17
for details).

* danctes & required fald

Uner name .

Password * &
Confirm password +

Status Enabled [+]

Email address

Allowed 1P addresses o

Roles & Select a role to add v|| Add

Account{s) Select an account to add ~| | Add

TS T

AN

Y
Create Cancal

5. ClickCreate.

Tablel-3: UserAdministrationFields

Field Description

User name Thisis the uniqueidentifier for this user,usedsystemwide (e.g.,j_smith_11).Theuser
nameisdisplayedat the top of the backoffice whenthe useris signedin.

Name Thisisthe dz& Sniddede.g.,JaneSmith).

Password/ConfirnPassword | Enterandthenconfirmapasswordhat the userwill useto signinto the backoffice. The
userwill haveto changethis passwordhe first time they useit to signin.

Status Fromthe drop-down list, selectthe usestatus.Thedefaultis Enabled.

Emailaddress Thisisthe dza SexiBladdresslt will be usedfor the passwordrecoveryprocessif
required.

AllowedIPaddresses Enterone or more commaseparatedP addressesrom whichthe userwill be ableto
accesghe backoffice. If noneis entered,then all IPaddressewvill be allowed.

Roles Fromthe drop-downlist, selectone or more rolesto assigrto the user(e.g., usinghe
ActivityReportsor processindgransactionswith the Virtual Terminal).

Accounts Fromthe drop-down list, selectone or more merchantaccountsto whichthe userwill
haveaccess.

Modifying a user

You can modify any user that is associated with ifierchant account for which you have been given
user administration privileges. For example, you might want to change their status or modify their back
officeaccesgprivileges.
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To modify auser:;
1. Accesghe UserAdministrationpagein the backoffice.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload | Reports | Customer Profiles | Accounts -

Genersl  Change Password ~ Securty  Manage Keys  Receipts  Emails  Emad Templates  L2/L3 Oefault Values | Cascading Setup

Use this page to add or edit your users. Click [yute t add 2 new user,

T L [T =2

& stepheng stepheng stephen-fpad test

2. Click the linkn the row for the useryou wantto modify.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload | Reporis | Cus

General Change Password Security Manage Keys Receipts Emails Email Templates L2/L3 D

Use this page to add or edityour users. Click here to add a new user.

stapheng stephen-fpa@test

) stepheng h

June 2022

3. Inthe EditUserwindow, makethe changesyou needto the userprofile. SeeCreating a useon

pagel-16for adescriptionof the fields.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload | Reports | Customer P

Genearal Change Password Security Manage Keys Recaipts Emails Email Templates L2/L3 Default Val

Click here to resst the user's password.

User name *

Name * |stepheng |

Status Enabled [v]

Email address |stephen-fpa@tesl |

Allowed IP addresses | | 2]

Last Sign-in Date 2016-06-15 14:31:28 from 172.16.10.14

Roles & Select a role to add ﬂ Add

4. ClickSaveat the bottom of the pageto saveyour changes.

Changing au s e rpéssword

You can uséhe UserAdministration toolto reset thepassword of anyserassociated with the mer
chantaccountfor whichyou havebeengivenuseradministrationprivileges. Foexample,a user might
haveforgotten their passwordand you would rather resetthe passwordyourselfthan contactPaysafe

TechnicaBupportto doiit.

1-18
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Sending

Sending an online Technical Support request

Tochange au s e password:

Goto the EditUserpagefor the userwhosepasswordyouwantto change(seeModifyinga useron

pagel-17for details).

Clickthe passwordresetlink at the top of the page.

| Messages (0) | Account Statement

Emails

Genearal Change Password Urity Manage Keys Receipts

| Virtual Terminal | Batch Upload | Reports

Email Templates

Click here to resst the user's password.

e

User name *

Name * |stepheng

Entera new passwordand confirmit by re-enteringit.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload |

General Change Password Security Manage Keys Receipts Emails Email

Provide a temporary password. The next time the user signs in, they will be asked to change
it.

e e —

> Save | Cancel

— O

ClickSave.

Theuserwill haveto changethis passwordthe first time they useit to signin.

an online Technical Support request

YoucanrequestTechnicaSupportfrom Paysafaight from the backoffice. L {ia@anvenientonline
requestform that iseasyto use.

Paysafe Back Office Us e rGuide
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To send an online request for help to Technical Support:

1. Clickthe ContactUsbutton at the top of anybackoffice page.

Welcome, stepheng | Contact Us | Help | Sign Out

-I Customer Profiles | Accounis | Settings |

Month |/ Last Month

Todav | Yesterday  Last 7 Davs | Curre

Find Account

2. TheContactUsform opens.

top of the merchant back office.

* denotes a required field

*

Name

*

Phone number

Email address *

*

Description
Account 1000018330 - Online Store (USD)
Card info v|

Txn ID

Transaction Date

[«

Please use the form below to send an email request to Technical Support. If your question is concerning
integration, you may find support documents and integration API components by using the Help button at the

A/
bmi
Su mrt{z,}

June 2022

submitthe request:

Tablel-4: ContactUsFormFields

Field Whatto Enter

3. Completethe form. Besureto includethe followinginformation, sinceit isrequiredbeforeyoucan

Name Enteryour name.
PhoneNumber Enterthe phonenumberat whichwe cancontactyou regardingyour request.
EmailAddress Enterthe emailaddressat whichwe cancontactyouregardingyourrequest.Besureto formatit cor-
rectly.
Description Thisis whereyou describeyour requestasthoroughlyaspossible.

Paysafe:
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Tablel-4: ContactUs FormFields(Continued)

Field ‘ Whatto Enter
Account If you havemore than one accountwith Paysafeselectthe accountfor whichyouhavea question
from the drop-downllist. If you only haveone account,it will be selectedby default.
Cardinfo If applicable selecta cardbrandfrom the drop-down list, andenter the last4 digitsof the cardin the
field to the right.
TxnID If applicable enter the transactionID of the transactionaboutwhichyou areinquiring.

TransactiorDate | If applicable enter the date of the transactionabout whichyou are inquiring.
Format=yyyymm-dd

4. Clickthe Submitbutton. Theform sendsyour requestto the PaysafelechnicaSupportteam.

CKIGQa Iff GKSNB Aa (G2 Add hdzNJ ¢ SOKYAOFf { dzLJLI2 N
GA3IFTGSR AG YR IFTGIKSNBR (GKS ySOSaalNE AYyTF2NNIGA
hours.

Contacting Technical Support by email or phone

If you prefer to contact Technical Support by email or phone, click the Email/Numbers tab on the Con
tact Usform to viewphonenumbersand/or emailaddresses.

[ Form I Email/Numbers

Please use the form below to send
integration, you may find support doc
top of the merchant back office.

email request to Technic
ents and integration A

* denotes a required field

Name *

Using this guide

The chapters in this guide detail major system functions. Each chapter provides an overview of func
tions, which are then broken down into procedures with steps to be followed. The procedures in the
guide often include graphics of windows and dialog baemsountered in the performance of those
actions providingyouwith avisualpoint of reference.

Audience

Thisguideis intended for merchantsusingthe backoffice functions.

Functionality

This guide may document some features to which you dohaee access. Access to such functionality
is allotted on a merchantby-merchantbasis.If you haveanyquestions,contactyour accountmanager.
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Screen images

Forthe mostpart, screenimagesreflectthe currentuserinterface.ln someinstancesa screenimage
may differ slightlyfrom the actualapplication,but in suchcasest will be minor and will not affectthe
accuracyfthe document.

Symbols

Thisguideusesthe following symbolsto bringimportant itemsto your attention:

Tablel1-5: Symbols

Symbol Description

A Thissecurityicon denotesthat you need certainaccesrivilegesin order to perform a procedure.
Q Thisnote icondenotesa hint or tip to helpyou usethe applicationmore efficiently.
f Thiswarningiconalertsyouto actionsthat couldhaveimportantconsequences.
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Virtual Terminal

Overview

Usethe Virtual Terminalto processtransactionsfor a merchantaccountwith a simple,efficientuser
interface. TheVirtual Terminalallowsyou to processboth credit/debit cardtransactionsand Direct
Debittransactions(sometimesreferred to ase-checktransactions)dependingon what transaction
typesthe merchantaccountis configuredfor.

Youcanimplementthe following credit/debit cardtransactions:
©w Purchase; authorizesand settlesan amounton a card
© Authorization¢ authorizesanamounton a card

Card transactions are protected by three security options: AVS (addeefisation system), a negative
databasecheckandCVD(cardverificationdata).

Youcanimplementthe following Direct Debittransactions:
w Presentment/Charge creditsan amountto a merchantaccount

w Creditc creditsan amountto a bankaccount

A Thischaptermay documentsomefeaturesto whichyoudo not haveaccessAccess$o suchfunctionat
ity is allotted on a merchantby-merchantbasis.If youhaveany questionsgcontactyouraccountman-
ager.

Virtual Terminal features

Click the Virtual Terminal tab at the top of any batfice page to open the Virtual Terminal. You can
toggle between Credit Card and Direct Debit tabs, depending on the type of transaction you want to
process

Card or Direct Debit transactions

TheVirtual Terminahllowsyou toprocess transactionssingcredit/debit cardsor DirectDebit,
dependingon how your merchantaccountsare configured.Boththe CreditCardand DirectDebit

pages share the santmsic consumer information fields, but the Payment Information section for each
differs.
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ThePaymentinformation fields for the CreditCardoption are thoserequiredfor processingcards.

® Credit Card ') Direct Debit Your session will expire in 13m42s. Please click here to remain logged in.
1000052933 ?n ine Stores (USD) v Bamember
Consumer Informatioh
First name | Address
Last name | Address (cont'd)
Phane number \ city
Email address Country United States -
Rucurring indicatar \ = State Alabama =
Zip code
Payment Information |
Transaction mode * | purchase v Card number *® T @
Merchant Trans. 1D * Card expiry * p1w]| /2016w
Amount * @ oo
Reset | * denctes a required fiald Process
§, Purchasa transactions canrot ba re-sattled ance cancalled. You will have te process 3 new transaction.

ThePaymentinformation fieldsfor the DirectDebitoption are thoserequiredfor processingirect
Debittransactions.

© Credit Card ® Direct Debit
1000018320 - Online Store (USD) [+ | Remember: O

Consumer Information

First name He Address *

Last name * Address (cont'd)

Phone number City *

Email address Country United States
State

Alabama

Payment Information

Printing receipts

The Virtual Terminal allows you to print a receipt for etralmsaction you process. The receipt contains
useful merchant and customer information, as well as a summary of transaction data (e.g., transaction
date/time andtransactionamount).
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To print areceipt:

1.

Card transactions

Whenyou processa transaction clickthe ViewReceiptbutton on the resultingpage.

Settlement Pending

1b54f7db-dDd8-40c9-8236-93501af021d7

Tramsaction processed s

uccanstully.

Consumer Information

Name CARL CARLSON
CCARLSON@EMAIL.COM

777-6858

Email address
Phone number

1P Address 172.16.11.23

Authorization Information
Merchant Trans. ID

Date 2015-05-26 11:19:08

Auth. Conf. No. 2230445480
Amount 35.00 USD
Remaining to Settle 0.00 UsD

Card Details W1 Credit 434287 xoo 1843 (Exp. 0117)
Tan 1D 1b54f7db-d0dB-40cS-B236-52501F02 17
Apple Pay &

Settlements

m_mmmmmmm-

15-03-  1b34f7db-d0d8-40cs-6236-52501af02

26
11519108

1001087120 Stephen's CC Account (Do Not Touch

Process Another Transaction

Address 15 Trout Cr.

Address (cont'd)

Ccity Bassville
State ca \"-.
Country us X
Zip code 80220 ‘

\

\

\
Frequency One Time \
Auth Code 100031 \
Auth Mode Purchase \
Auth Type Fanal Y
AVS Response v
VD Response HATCH @ \
Pay Proc Response
ECI Code Failed authentication or not a 30D Secure tr; nma1 an = ng
ability shift

User name stegheng

2015-03-26 11115108

1

2. Onthe resultingtransactionreceipt page,clickthe Print button to print it.

Print || Close

Merchant Information

Stephen's §C Account
Test Test
SEATTLE WA
58104

1-800-300-700

Settlement Transaction Summary

Merchant Trans. ID CC2345

Card Details

Transaction Date

Amount 39.00 USD
Auth Code 100031
Txn ID

Consumer Information

CARL CARLSON

15 Trout Cr.
Bassville CA US

50220
CCARLSON@EMAIL.COM
777-8888

1b54f7db-d0d8-40c3-8236-93501af021d7

VI Credit 434287 xxxx 1843

2015-05-26 11:19:08

Card transactions

Purchase

A Purchaseequestboth authorizesand settlesthe requestedamountagainstthe cardindicated.
Through Authorizatiorthe Purchaseequestconfirmsthat the cardexists and thafunds areavailable
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at the time of Authorizationto coverthe Purchasemount. Thefundsare not settled at this time but the
Authorization reduces the available credit limit for that card, so in a sense the funds ld® & SN SR ¢
the Purchase. Through Settlement, the Purchase request completes the transattierissuing finan

OAlLf AyaitAalbdziaAzy ONBRAGA
K 2 { Rsfatddeat.

To process a Purchase transaction:

1. Openthe Virtual Terminal.

Messages (0) | Account Statement _ Batch Upload | Reports | Customer Profiles | Accounts | Settings

® Credit Card Direct Debit
1000052533 - Online Stores (USD) | rememben
Consumer Information
First name [ ] Address
Last name Address [cantd)
Bhone number ity
Email address Country

Recurring indicator v State Alabama -

Payment Information
Transaction made * | purchase ~
Merchant Trans. 1D ® Card expiry * 01fw| / 2016/w

Amount = o oD

Reset | * denotes 3 required field Process

2. Selectthe CreditCardradio button in the PaymentMethod section.

iKS YSNOKIyY(Qa

F 002 dzy i

3. Completethe fieldsrequiredfor the Purchasdransaction.SeeTable2-1: Purchasélransaction

Fieldson page2-4 for moreinformation.

4. Clickthe Processutton. TheTransactionnformation pageopens,notifying you of the statusof

yourtransactionrequest(seePurchaseesultson page2-5).

Table2-1: PurchaseTransactionFields

Field ‘ Description
Consumeinformation
FirstName EntertheOdza ( 2 Y Seidea T A NA U
LastName Enterthe O dza (i 2 1xsthakiRa
PhoneNumber Enterthe Odza (i 2 Y S NdDmberLIK 2 y S

Email

Enterthe O dz& (i 2 em&iNdaess.

Recurringndicator

Thisindicateswhetherthe transactionis aninitial or a repeattransactionfor a specificcustomer
for whomyouwill be processingubsequentransactionsPossiblesaluesare:

® Initial

©» Subsequent

Address

Enterthe first line of the O dza i 2 & adidlEess.

! RRNB aa 6 { Enterthe second line of th® dza (i 2 stfé&Nidiess, if required.

City

Enterthe city associatedvith the O dz& (i 2 carf.ND a

Country

Selectthe country associatedwith the O dza (i 2 carfl fald he drop-down list.

Paysafe:
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Table2-1: PurchaseTransactiorFields(Continued)

Field Description

Province/State Selectthe provinceor state associatedwith the O dza (i 2 carf.NI &

Postal/ZipCode Enterthe postalor zipcodeassociatedvith the O dza (i 2 carfl.NI &

Paymentinformation

Account Selecta merchantaccountnumberfrom the Accountdrop-down list.

TransactiorMode Fora PurchaseselectPurchasdrom the drop-down list.
Foran Authorization,selectAuthorizationfrom the drop-down list.

MerchantTransID Entera uniquelD numberyouwantto associatewith eachrequest.
Maximumlength=25 characterqno speciakharacters)

Amount Enter theamountfor the transactionrequested.
Maximumlength=12digits
CardBrand Choosehe type of cardusedfor the transactionfrom the drop-down list.
CardNumber Enter the carchumber tousefor the transaction requested.
CardExpiry Enterthe expirydate. Format mm/yy
CVD Enterthe 3- or 4-digit securitycodethat appearson the cardfollowingthe cardnumberitself. This

codedoesnot appearonimprints.

Purchase results

The fields displayed on the transaction results page may vary depending on the information included
4 with the transactionrequest.

Whenthe Purchaseés processedsuccessfullyith Paysafethe followingtransactioninformation page
opens:

Settlement Pending

1b54f7db-d0d8-40c9-8236-93501af021d7 1001087120 Stephen’'s CC Account {Do Not Touch)
Trarsaction processed successfully. Process Ancther Transaction

Consumer Information

Name CARL CARLSON Address 15 Trout Cr,
Email address CCARLSON@EMAIL.COM Address (cont'd)
Phone number 777-8886 City Bassville
IP Address 172.16.11.23 State ca
Country us
Zip code 90220

Authorization Information

Merchant Trans. 1D CC2345

Date 2015-05-26 11:19:08 Frequency One Time
Auth. Conf. No. 2230445480 Auth Code 100031
Amount 39.00 USD Auth Hode Furchase
Remaining to Settle 0.00 USD Auth Type Final

Card Details VI Credit 434287 sooox 1843 (Exp. 0117) @ AVS Response @
Tien 1D 1b54F7db-0088-40c3-8236-93501af02147 VD Respanse WTCH @
Apple Pay "1 Pay Proc Response

ECI Code Fasled authentication or not 8 30 Secure transaction - no
liakulity shift

Thefieldsare describedin the followingtable:
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Table2-2: PurchaseResults
o I -
TxnID Thisis the transactionID the processomssignedo the transactionrequestandreturnedin
responseo the request.
Account Thisis the merchantaccountthroughwhich the transactionwas processed.

MerchantTransID

Thisis the ID the merchantassignedo the transactionwhenit wassubmitted.

Date

Thisis the date andtime the transactionwasprocessed.

Auth.Conf.No.

Thisis the authorizationconfirmationnumberassignedo this requestby the processor.

Amount

Thisisthe amountof the transaction.

Remainingo Settle

Whereapplicable, thiss the amountof the original Authorizationthat remainsto be settled.

CardDetails Thisis the brand, partial number,and expirydate of the cardused.
Frequency Possiblevaluesare:
® Recurringillingg Thetransactioncameviarecurringbilling.
® Initial ¢ The Recurringndicator valuen either the Virtual Terminal or the ARlassetto Initial.
® Subsequent The Recurring Indicator value in either the Virtual Terminal or the API was s¢
Subsequent.
®» OneTimeg No Recurringndicatorvaluewasprovided.
Auth Code Thisis the Authorizationcodethat wasreturned.
AuthMode Thisis the transactiontype submitted.
AVSResponse This is the AVS code associated with the transactionAdeeess verification system codas
page4-3).
CVDResponse Thisisthe CVDcodethat isreturned. See€CVDcodeson page4-4 for moreinformation.
PayProcResponse | Thisisthe transactionLINE O Sr@spéhdel &
ECICode Whereapplicablethisisthe ECommercdndicatorreturned if an EnrolimentLookuprequest
wasmadebeforeprocessinghe cardtransaction.
UserName Thisisthe usernameof the personusingthe Virtual Terminalto processthe transaction.
3DSVersion

DirectServer Txn ID

Authorization

In a card Authorization,the transactioninformation is sentto the cardprocessorwhichin turn sends
the informationto the cardK 2 £ R<SWNIdgbAank.An Authorizationis not a guaranteeof payment.It
only confirmsthat the cardexistsandthat fundsare availableat the time of Authorizationto coverthe
Purchaseamount. Thefundsare not creditedat this time but the Authorizationreducesthe available
creditlimit for that card,soin asensethe fundsared NB a SfotIh&PRrEhaseln mostcasesit is safe
to assumethat an Authorizationwill remainvalid for a period of seven daysMany merchantstry to
limit the time betweenAuthorizationand Settlementto sevendays,in orderto minimizeSettlement

problems.

To process an Authorization transaction:

1. Openthe Virtual Terminal.

2-6
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| Messages (0) | Account Statement _ Batch Upload | Reports | Customer Profiles | Accounts | Settings

® Credit Card Direct Debit
1000052533 - Online Stores (USD) | rememben
Consumer Information
First name [ ] Address
Last name Address [cantd)
Bhone number ity
Email address Country

Rucurring indicator

Payment Information
Transaction made *  purchase ~ Card number ® 1@
Merchant Trans. 1D ® Card expiry * 01fw| / 2016/w

Amount = o oD

Reset | * denotes 3 required field Process

Selectthe CreditCardradio button in the PaymentMethod section.

3. Completethe fieldsrequiredfor the Authorizationtransaction.SeeTable2-1: Purchas@ ransaction
Fieldson page2-4 for moreinformation.

4. Clickthe Procesdutton. TheTransactioninformation pageopens,notifying you of the statusof
yourtransactionrequest(seeAuthorizationresultson page2-7).

Authorization  results

The Transaction Information page returned in response téathorization request is the same as that
returnedfor a Purchaseequest.SeePurchaseesultson page2-5 for details.

Direct Debit transactions

Presentment/Charge

The Presentment/Charge transaction allows youitthld y 8 FSNJ Y2y Sé& FNRBY | Odz i
a merchant account. This transaction is completed in real time, though the banking network typically
takes3¢b daysto transferthe funds.
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To process a Presentment/Charge transaction:;
1. Openthe Virtual Terminal.

Messages (0) Account Statement I_I Batch Upload | Reports | Customer Profiles | Accounts | Settings |

Credit Card ® Direct Debit
1060018339 - Cnline Store (USD] ~] Remember:

Consumer Information

First name = | | Address

Last name . Address (cont™d])

Phone number City

Email addrass | Cauntry United States ~
State

Alsbama e

Zip code

Payment Information

Transaction mode *  Presentment/Charge ¥ EN * | WEB (Personal Check Only) [
Merchant Trans, 1D * ] Check type *  pC - Personal Checking[ ]
Amount . 1@ Check number * @
Bank name *
Bank account number * @
Routing number * @
Reset | * denctas a raguirad fiald Process

2. Select the Direct Debiadio button in the PaymenMethod section.

3. Completethe fieldsrequiredfor the Presentment/Chargé&ransaction.SeeTable2-3: Present
ment/ChargeTransactiorFieldson page2-8 for moreinformation.

4. Clickthe Processutton. TheTransactionnformation pageopens,notifying you of the statusof
yourtransactionrequest(seePresentment/Chargeesultson page2-9).

Table2-3: Presentment/ChargdransactionFields

Field Description

Consumetnformation

FirstName EntertheOdza ( 2 Y Snbidiea T A NE @
LastName Enterthe O dza ( 2 X8l a

PhoneNumber Enterthe O dz& (i 2 phéhékddriber.

Email Enterthe O dza (i 2 emdildoldss.

Address Enterthe first lineof the O dz& (i 2 sté&etaiiigess.

! RRNXaa 0| Enterthesecondling ¥ (i KS Gieat&diresS, Maddired.

City Enteri KS Odzai2YSNRa OAadGeod
Country Selectthe O dza (i 2 6B IGM the drop-down list.
Province/State Selectthe O dza (i 2 praSintRdrstate from the drop-down list.

Postal/ZipCode Enterthe O dza (i 2 poSaNizipcode.

Paymentinformation

2-8

Paysafe:



June 2022

Presentment/Charge

Table2-3: Presentment/Charg@ransactionFields(Continued)

Field Description

Account Selecta merchantaccountnumberfrom the drop-down list.
NOTEThecurrencyof the transactionis inferred from the Accountspecified. Thecurrencyof
eachaccountisassignedvhenit iscreatedby Paysafe.
TransactiorMode w Forapurchaseransaction,selectPresentment/Chargéom the drop-down list.
w Foracredittransaction,selectCreditfrom the drop-down list.
MerchantTransID | EnterauniquelDnumberyouwantto associatevith eachrequest.
Maximumlength=25 charactergno specialcharacters)
Amount Enterthe amountfor the transactionrequested.
Maximumlength=12 digits
PaymenfType Choosehe type of paymentfor the transactionfrom the drop-down list. Possiblevaluesare:
® WEB(PersonalCheckOnly)¢ usewhenan Authorizationis obtainedthroughthe Internet.
® TEL(PersonalCheckOnly)¢ usewhena verbal Authorizationis obtainedviatelephone.
® CCOBusines€heckOnly)g usewhenatransactiontakesplacebetweentwo corporateenti-
ties6 & 0 dzatd-y @AY Sa 3¢ 0 @
©w PPD(PersonalCheckOnly)¢ useto submit prearrangedcredit and debit transactiong(e.g.,
periodichbill payments)
CheckType Choosehe type of checkfor the transactionfrom the drop-down list. Possiblevaluesare:
®w BC¢Busines€hecking
® BL¢Busines$oan
®w BSq BusinessSaving
w PCqPersonalChecking
w PL¢Personaloan
®w PS¢ Personabaving
CheckNumber Thisis the checknumberassociatedvith this DirectDebittransaction.Usenumericvaluesonly.
The Check Number is included for tracking purposes, and appears in the transaction detail <
of the Activity Report (se¥iewing individual transaction detaits page 413 for more informa
tion).
BankName Thisis thenameof the bankat whichthe customerholdstheir account.
BankCountry Thisis the country of the bankwith whichO 2 y & dzvaSkidd@aduntis registered.Thisfield is

required/displayedor certainaccountconfigurationsonly.

Bank Account Num
ber

Thisis the bankaccountnumber associatedwith this Direct Debit transaction.Do not include
aL) OSa 2NJ RFaKS&a®d C2NJ SEIF YLIX-BYy % &5 (1 &Sdzo Y

AYYyYYyyyyeao

RoutingNumber

Thisis the 9-digit transit routing numberof the O dz& { 2 Y. SbidR.®o not includespacesor
dashesForexamplejf the routingnumberisd M H & Im [y yo@inustenterd MHoO N pc Ty

SortCode

Thisisthe 6-digit identificationnumberof the O dz& i 2 YK§axiEpebuildingsocietybranch.Do
notincludespace®r dashesForexamplejf the sortcodeisd m #1 @ cyéulustenterd M H 0 N |

Transit Number/
Institution ID

Thetransit numberis the 5-digit identification numberof the ‘Odza (i 2 GaBani@Eankbranch.
Do notA yOf dzRS aLJ OS& 2NJ RIFa4KSad C2Mp SEI &2HzS¥
GMHONpE D

Theinstitution IDis the 3-digit identification number of the O dza (i 2 CaBaNiEidank.

MandateReference

Thisisthe mandatereferencethat allowsa U.K.bankaccountto be charged.

Presentment/Charge

results

The Transactionnformation pagedisplaysPresentment/Chargéransactiondetails:

Paysafe Back Office Us e rGuide
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Presentment Completed

. e _ Process Another Transaction | View Recelpt
11157160 1000018330 Online Store

Transaction processed successfully.

Consumer Information

Name Carl Carlson Address 10 Cak Ave.
Email address cearlson@email.com Address (cont'd)
Phone number 444-9959 City Eimdale
1P Address 172.16.10.14 State ca

Country us

2Zip code 96966

Transaction Information

Merchant Trans. ID CC234 Bank name First California
Date 06-15-2016 15:59:29 Bank account number % 87
Amount 0.35 UED Routing number 011000015
User name stepheng Check number M5

History

0E-15-2016 15:53:44 Panding

06-13-2016 15:59:46 Completed

Thefieldsare describedin the followingtable:

The fields displayed on the Transaction Information page may vary depending on the information
includedwith the transactionrequest.

Table2-4: Presentment/Charg®esults

Field ‘ Description
ConfirmationNo. This is the confirmation number the processor assigned to the transaction request and retu
inresponseo the request.
Account Thisis the merchantaccountfor which this transactionwasprocessed.
MerchantTransID Thisis the transactionlD the merchantsubmittedwith the transaction.
Date Thisis thedate the transactionwasprocessed.
Amount Thisisthe amount,in cents,of the transaction.
UserName Thisisthe usernameof the personusingthe Virtual Terminalto processhe transaction.
BankName Thisis the banknamesubmitted with the transaction.
EankAccountNum Thisis thelast4 digits of the bankaccountnumberused.
er
Routing Number Thisis the routing number, transit number/institution ID, or sort code¢ dependingon the cus
Inst. ID/Transit No. U 2 Y Saikdccount submitted with the transaction (se€able 23: Presentment/Charge
SortCode TransactiorFieldson page2-8).
CheckNumber Thisis the checknumbersubmittedwith the transaction.
Credit

¢KS / NBRAG GNIyalOGAz2y |ff26a @2dz G2 GNXyaFSN Y2V
bank account. The Credit transaction is completed in real time, though the banking network takes from
three to five daysto transferthe fundsfrom the merchantaccountinto the O dz& (i 2 baskatEoant.
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To process a Credit transaction:
1. Open theVirtual Terminal.

Messages (0) | Account Statement I_I Batch Upload | Reports | Customer Profiles | Accounts | Settings |

Credit Card ® Direct Debit
1060018339 - Cnline Store (USD] ~] Remember:

Consumer Information

State

Payment Information

Transaction mode *  Presentment/Charge ¥ Payment type * | WEB (Persanal Check Only) [%

Merchant Trans, 1D * ] Check type *  PC - Personal Checking[ ™|

Amount * @ Check number * ]
Bank name *

Bank account number * @

Routing number L @

Reset | * danctas & raquirad fiald Process

Selectthe DirectDebitradio buttonin the PaymentMethod section.

3. Complete thefieldsrequiredfor the Credittransaction.SeeTable2-3: Presentment/Charge Trans
actionFieldson page2-8 for more information.

4. Clickthe Processutton. TheTransactioninformation pageopens,notifying you of the statusof
yourtransactionrequest(seeCreditresultson page2-11).

Credit results

TheTransactioninformation pagedisplaysCredittransactiondetails. Thefields are the sameasthose
displayedfor Presentment/Chargéransactions SeeTable2-4: Presentment/Charg&esulton page
2-10for details.

Transaction errors

If the transactioncannotbe processediue to someerror, the resultingpagedisplaysthe error that
occurredalongwith anexplanation.
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Purchase Failed
0c26814b-69¢

Error Code 1007 / Sub Error Code 0

i e T R Retry Transaction ~ Send Receipt
9ed-4525-a012-11afdc95e97b 1000052

Consumer Information

Name CARL CARLSON Address 10 Oak Ave.
Email address CCARLSON@EMAIL.COM Address (cont'd)
Phone number 444-5588 city Eimdale
1P Address 172.16.10.14 State CA
Country us
Zip code 96966

Transaction Information

Merchant Trans. 1D

Date 06-15-2016 16:05:07 Frequency One Time
Aant 45,00 USD Auth Code
Card Details V1 Credit 434287 xooc 1843 (Exp. 01/19) @ Auth Mode
Txn 1D 0c26514b-¢9ed-4525-2012-11afdc95€970 Auth Type Undefined

AVS Response
CVD Response
Pay Proc Response

ECI Code Faled suthentication or not a 3D Secure transaction - no
liability shdft

If the type of error that occurredallowsyouto retry the transaction the RetryTransactiorbutton is
activatedin the top right cornerof the page.
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CHAPTER 3

Batch Upload Tool

Overview

The batch uploadool allows you to process credit card, Direct Debit, and recurring billing transactions
with Paysafe by using our baoKice interface to upload CSV and XML files containing your transaction
requests.Theprocesdssimple.

1.

2
3.
4

Createa file containingyour transactions.
Login to the Paysaféackoffice and usethe batchuploadtool to submitthe file.
Paysafeypicallybeginsprocessingyour file within five minutes.

Youcandownloada responsefile that containsdetailedinformation on eachrecord containedin
the originalbatch fileyou uploaded. Se&iewingbatchuploadresultson page3-22 for details.

You use the baekffice reporting tools to view the results of the individual transactions contained in
your credi card orDirectDebitfile upload.SeeGeneratingactivity reportson page4-9 for details.

Youcanalsouploadfilesto Paysafevia SFTPSeeUsingSFTRo uploadbatchfileson page3-35for more
information.

ity

Thischaptermaydocumentsomefeaturesto whichyoudo not haveaccessAcces$o suchfunctionat

is allotted on a merchantby-merchantbasis.If you haveany questionscontactyouraccountman-

ager.

Creating your transaction files

Transaction types supported

Paysafesupportsthe following transactiontypesthrough the BatchUploadtool:

(0]

0]

0]

DirectDebit¢ seeDirectDebittransactionson page2-7 for more details
Credit card; seeCardtransactionson page2-3 for more details

Recurringpilling ¢ seeChapter6: Customer Profilefor more details

Table3-1: BatchUpload TransactionTypes

TransactionType File TypeSupported OperationsSupported Upload Methods
CreditCard w CSV w Purchase ® BatchUploadTool
©® XML ® Authorization w SFTP
® AuthorizationReversal
w0 Settlement
w Credit
w StoredData
DirectDebit w CSV ® charge w BatchUploadTool
0 XML w credit w SFTP

Paysafe Back Office Us e rGuide 3-1



Batch Upload Tool June 2022

Table3-1: BatchUpload TransactionTypes(Continued)

TransactionType File TypeSupported OperationsSupported Upload Methods
RecurringBilling » CSV W create ® BatchUploadTool
® XML ® update(viaXMLfile only) w SFTP

w load(viaXMLonly)

Formatting your files

File restrictions
©® Themaximumfile sizefor the BatchUploadtool is 10 MB. Largerfiles will be rejected.
©® Themaximumfile namelengthis 175 charactersplusextension.

® Abatchfile can contaima maximumof 50,000records. Filesvith morethan 50,000recordswill be
rejected.

® Youcannotuploadanyfile that hasalreadybeenuploadedwithin the previous24 hours.

® Yourfile namemustconsistof alphanumericcharactersonly. Do not usespecialcharacterge.g.,
dashesspacesquotationmarks,etc.)whennamingyourfile.

CSV files

YourCSW\ile musthavethe following format:

® It musthaveno spacesembeddedbetweenthe values.

w Eachline (record)in the file cancontainthe datafor onetransactiononly.

w If any of your values contains a comma, that value must be enclosed in double quotes. Fer exam
ple, if the value for the Last Name parameter wdahnson, IJlyou would includé. (i Joh&sona
LLLE

w If youareomitting the valuefor an optionalfield, youmuststill includethe placefor that field, off-
setwith commag(e.g.,value,value,value.

w If aCSMile containsimproperlyformatted records,the file will still be processedput the improp-
erlyformatted recordswill fail.

/_\ Thefields in your transactionrequestsmust be in the sameorder asgivenin the tablesand
examplesbelow. If not, the transactionrequestswill fail.

XML files

Anexampleof eachtype of XMLfile you canupload withthe BatchUploadtool is providedbelow:

w ForDirectDebittransactionsseeDirectDebitXMLfile exampleon page3-5.

w ForcreditcardtransactionsseeCreditcard XMLfile exampleon page 312.

@ For recurring billing recordsgeRecurringBillingXMLUploadRequestVille exampleon page 319.

@ Forrecurringbilling consumerprofile downloads,see RecurringBilling XMLConsumerProfileReq
uestV1file exampleon page3-21.

Consult the following documents for complete details on the contents and format of your Batoad
XMLfiles:
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w ForDirectDebitandcreditcardtransactionsg APIReferencé&uidefor WebServices
®w ForRecurringBillingrecordsg RecurringBilling APIGuide
An improperly formatted XML file will not be processed and will not appear in any subsequent

report (seeViewingbatch uploadresultson page 3-22). Ensureyour file is validly formatted
beforeuploadingit.

Direct Debit files

Direct Debit CSVfiles

Consultthe followingtable to determinethe valuesto includefor eachrecord of your Direct Debit
transactionfile.

Q FieldNamesmarkedwith an asteriskare mandatory.

Table3-2: DirectDebit TransactiorFile Values

Field ‘ FieldName ‘ DataType Description

1 Transaction a2 Thisvalueindicatesthe transactiontype.
Code* Possiblevaluesare:
® DDc Use toprocess @resentment Charge

® DCg Useto processa Credit

2 Payment a3 Thisvalueindicatesthe paymenttype.
Type* Possiblevaluesare:
© CCIx Useto submitcredit and debit transactionsbetweentwo business
entities

® PPDg Useto submitprearrangedcredit anddebit transactionge.g.,peri-
odichill payments)

© TELg Useto submittransactionswith authorizationobtainedfrom the
customerviatelephone

» WEBg Useto submit transactionsvith authorizationobtainedfrom the
customerviathe Internet

3 LastName* an..40 Thisisthe O dz& (i 2 IXsEhakie A

4 FirstName* an..40 This isghe O dza { 2 firsnsidiea

5 BankName* | an..40 Thisis the nameof O dza (i 2 bask Ndwvhich this transactionis posted.

6 Routing n..15 ForU.S.dollar accounts his is the 9-digit routing numberof the O dz& (i 2 Y|

Number* bank.

For Canadiardollar accounts this is a combinationof the 3-digit institution _
IDandthe S RA3IA U UNI YyaAU YydzYoSNI 2F UKS
includespacewr dashes.
ForBritishpoundaccountsthis is the 6-digit sort codeofthe O dza G 2 Y §
bank.

7 Bank an..30 Thisisthe O dza (i 2 baskakoantnumber.

Account*
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Table3-2: DirectDebit TransactiorFile Values(Continued)

Field FieldName ‘ DataType‘ Description

8 AccountType* | an..10 Thisvalueindicateswhether the transactionis postedagainsta personalor
businessaccount.Possiblevaluesare:

® PCg PersonalChecking

® BC¢ Busines£hecking

9 Amount* n..13 This is the amount for the transaction requested. Decimals are optional (
a M wauldbe $10.00,6 m n wWopldbe $10.50).
10 Reference an..40 Thisis a uniquetransactionlD providedby the merchant,usedto identify
Code* thistransactionthroughoutits life cycle.
11 Telephone* an..40 Thisisthe O dz& (i 2 t¥léphaeiumber,includingareacode.Do not
includespacewor hyphens.
12 Addressl* an..50 ¢CKA&E A& GKS FANRG dddres§ 2F GKS Odz
13 Addres2 an..50 Thisisthe secondine of the O dza (i 2 stt&Naiizess.
14 City* an..40 Thisis the city in whichthe customerresides.
15 State/ a2 This ighe state or province inwhichthe customerresides.SeeAppendix C:
Province GeographicaCodedor the valid state/provincecodesto use.
16 Zip/Postal an..10 Thisisthe O dz& (i 2 AIP8d0d&fZLountryis U.S.,otherwise,this is the cus
Code U 2 Y SosRlgode.
17 Country* a2 This is the country in which the customer resides. Sggendix CGeograph
ical Codedor the validcountrycodesto use.
18 Check n..8 Thisisthe checkserialnumber.
Number*
19 Transaction nl4 Thisis the date andtime of the transaction.
Date Format=YYYYMMDDHHMMSS
20 TargetDate N/A Notapplicable Leaveblank.
21 Payee an..81 Thisis the descriptorthat will appearon the O dza (i 2 barkkstateinent.

o If youdo provideavalue for thidfield, this valuewill be used aghe state-
mentdescriptor.

w If youdo not providea value forthis field, a default valueconfiguredfor
the merchantaccountwill be usedasthe statementdescriptor.

22 FeeAmount N/A Notapplicable Leaveblank.

23 Recurring N/A Notapplicable Leaveblank.
Transaction

24 IDType an..10 This is the type of ID used to identify the owner of the checking accourt.
siblevaluesare:

® DL¢5 NA @iBedde a

» S Government ID

® Ml ¢ Military ID

©® GN¢ GeneridD

25 ID Country a2 Thisis the countryin whichthe ID wasissued.
Possiblevaluesare:

» CA¢ Canada

® USg United States

26 IDState a2 This is the code that identifies the state movince in which the ID was
issued. Sedppendix CGeographical Codder the valid state/province
codesto use.
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Direct Debit XML  files

Table3-2: Direct Debit TransactiorFile Values(Continued)

Field = FieldName | DataType Description
27 IDNumber an..20 Thisis thenumber of the ID provided for the Dype.
28 IDExpiration | n8 This is the date that the ID expires.
Format=YYYYMMDD
29 AccountNum | n..10 Thisis your merchantaccountnumber.
ber*
30 Mandate an..35 Thisisthe mandate referenceaumber.
Reference

Direct Debit CSVfile example

Thefollowingis an exampleof a valid transactionfile to performtwo DirectDebitchargetransactions:

DD, TEL,Anderson,Andrew,MD Bank,123456789,12345678,PC,18,ID 1,7858888888,1 Main
Street,,Laurel,MD,54321,US,123,20050510123445,,,,,DL,US,MD,55,20051210,1000038204
DD,WEB,Anderson,Andrew,MD Bank,123456789,12345678,PC,15,ID 2,7858888888,1 Main
Street,,Laurel,MD,54321,US,124,2005051012 3445,,,,,DL,US,MD,55,20051210,1000038204

Direct Debit XML files

@

The XML file you create to upload Direct Debit transactions must contiiBatchRequest\i2quest.
TheddBatchRequest\V@ntains:

@ AmerchantRefNunelement, which identifieshe batchfile
®  Oneof the following operations:

®w charges

w credits

Inturn, eachoperation containsone or more instancesf a ddCheckRequest\Aith the appropriate
elementsincluded.Forexample,if you hadfive DirectDebitchargego processyouwould createa
ddBatchRequest\Rith a chargesoperationthat contained five instances ofadCheckRequesty1

Forcompletedetailsonthe elementsand data requiredfor a ddCheckRequestVYéquest,seethe
APIReferencé&uidefor WebServices

Direct Debit XML file example

Thefollowing is an exampleof a properlyformatted ddBatchRequestVZML requesto processone
chargeandonecredit:

<ddBatchRequestV2
xmins ="http://www.optimalpayments.com/directdebit/xmlschema/v1l ">
<merchantRefNum>REF10192007_REQ </merchantRefNum>
<charges >
<ddCheckRequestV1
xmlns ="http://www.optimalpayments.com/directdebit/xmlschema/vl ">
<merchantAccount>
<accountNum>12345678</accountNum>
<storelD> myStorelD</storelD>
<storePwd>myStorePWD</storePwd>
</merchantAccount>
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<merchantRefNum>Ref - 12345</merchantRefNum>
<amount>10.00</amount>
<check>
<accountType>PC</accountType>
<bankName>Chase</bankName>
<checkNum>12</checkNum>
<accountNum>987654321</accountNum>
<routingNum>123456789</routingNum>
</check>
<billingDetails>
<check PayMethod>WEB</checkPayMethod>
<firstName>Jane</firstName>
<lastName>Jones</lastName>
<street>123 Main Street</street>
<city>LA</city>
<state>CA</state>
<country>US</country>
<zip>90210</zip>
<phone>555 - 555 - 5555</phone>
<emmil>janejones@emailserver .com</email>
</billingDetails>
<sdk>
<version>1.0</version>
<platform>http</platform>
<provider>Merchant</provider>
</sdk>

</ddCheckRequestV1>
</charges >

<credits

>

<ddCheckRequestVl >

<merchantAccount>
<accountNum>12345678</accountNum>
<storelD>myStorelD</storelD>
<storePwd>myStorePWD</storePwd>
</merchantAccount>
<merchantRefNum>CR_11212007_0</merchantRefNum>
<amount>15.00</amount>
<check>
<accountType>PC</accountType>
<bankName>Chase</bankName>
<checkNum>13</checkNum>
<accountNum>987654321</accountNum>
<routingNum>123456789</routingNum>
</check>
<billingDetails>
<checkPayMethod>PPD</checkPayMethod>
<firstName>Jane</firstName>
<lastName>Jones</lastName>
<street>123 Main Street</street>
<city>LA</city>
<state>CA</state>
<country>US</country>
<zip>90210</zip>
<phone>555 - 555- 5555</phone>
<emmil>janejones@emailserver .com</email>
</billingDetails>

</ddCheckRequestV1>

</credits

>

</ddBatchRequestV2>

June 2022
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Credit card files

Credit card Authorization/Purchase

Credit card files

CSVfiles

Consultthe following table to determinethe valuesto includefor eachAuthorizationor Purchase

recordof your credit cardtransactionfile.

Q FieldNamesmarkedwith an asteriskare mandatory.

Table3-3: Authorization/Purchas@ransactiorFile Values

Field ‘ FieldName DataType
1 .2

CardNumber* n..20

Description

Thisis the cardnumberyou are chargingfor this transaction.

2 CardBrand* a2

gse%ne of the following two-characterabbreviationsfor the card
rand:

©® AM=AmericarExpress
DC =DinersClub
DI=Discover

JC=JCB

LA=Laser
MC=MasterCard

MD =Maestro
SF=Swiff

SO=Solo

SW=Switch
VD=VisaDebit
VE=VisaElectron
VI=Visa

€ € € € € € € € € g € €

3 Cvv*

This is the 3or 4-digit security code that appears on a credit card f
lowing the credit card number. This code does not appear
imprints.

NOTEThisfield isnot requiredwhenthe CardBrandissetto MD, SO,
or SW,whichdo not haveCVWalues.

4 ExpiryDate* an5

This is the expiry date for the card against whichRuechase will be
made.

Formatmustbed a a k (e,g.£Septembe2008=09/08)

5 Amount* n..13

Thisisthe amountfor the Purchaseequested.Decimalsare optional
(e.g.,.& m wauldbe $10.00,& m n Wopldbe $10.50).

6 Transactiomype* | al

Setthisvalueto:
o Afor Authorization
o Pfor Purchase

7 AccountNumber* | n..10

Thisis your merchantaccountnumber.

8 Merchant an..40

TransactioriD*

This is your unique ID number associatégth each Purchase
request. Youicreate thisvalueand submit itwith the transaction.

9 FirstName* an..40

Thisisthe O dz& (i 2 fiysEnisldea

10 LastName* an..40

Thisisthe O dz& § 2 Ixsthaiiz A

11 Addressl* an..50

This ighe first lineof i K S O dzstiegt X08ré6R &

Paysafe Back Office Us e rGuide
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Table3-3: Authorization/Purchasdransactiorile Values(Continued)

Field ‘ FieldName ‘ DataType Description
12 Addres®2 an..50 Thisis thesecondline of the O dza (i 2 str&eNaiitizess.
13 PhoneNumber* an..40 Thisisthe O dz& i 2 phéhaidriber.
14 EmailAddress* an..100 Thisisthe O dz& i 2 emAildddr@ss.
15 City* an..40 Thisis the city associatedvith the O dz& i 2 cAE.ND &
16 State/Province* a2 This is the Zharacter abbreviation for the province or state assog

SR gAUK 0KS Ovpend TCedgfaphicdd Codds
for the correctabbreviations.

17 Zip/PostalCode* | an..10 Thisis the postalor zip codeassociatedvith the O dz& (i 2 cArf.ND

18 Country* a2 Thisis the 2-characterabbreviationfor the country associatedvith
U0KS 0Odza 02 Y Lolntg coddsiNdage €3{fostBe correct
abbreviations.

19 Previous al Thisindicateswhether the customerhaspreviouslyshoppedonline
Customer with you.Possiblevaluesare:
®w Y=Yes
® N=No
20 IssueNumber n..4 Thisis the1- or 2-digit numberlocatedon the front of the card, fo}

lowingthe cardnumber.

Thiselementcanbe usedonly whenthe CardBrandCodeis MD
(Maestro),SO(Solo) or SW(Switch).

21 Financingrype Al Thisisthe type of financingoffered. Possiblevaluesare:
® D¢ Deferred paymenfinancing
® EqEqualpaymentfinancing

22 PlanNumber n..3 Thisis the plan numberfor this financingtransaction.

23 GracePeriod n..2 Thisisthe graceperiod,in months,associatedvith deferred pay-
menttransactions.

24 Term n..2 This is the number of payments, in months, for equeyment trans
actions.

Credit card Settlement CSVfiles

Consult the following table to determine the values to include for each Settlement record of your credit
cardtransactionfile.

@ FieldNamesmarkedwith an asteriskare mandatory.
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Table3-4: SettlementTransactiorFile Values

FieldName DataType Description

1 TransactionD* an..20 Thisis the IDthat Paysafeassignedo the original Authorization

transaction.Youcanuseoneof the followingvalues:

® TheTransactiorNumberreturned viathe DirectPaymentCompe
nent API

@ TheConfirmationNumberreturnedviathe WebService#\Plor the
BatchUploadtool

@ TheTransactionD or ConfirmationNumberfrom the Transaction
Detailpageof the ActivityReport

2 BlankField* This field is used for internal purposes only. It must be left blank, g
enclosedby doublequoteso ¢ & U ®
3 Original Merchant | an..255 This is the Merchant Transaction ID of the original Authorization
TransactioriD transactionthat is now beingsettled. Thisvalueis one of the follow-
ing:

® ThemerchantTxnvaluesubmittedwith the originaltransaction
whenusingthe DirectPaymentComponent.

® ThemerchantRefNunsubmittedwith the originaltransaction
whenusingthe Web ServiceAPI

® TheMerchant Transaction IRalue submitted with the original
transactionwhen usingthe Virtual Terminalor the BatchUpload
Tool

4 Amount n..13 This is the amount for the transaction requested. Decimals are
optional(e.g.,& M wauldbe$10.00,6 m n Wopldbe $10.50).

NOTE: If you do not include themountvalue, the entire amount of
the original Authorization transaction will lsettled by default. If you
want to settle only part of the original transaction, enter that amou

here.
5 Merchant an..40 Thisis your unique ID numberassociatedvith this Settlement
TransactioriD* request. Yowreate thisvalueand submit itwith the transaction.
6 TransactioriType* | al Setthis valueto Sfor Settlement.
7 AccountNumber* | n..10 Thisis your merchantaccountnumber.

Credit card Authorization Reversal CSVfile

Consultthe following table to determinethe valuesto includefor eachAuthorizationReversatecord
of your credit cardtransactionfile.

Q FieldNamesmarkedwith an asteriskare mandatory.

Table3-5: AuthorizationReversallransactiorFile Values

Field ‘ FieldName DataType Description

TransactioD* an..20 Thisisthe IDthat Paysafeassignedo the original Authorization
y g g
transaction.Y oucanuseone of the followingvalues:
® TheConfirmationNumberreturnedviathe WebServicesA\Plor the
BatchUploadtool
®» TheTransactionD or ConfirmationNumberfrom the Transaction
Detailpageof the ActivityReport
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Table3-5: AuthorizationReversallransactiorFile Values(Continued)

Field FieldName DataType Description

2 ReversaAmount* | n..13 This is the amount of the Authorization that you want to reverse.-D
imalsare optional(e.g.,& m w@uldbe $10.00,& m n viopldbe
$10.50).

3 ReferenceCode* an..40 Thisis a uniquetransactionlD providedby the merchant,usedto
identify thistransactionthroughoutits life cycle.

4 AccountNumber* | n..10 Thisis your merchantaccountnumber.

5 Transactiomype* | al Set this value té&\Rfor Authorization Reversal.

Credit card Stored Data CSVfile

Stored Data requests allow you to perform credit card Authorizations and Purchases by providing a
Transaction ID or Confirmation Number from a previous successful Authorization or Purchase. This
ID/numberallowsPaysafdéo accesgrom its databasemost of the datarequiredfor the transaction.

Themaximumageof a validtransactionlD or confirmationnumberfrom a successfupur-
chase/authorizationis 24 months.

Consulthe followingtable to determinethe valuesto includefor eachStoredDatarecordof your credit
cardtransactionfile.

Q FieldNamesmarkedwith an asteriskare mandatory.

Table3-6: StoredDataTransactiorFileValues

Field‘ FieldName ‘ DataType ‘ Description

1 TransactioriD* an..20 This is the ID that Paysafe assigned to the originatessful

Authorizationor Purchasdransaction.Youcanuseone of the fol-

lowingvalues:

® The ConfirmatiomNumberreturned viathe Web Service#APlor
the BatchUploadtool

® TheTxnlD or ConfirmationNumberfrom the TransactiorDetail
pageof the activityreport

NOTEThisvaluecanbe a maximumof 24 monthsold.

2 Amount* n..13 Thisisthe amountfor the transactionrequested.Decimalsare
optional(e.g.,& M wa@uldbe $10.00,6 m n Wopldbe $10.50).

3 ReferenceCode* an..40 Thisis a uniquetransactionlD providedby the merchant,usedto
identify thistransactionthroughoutits life cycle.

4 AccountNumber* | n..10 Thisis your merchantaccountnumber.

5 ExpiryDate String Thisisthe expirydate ofthe credit cardusedfor the transaction.

Format=mm/yy

6 TransactiorType* | a3 Setthis value to:
© SDAfor a StoredDataAuthorization
©» SDFor StoredDataPurchase
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Credit card Credit CSV files

Consultthe followingtable to determinethe valuesto includefor eachCreditrecordof your creditcard
transactionfile.

Q FieldNamesmarkedwith an asteriskare mandatory.

Table3-7: CreditTransactiorFile Values

Field FieldName DataType Description

1 TransactiorD* an..20 Thisisthe IDthat Paysafeassignedo the original Settlementtransac

tion. Youcanuseone of the followingvalues:

w TheTransactiorNumberreturned viathe DirectPaymentCompe
nent API

® TheConfirmation Number returned via the Web Services API or
BatchUploadtool

® TheTransactioriD or ConfirmationNumberfrom the Transaction
Detailpageof the ActivityReport

2 Settlement an..20 ® This ighe settleNumbewaluereturned byPaysafavhen theorigi-

Number nal transactionwassettled usingthe Direct PaymentComponent.

® Thisisthe confirmationNumbewaluereturnedby Paysafavhenthe
originaltransactionwassettledusingthe Web ServiceAPI.

NOTE This value is returned onlypéartial settlements were made on
the Authorization.

3 Original Merchant | an..255 This ighe MerchantTransactioniD of the originaltransactionthat is

TransactiodD now beingcredited. Thisvalueis one of the following:

® ThemerchantTxrvaluesubmittedwith the originaltransaction
when usingthe Direct PaymentComponent.

® ThemerchantRefNunsubmittedwith the originaltransaction
whenusingthe Web Service\PI

®w TheMerchant Transaction IRalue submitted with the original
transactionwhenusingthe Virtual Terminalor the BatchUpload
Tool

4 Amount n..13 This is the amount for the transaction requested. Decimals are
2LIA2YL+HE 0S®3dr amné g2dAZ R 068
NOTEIf youdo notincludethe Amountvalue,the entire amountof
the original transactiowill be creditedby default. Ifyouwantto
credit only part of the originaltransaction,enter that amounthere.

5 Merchant an..40 This is your unique ID number associated with this Crediiest. You
TransactioriD* createthis valueand submitit with the transaction.

6 TransactiorType* | a2 Setthis valueto CRfor Credit.

7 AccountNumber* | n..10 Thisis your merchantaccountnumber.

Credit card CSVfile example

Thefollowingis an exampleof a validtransactionfile to performtwo creditcard Purchasdransactions:

4520000000007800,V1,455,08/12,1100,P,1000038204,20,Andrew,Anderson, 1 Main
Street,, 7858888888,aanderson@email.com,Laurel,MD,54321,US,Y,
4520000000007801,VI,456,08/06,1800,P,1000038204,21,Angela,Anderson,1 Main

Street,,7858888888,aanderson@email.com,Laurel,MD,54321,US,Y,
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Credit card XML files

TheXMLfile you createto uploadcredit cardtransactionamust containa ccBatchRequest\equest.
TheccBatchRequest\tbntains:

©® AmerchantRefNunelement,whichidentifiesthe batchfile
® Oneof the operations:

@ purchases

® authorizations

w settlements

® authorizationReversals

w credits

®w storedDataAuthorizations/storedDataPurchases
Inturn:

w Eachpurchase®r authorizationsoperationcontainsone or more instancesof a ccAuthRequest\/1
eachwith the appropriateelementsincluded.

® Eachsettlementsor creditsoperationcontainsone or moreinstancef a ccPostAuthRequesty1
eachwith the appropriateelementsincluded.

w Eachinstanceof anauthorizationReversalsgperationcontainsone or moreinstanceof accAuthRe
versalRequestV Eachwith the appropriateelementsincluded.

w Eachinstanceof a storedDataAuthorizationsr storedDataPurchasesperationcontainsone or
more instancesf accStoredDataRequest\dach with the appropriate elementacluded.

For example:

w If youhadfive credit card purchasego process, yowould createa ccBatchRequest\dith a pur-
chaseperationthat containedfive instancesof a ccAuthRequestV1

o If youhad fivecredit cardsettlements toprocess, yowould createa ccBatchRequest\ith a set
tlementsoperationthat containedfive instancesf a ccPostAuthRequestV1

Forcompletedetailsonthe elementsand data requiredfor creditcardtransactionsseethe
APIReferenc&uidefor WebServices

<

Credit card XML file example

The following i@n example of @roperly formattedccAuthRequestVAMLrequest toprocessone pur
chaseandoneauthorization:

<ccBatchRequestVl  xmins="http://www.optimalpayments.com/creditcard/xmlschema/ vl">
<merchantRefNum>3452</merchantRefNum>
<purchases >
<ccAuthRequestV1>
<merchantAccount>
<accountNum>12345678</accountNum>
<storelD>myStorelD</storelD>
<storePwd>myStorePWD</storePwd>
</merchantAccount>
<merchantRefNum>1</merchantRefNum>
<amount>20.00</amount>
<card>
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<cardNum>4520000000007800</cardNum>
<cardExpiry>
<month>12</month>
<year>2008</year>
</cardExpiry>
<cardType>VI</cardType>
<cvdIndicator>1</cvdIndicator>
<cvd>342</cvd>
</card>
<billingDetails>
<cardPayMethod>WEB</ cardPayMethod>
<firstName>Jane</firstName>
<lastName>Jones</lastName>
<street>123 Main Street</street>
<city>LA</city>
<state>CA</state>
<country>US</country>
<zip>90210</zip>
<phone>555 - 555 - 5555</phone>
<emai I>janejones@emailserver.c om</email>
</billingDetails>
<previousCustomer>true</previousCustomer>
<dupeCheck>true</dupeCheck>
</ccAuthRequestV1>
</purchases >
<authorizations >
<ccAuthRequestV1>
<merchantAccount>
<accountNum>12345678</accountNum>
<storelD>myStorelD</storelD>
<storePwd>myStorePWD</storePwd>
</merchantAccount>
<merchantRefNum>1</merchantRefNum>
<amount>30.00</amount>
<card>
<cardNum>4520000000007800</cardNum>
<cardExpiry>
<month>12</month>
<year>2008</year>
</cardExpiry>
<cardType>VI</cardType>
<cvdIndicator>1</cvdIndicator>
<cvd>342</cvd>
</card>
<billingDetails>
<cardPayMethod>WEB</cardPayMethod>
<firstName>Jane</firstName>
<lastName>Jones</lastName>
<street>123 Main Street</street>
<city>LA</city>
<state>CA</state>
<country>US</country>
<zip>90210</zip>
<phone>555 - 555- 5555</phone>
<emai I>janejones@emailserver.c om</email>
</billingDetails>
<previousCustomer>true</previousCustomer>
<dupeCheck>true</d  upeCheck>
</ccAuthRequestV1>

Credit card XML files

Paysafe Back Office Us e rGuide
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</authorizations >
</ccBatchRequestV1>

Recurring  billing  files

Youcanuploadtwo batchfile typescontainingrecurringbilling record requests:
W CSMiles

w Createnewrecurringbilling recordsonly
®  XMLfiles

w Createnewrecurringbilling records

©  Modify existingrecurringbilling records

©® Downloadconsumerprofiles

Recurring  hilling CSV files

Inorderto uploadrecurringbillingrecordsin a CSMile, you mustfirst createthe CSMile containingone
or more recurringbilling records.Thereis no limit to the numberof recordsyour CS\file cancontain.

You can only create recurring billing records with a CSV file. If you want to modify them once they are
Q created youmustuseeitherthe merchantbackoffice (seeModifyingcustomerprofilesonpage6-21)
= oruploadan XMLfile (seeRecurringBillingXMLfileson page3-19).

Whencreatingyour recurringbilling recordsin a CS\ile, pleasenote the following:

@ Allrecurringbilling parameteramustbe providedfor eachrecord,andin the order they are givenin
Table3-8: RecurringBilling CS\FileParameteron page3-15. Otherwise the recordwill fail.

© Shippingaddressparametersare Conditional.If your shippingaddressis the sameasyour billing
address)eavethe shippingaddressvaluesblank.If your shippingaddressdiffers from your billing
address providetheseparameters.However,if you are providingshippingaddressparameters,
then they all becomeRequired exceptfor ShippingAddres, whichremainsOptional.

©w DD(DirectDebit)and CC(credit card)parametersare Conditional.Foreachrecordin your file, you
canprovideeither DDor CCparameters but not both. Soif you provide DirectDebitinformation,
all the DDparametersbecomeRequired andyou mustleavethe CCparametersempty. If you pro-
vide credit cardinformation, all the CCparametersbecomeRequired andyou mustleavethe DD
parametersempty.

® Youmustprovideeither the State/Provincer the Regionparameterfor the billing and shipping
addresseshut not both.

Consulithe following table to determinethe valuesto includefor eachrecord of your recurringbilling
file.

FieldNamesmarkedwith an asteriskare mandatory.
s FielddNamesmarkedwith two asteriskg**) are conditionalfields.
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Table3-8: RecurringBilling CS\File Parameters
Field FieldName DataType ‘ Description
1 MerchantAccountiD* | n..10 Thisis your merchantaccountnumber.
2 StorelD* an..80 This is your store identifier, used to authenticate the request. It i
providedby Paysafespart of yourintegrationprocess.
3 StorePassword* an..20 Thisis your store password usedto authenticatethe request.It is
providedby Paysafespart of yourintegrationprocess.
4 FirstName* an..40 This ighe first nameof the consumer.
5 LastName* an..40 Thisisthe lastnameof the consumer.
6 Merchant Reference | an..40 This isa consumenD foryour own internal reference purposes.
Number
7 Title a2 Thisisthe title of the consumer.Possiblevalues are:
®» MR
® MS
If you do not provide a value fdritle, it will default to MR.
NOTEThesevaluesarecasesensitive.
8 BillingAddress 1* an..50 Thisis the streetand numberfor the billingaddress.
9 BillingAddress2 an..50 Thisis further information for the billingaddress(e.g.,apartment
#).
10 BillingCity* an..40 Thisisthe city for the billingaddress.
11 Billing State/ a2 Thisis the state/provinceof the billingaddress SeeAppendixC:
Province** GeographicaCodedor the correctcodesto use.
IncludeBilling State/Provincer BillingRegion but not both.
NOTEThesevaluesarecasesensitive.
12 BillingRegion** an..40 Thisis the regionof the billingaddressijf not a state or province.
IncludeBillingRegionor BillingState/Provincebut not both.
13 BillingZip/Postal an..10 Thisis the ZIPcodeof the billing addressf in the U.S. otherwise,
Code* thisisthe postalcode.
14 BillingCountry* a2 Thisisthe countryof the billingaddress SeeCountrycodeson page
G3for the correctcodesto use.
NOTEThesevaluesare casesensitive.
15 ShippingAddressl** an..50 Thisis the street and numberof the shippingaddress.
16 ShippingAddress2 an..50 Thisis further information for the shippingaddresye.g.,apart
ment#).
17 ShippingCity** an..40 Thisis the city for the shippingaddress.
18 ShippingState/ a2 This ighe state/provinceof the shippingaddress SeeAppendixC:
Province** GeographicaCodedor the correctcodesto use.
IncludeShippingState/Provincer Shipping Regigrbut not both.
NOTEThesevaluesarecasesensitive.
19 ShippingRegion** an..40 This is the region of the shipping address, if not a state or provir]
IncludeShipping Regioar ShippingState/Provincebut not both.
20 Shipping Zip/Postal | an..10 This is the ZIP code of the shipping address if irUtise; otherwise,
Code** thisisthe postalcode.
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Table3-8: RecurringBilling CS\File Parameterg Continued)

FieldName

Description

21

ShippingCountry**

‘ DataType

a2

Thisis the country of the shippingaddress SeeCountrycodeson
pageG3for the correctcodesto use.

NOTEThesevaluesare casesensitive.

22

PhoneNumber

an..100

Thisis the telephonenumberof the consumer.

23

EmailAddress

an..100

Thisis the emailaddressof the consumer.

24

CellPhoneNumber

an..100

This ighe cellphonenumberof the consumer.

25

Payment Method
ReferenceNumber

an..40

This isa paymentmethod consumenDfor your own internal refer-
encepurposes.

26

CCHolderName**

an..100

This ighe nameof the cardholder.

27

CQCardNumber**

an..20

Thisisthe creditcardnumber.

28

COBrandCode**

a2

Thisisthe creditcardbrand.Possiblesaluesare:
AM=AmericarExpress

DC =Diners Club

DI=Discover

JC=JCB

LA=Laser

MC=MasterCard

MD =Maestro

SF=Swiff

SO=Solo

SW=Switch

VD=VisaDebit

VE=VisaElectron

VI=Visa

NOTEThesevaluesare casesensitive.

€ € € € € € € € € € € € €

29

CCExpiryDate**

Format =

mm-yyyy.

Thisisthe month andyearthe cardexpires.

30

CdAssueNumber**

n..4

Thisisthe 1- or 2-digit numberlocatedon the front of thecard,fol-
lowingthe cardnumber.

NOTET hiselementcanbe usedonlywhenthe CBrandCoddsMD
(Maestro),SO(Solo) or SW(Switch).

31

DDBankName**

an..40

Thisisthe nameofthe O 2 y & daVaBkNI &

32

DDBankAccount
Number**

an..17

Thisisthe O 2 y & dzvaSkiddaa@untnumber.

33

DDBankRouting
Number**

an..9

ForUSDaccountsthis is the 9-digit routing number of the cus

U2 Y Sak a

ForBritishpound accountsthis is the 6-digit sort codeof the cus
U2Y DahR a

For Canadian dollaccounts, this is a combination of thed®it
institution IDandthe RA IA U UNI YAaAAU ydzYo S
branch.

Donot includespacer dashes.
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Table3-8: RecurringBilling CS\File Parameterg Continued)

Field FieldName DataType Description

34 DDAccountType** a2 Thisisthetypeofthe O 2 y & dah&chdgekcount Possiblevak
uesare:
w PC(PersonaChecking)

® PYPersonabavings)

® PL(Personaloan)

©» BC(Busines€hecking)

©» BS(Busines$avings)

© BL(Busines&oan)
NOTEThesevaluesare casesensitive.

35 DDCheckKNumber** n..8 This is the check serial number, provided at the time of the trang
tion request.Paysafewill automaticallyincrementthis number
with eachrecurringpayment.

36 Billing Schedule an..40 Thisis a billing scheduleconsumenD for your own internal refer-
Reference Number encepurposes.

37 Paymentinterval* an..10 Thisspecifieshow often the recurringbilling transactionis made.
Possiblevaluesare:

» DAYS

WEEKLY

BIWEEKLY

MONTHLY

ANNUALLY

QUARTERLY

® SANNUALLY

» 1STANDI15TH

NOTEThesevaluesare casesensitive.

e € € € €

38 ServiceName an..240 Thisdesignateghe type of billing record (e.g.,monthly subscrip
tion).
39 Amount* n..13 Thisisthe amountof the recurringbillingtransaction.

Max=999999999.99
NOTEDo not includecurrencysymbol.
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Table3-8: RecurringBilling CS\File Parameterg Continued)

Field FieldName ‘ DataType Description

40 StartDate* Format = Thisis the date on whichthe recurringpaymentwill begin.
mm-dd-yyyy Theresultingbehaviourof the recurringpaymentdependson the
Paymentintervalyou haveset:

©® 1STAND15THTransactiorwill be madeon this dateandthen
subsequentlyon the 1stand 15th of eachmonth.

©® ANNUALLY Transactiorwill be made thisdayeach year.

® BIWEEKLYTransactiorwill be madethis dayof the weekevery
two weeks.

w DAYZ Transaction will be made this day, and then on evsty
day, dependingn the value set for th&lumber of Dayparame
ter.

® MONTHLY Transactiorwill be madethis day eachmonth (e.qg,
the 15th). IfLast Day of the Montls set to Y, the first recurring
payment ismadeon the day ofthe month you specifyput all
subsequenimonthly paymentswill be madeon the lastday of
eachmonth.

©® QUARTERIQYTransactiowill be madeon this dayevery3
months.

© SANNUALLYTransaction will be made on this day twice a yeq
(e.g., if you select January 1, the second paynéttbe made
onJulyl).

® WEEKLY Transaction will be made this day of the week every
week.

NOTEThesevaluesare casesensitive.

41 EndDate Format = Thisis the date on whichthe recurringpaymentwill end.
mm-dd-yyyy | After the last payment dateefined here, the billing record is auto
maticallydisabled.If no end dateis specified the recurringpay-
ment continuesindefinitely.

42 LastDayof the Month | al If the Paymentintervalis setto MONTHLYyou cansetthis element
to Y (yes). fou do so, the first recurring payment is made on the
day ofthe month you specified,but all subsequenmonthly pay-
mentswill be madeon the lastday of eachmonth. Possiblevalues
are:

wY

o N

If you do not provide a value, it will default to N.
NOTEThesevaluesarecasesensitive.

43 StatusCode a..8 Thisis the statusof the billingrecord.Possiblevaluesare:
w ACTIVE

w DISABLED

® SPD_MER@Guspendedy merchant)

If you do not provide a value, it will default to ACTIVE.
NOTEThesevaluesarecasesensitive.

44 TransactiorMode a..10 Thisvaluespecifiesvhether the recurringtransactionis a debit or
acreditto yourconsumerPossiblesaluesare;

w CCPURCHAGHebitsyourO 2 y & dzfetiingrd

® CCPAYMENTcreditsé 2 dzNJ O 2 yreédidzdarS N &

» DDCHARGEdebitsyour O 2 y & dzvaSkiddaunt

» DDCREDIJ creditsyour O 2 y & dzbaSkedeaunt

NOTEIf this parameter is not specified, it will default to either
CCPURCHABEDDCHARGHependingon whether you provided
values for a credit cardayment method or a Direct Debit paymen
method.
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Table3-8: RecurringBilling CS\File Parameterg Continued)

Field FieldName DataType Description
45 Numberof Days a..365 Thisvaluespecifieshe numberof dayshetweenrecurringtransae
tions.
NOTEProvidethis valueonly if the Paymentintervalparameteris
setto DAYS.

Recurring Billing CSVfile example
Thefollowing is an exampleof a valid transactionfile to createtwo recurringbilling records:

1000011111,0nline Store,Password1234,John,Johnson,JJ555,MR,15 EIm Street,,
Oakdale,California,,90210,US,,,,,,,,555 - 555 - 5555 johnjohnson@email.com,555 -999-
9999,JJPM555,John Johnson,4111411141114111, V1,12 -01-2010,,,,,
JIBS555,MONTHLY,Cable,$89.99,10 - 24-2008,,N,ACTIVE,CCPURCHASE,

1000011111,0nline Store,Password1234,Jane,Johnson,JJ444,MS,15 Elm Street,,
Oakdale,California,,90210,US,,,,,,,,555 - 555 - 5555, janejohnson@email.com,555 - 888-
8888,JJPM444,Jane Johnson,4222422242224222 V1,11 -01-2011,,,,,.,
JIBS444,MONTHLY,Membership,$129.99,09 - 15-2008,,N,ACTIVE,CCPAYMENT,

Notethat the DDfields,for example are blank,sincetheseare creditcardbilling records put their
placesarestillheldby commas.

Recurring Billing XML files

In orderto uploadrecurring billingrecords in an XML file, you musst createan UploadRequestVar
aConsumerProfileRequestXMLrequestcontainingthe requiredparameters.

UploadRequestV1

Within the UploadRequestViequest, you can have multiplgaymentinstructiorsegments (each with
its mandatory elements). Eagfaymentinstructiorelement will contain either theCREATIOBKktion or
the UPDATRctionto createor updateabillingrecord,respectively.

For complete details on the elements and data required fddplnadRequestViecurring billing
request,seethe RecurringBillingAPIGuidedocument.

@

Recurring Billing XML UploadRequestV1 file  example

Thefollowingis anexampleof a properlyformatted UploadRequestVAMLrequestto createonerecur
ringbillingrecord:

<UploadRequestVl xmin s="http://www.optimalpayments.com/billing/xmlschema/v1">
<paymentlnstruction>
<action> CREATION/action>
<merchantAccount>
<accountNum>12345678</accountNum>
<storelD>myStorelD</storelD>
<storePwd>myStorePWD</storePwd>
</merchantAccount>
<consumerinfo>
<merchantRefNum>REF - 1234</merchantRefNum>
<firstName>Jane</firstName>
<lastName>Jones</lastName>
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<title>MS</title>
</consumerinfo>
<billingAddress>
<street>123 Main Street</street>
<city>LA</city>
<state>CA</state>
<country>US</country>
<zip>90210</zip>
</billingAddress>
<contactMethods>
<contactMethod>
<type>PHN_HOME</type>
<value>(111)111 - 111i</value>
</contactMethod>
<contactMethod>
<type>EMAIL</type>
<value>janejones@emailserver .com</value>
</contactMethod>
<contactMethod>
<type>PHN_CELL</type>
<value>(123)123 - 1234</value>
</contactMethod>
</contactMethods>
<paymentMethod>
<merchantRefNum>6212</merchantRef Num>
<ccHolderName>Jane Jones</ccHolderName>
<card>
<cardNum>1111111111111111</cardNum>
<cardExpiry>
<month>11</month>
<year>201l</year>
</cardExpiry>
<cardType>VI</cardType>
<cvdIndicator>1</cvdIndicator>
<cvd>111</cvd>
</card>
</ paymentMethod>
<billingSchedule>
<merchantRefNum>6211</merchantRefNum>
<intervalCode>WEEKLY</intervalCode>
<startDate>2008 - 05- Ol</startDate>
<endDate>2008 - 10- 28</endDate>
<serviceName>BELL</serviceName>
<amount>14.99</amount>
<lastDayOfTheMonth>N</lastDayO fTheMonth>
</billingSchedule>
</paymentinstruction>
</UploadRequestV1>

ConsumerProfileRequestV1

The XML file you create to download recurring billing consumer profiles must con@GonsumerProfil
eRequestViequest. For complete details on the elements and data required foo@sumerProfileReq
uestV1recurringbillingrequest,seethe RecurringBillingAPIGuidedocument.
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Recurring Billing XML ConsumerProfileRequestVl  file example

The followings anexample ofa properlyformatted ConsumerProfileRequestXMLrequestto down-
loadfour consumerprofiles:

<ConsumerProfileRequestV1l
xmlns ="http://www.optimalpayments.com/billing/xmlschema/v1">
<merchantRefNum>us3199</merchantRefNum>
<merchantAccount>
<accountNum>12345678</accountNum>
<storelD>myStorelD</storelD>
<storePwd>myStorePwd</storePwd>
</merchantAccount>
<consumerld>864</consumerld>
<consumerld>863</consumerld>
<consumerld>863</ consumerld>
<consumerld>99999</consumerld>
</ConsumerProfileRequestV1>

Uploading your transaction file

Onceyou havecreatedyour transactionfiles, you canuploadthem in the Paysafenerchantback
office.

To upload atransaction file:

1. Clickthe BatchUploadtab in the merchantbackoffice. The BatchUploadtool opens.

| Messages (0) | Account Statement | Virtual Terminal I_I Reports |

View In Progress [v]  File Type | &l v Generate Upload

T

File Size (in bytes

2. Clickthe Uploadbutton. TheUploada Filewindow opens.

Upload B
- - ~
File Type * Credit Card >l
—
Select a File #* S
~— W
Browse... ===
Upload Cancel

3. Makeaselectionfrom the FileTypedrop-down list:

w Direct Debitc to uploadafile containingDirectDebittransactions (se®irectDebit files
on page3-3)
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© CreditCardc to uploadafile containingcredit cardtransactiong(seeCreditcardfileson

page3-7)

© RecurringBilling¢ to uploada file containingRecurringBillingrequests(seeRecurring

billingfileson page3-14)

If youare uploadingan XMLfile, youcannotcombinerequesttypes.It mustcontaineitheran
UploadRequestVar a ConsumerProfileRequest\dt a ccAuthRequestViar a ddCheckRequestV1

4. Browse tothe file you wantto upload.

5.

Clickthe Uploadbutton.

Viewing batch upload results

Onceyou haveuploadeda file, Paysafenormally beginsprocessinghe recordswithin five minutes.
Oncethe file iscomplete,you canrun areportto viewthe results.

v

Thelengthof time it takesto process file dependsonthe sizeof that file. If youcannotseesome
recordsfrom yourfile whenyourun a report,thoserecordsare probablystill beingprocessed.

Youcan selecbne the followingbatch filestatuses for youreport:

0

V

In Progresg Thebatchfile is currentlybeingprocessedA batchfile isin this statusfor a very brief
time only.

In Error¢ Thebatchfile couldnot be processedat all. If you havefileswith this status,contactTech
nicalSupport.

Completedg Thebatch filewas processed successfullihisdoesnot mean,however, that all

records in the file wersuccessful, as errors in individual records can occur (e.g., a record is missing
amandatoryvalue).Theresultingreport showsthe numberand percentageof recordsthat were
processeduccessfully.

Manual Interventiong The batch file could not berocessed fully. Corrections or adjustments must
be done manually by Technical Support. A batch file is typically in this status for less than twenty
four hours.

If youruna reportonbatchfilesyouhaveuploadedandno resultsare returnedusingany of the possi
ble statusesaninternalerror occurred ContactTechnicaBupportto determinethe cause.
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To view batch upload results:
1. Clickthe BatchUploadtab in the merchantbackoffice.

Viewing batch upload results

| Messages (0) | Account Statement | Virtual Terminal | EEIGURIIGEGE | Rep

View In Prograss v | File Type All v Genera Upload

2. Selectastatusfrom the Viewdrop-down list.
A In Progress
A In Error
A Completed
A

Manual Intervention

| Messages (0) | Account Statement | Virtual Terminal I-

In Progress
In Error

Wiews W File Type All “ || Start Date |2016-05-16

Manual Intervention h

3. Makeaselectionfrom the FileTypedrop-down list.
® CreditCard
® DirectDebit

® Recurringilling

| Messages (0) | Account Statement | Virtual Terminal I-

All

View Completed | File Type Start Date [2016-05-16 | H

Direct Debit
Recurring Billing

File Type

Paysafe Back Office Us e rGuide
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4. Use thecalendariconsto selecta date range.

| Messages (0) | Account Statement | Virtual Terminal I_I Reports

View  Completed | File Type Credit Card “ | Start Date |201.6—Db—1.E * | End Date |20 16-06-15]

May Y

1 2 3 4 5 & 7

8 9| 10| 11| 12| 13| 14
15| 16( 17| 18| 19| 20|| 21
22 24| 25| 26 27| 28
29| 30| 31

5. Clickthe Generatebutton. TheBatchUploadtool displaysall the files thatmatchyour searchcrite-
ria.

| Messages (0) Account Statement Virtual Terminal _ Reports Customer Profiles | Accounts Settings |

View Completed V! Fila Type Credit Card V| StartDate|2015-01-01 |End Date |2015-01-08 Generate Upload
cCBal 21.csv CLOSED Credit Card 600 2015-01-08 09:52:40 3 of 3 precessed succes 0%

CLOSED Credit Card €20 2015-01-08 09128135 3 of 3 processed succes 00.00%)

CLOSED Credit Card €00 2015-01-08 09:26:40 0 of 2 process

CLOSED Credit Card 600 2015-01-05 16:18:52 3

cLoseD Cradit Card §00

Thefollowing information is displayed:

Table3-9: BatchUploadResults

Field Description

FileName Thisis the nameof the file you uploaded.

Status Thisis the statusof the file you uploaded.Possiblevaluesare:
New¢ Thefile hasnot beenreadby Paysafget.

® Openg Thefile hasbeen readby Paysafeébut not processed.
o Closed; Thefile hasbeenprocessed.
()
()

e

Error¢ Thefile couldnot be processed.
MI ¢ Thefile hasbeen readandrequiresmanualintervention byPaysafe.

FileType Thisis the type of file you uploaded(e.g.,RecurringBillingor DirectDebit).

FileSize Thisisthe size(in bytes)of the file youuploaded.E.g. afile sizeof 2000meansthe file wasapprox
imately2Kin size.

SubmittedDate Thisis the date you uploadedthe file.

Details Thisfield indicateshow manyof the recordsin yourfile were processedandthe successate (as
apercentage).
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Viewing transaction details

Viewing transaction

details

Onceyou havesuccessfullyiploadeda file containingcredit card or DirectDebittransactionsyou can
also runan activity reportto viewthe resultsof the transactions iryour file. SeeGeneratingactivity

reportson page4-9 for moreinformation.

Downloading files

Onceyour file hasbeenprocessedy Paysafeyou candownloadthree typesof file viathe Batch

Uploadtool:
® Theoriginalfile you uploaded

® Adetailedacknowledgement fildrom PaysafeSeeAcknowledgementfile contentson page3-26

for details.

® A detailed response file from Paysafe. There is one response file available for each file you
uploaded successfully (i.e., withe status of Completed). S&esponse file contents page 27

for details.

Q Filedownloadis enabledonlyfor thosebatchfileswith the statusof Completedor In Errot

To download afile:

1. Run a report to view the results of a file batch upload with the status of Completed/{saéng

batchuploadresultson page3-22).

2. Onthe resultspage,clickon alink in the FileNamecolumn.

| Messages (0) | Account Statement | Virtual Terminal I_I Reports |

View | Completed ﬂ File T Credit Card ﬂ StartDatE|20].5—01—01 |EndDabe|20].5-01-Da

CCBatch 21.csv CLOSED Credit Card
CCBatch [z.csv CLOSED Credit Card
CCBatch 19.csv CLOSED Credit Card
CCBatch 18.csv CLOSED Credit Card
Credit Card

CCBatch 17.csv CLOSED

File Size (in bytes

3. Inthe Downloadpop-up, selectthe radio button for the type of file youwant to download:
W Sourceg to downloadthe originalfile you uploaded

© Acknowledge; to downloadan file acknowledginghe receiptof your batchfile

©w Response to downloadaresponsefile detailingyour uploadresults

Paysafe Back Office Us e rGuide
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() Source

Acknowledge
®) Response

Select the corresponding file type to download. /

Download{b Cancel

4. Clickthe Downloadbutton andbrowseto your preferredlocationto savethe file.

Acknowledgement

file contents

The nameof the acknowledgement filés the sameas thefile youuploaded,except withthe prefix
Gt Oy 2 gddde®Eb&gample,if you uploadeda file namedCCBatch_29.csthe acknowledge
ment file would be namedacknowledge.CCBatch_29.csv

Themaximumfile namelength for the acknowledgementfile is 150 characters plus extension.

The acknowledgement file contains information on the status of the file you uploaded, including a deci
sionparameterthat informsyouwhetheror not the file wasprocessed.

Thefollowingis an exampleof an acknowledgemenfile for an XMLfile of credit cardtransactions,
whichwasprocesseduccessfully.

<?xml version="1.0"

encoding="UTF -8" ?>

<AckResponseV1l xmin s="http://www.optimalpayments.com/billing/xmlschema/v1">
<merchantRefNum>gaRBUpd_01.xml</merchantRefNum>
<decision>ACCEPTED</decision>
<code>0</code>
<description>No Error</description>

</AckResponseV1>

Thefollowing is an exampleof a responsefile for an CS\ile of credit cardtransactionswhichwaspro-
cessedsuccessfully.

gaRB.csv,ACCEPTED,O,No Error
Eachentry containsthe following elements:

Table3-10: BatchUpload Acknowledgementile Elements

Element Description

merchantRefNum

w Forrecurringbilling XMLfiles, this isthe nameof the file uploaded.

w For Direct Debit and credit card XML files, this isnteechantRefNunyou
definedto identify the batchfile.

w For CS¥iles,thisisthe nameof the file uploaded.

decision

Thisis the statusof the transaction.
w Accepted
w Error

code

This isa numericcodethat categorizes theesponse SeeAppendixB: WebSer
vicesRespons€odedor moreinformation.

description

Thisis a humanreadabledescriptionof the codeelement.

3-26

Paysafe:


http://www.optimalpayments.com/billing/xmlschema/v1

June 2022 Response file contents

Response file contents
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added. For example, if you uploaded a file nan@€Batch_29.csthe response file would be named
response.CCBatch_29.csv
Themaximumfile namelengthfor the responsefile is 150 characters plusextension.

The response file contains detail@dformation on each record contained in the original batch file you
uploaded.If your batch filecontained 50 recordghere wouldbe 50 responses ithe response file.

Sample credit card XML response

The following is an example of a response file foXdL credit card file that contained a purchase and
anauthorizationthat were processeduccessfully.

<ccBatchResponseV1l  xmins:xs=" http://www.w3.0rg/2001/XMLSchema"

xmins ="http://www.optimalpayments.com/creditcard/xmlschema/v1" >
<merchantRefNum>3452</merchantRefNum>

<purchases acceptedCount="1" acceptedTotal="5.95" declinedCount="0"
declinedTotal="0. 0" errorCount="0" errorTotal="0.0">
<ccTxnResponseV1>

<requestld>310579</requestld>
<confirmationNumber>115138221</confirmationNumber>
<decision>ACCEPTED</decision>
<code>0</code>
<description>No Error</description>
<authCode>102548</authCode>
<avsResponse>Y</avsResponse>
<detail>
<tag>InternalResponseCode</tag>
<value>0</value>
</detail>
<txnTime>2009 - 06-03T11:00:27.000 - 00:00</txnTime>
<duplicateFound>false</duplicateFound>

</ccTxnResponseV1>

</purchases>

<authorizations acceptedCount="1" acceptedTotal="9.95" declinedCount="0"
declinedTotal="0.0" errorCount="0" errorTotal="0.0">

<ccTxnResponseV1>

<requestld>310578</requestid>
<confirmationNumber>115138220</confirmationNumber>
<decision>ACCEPTED</decision>
<code>0</code>
<description>No Error</description>
<authCode>102547</authCode>
<avsResponse>Y</avsResponse>
<cvdResponse>M</cvdResponse>
<detail>
<tag>InternalResponseCode</tag>
<value>0</value>
</detail>
<txnTime >2009-06- 03T10:59:41.072 - 04:00</txnTime>
<duplicateFound>false</duplicateFound>
</ccTxnResponseV1>
</authorizations>
</ccBatchResponseV1>

Eachentry cancontainthe following elements:
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Table3-11: BatchUploadCreditCardXMLResponsé-ile Elements

merchantRefNum

Description

This ighe merchantRefNunyou definedto identify the batch file.

acceptedCountacceptedTotal

Thisis the numberand currencyvalueof the transactionsn the batchfile that were
processedsuccessfully.

declinedCountdeclinedTotal

Thisis the numberand currencyvalueof the transactionsn the batchfile that were
declined.

errorCount.errorTotal Thisisthe numberandcurrencyvalueof the transactionsn the batchfile that returned
anerror.
requestld This is a uniquéD for this record storedin the Paysafalata base.

confirmationNumber

Thisis the confirmationnumber Paysafeassignedo this record.

decision Thisis the statusof the transaction.
w Accepted
w Error
code Thisis a numericcodethat categorizeghe response SeeAppendixB: Web Services
Respons€odedor moreinformation.
actionCode Thisis the actioncode,whichdefinesthe actionto takein caseof atransactionerror.
SeeReturncodeson pageB-21 for moreinformation.
description Thisis a humanreadabledescriptionof the codeelement.
authCode Thisisthe Authorizationcodeassignedy the issuingbankandreturned by Paysafe.
avsResponse Thisis the AVSresponsefrom the cardissuer.
detail
tag Thisis the classificatiorof the detail element.
value Thisis the descriptionof the detail element.
txnTime Thisis the date andtime the recordwasprocessed.

duplicateFound

Thisindicatesif thistransactionisa duplicatetransaction.

Sample credit card CSV response

Thefollowingis an exampleof a responsefile for a CS\tredit cardfile that containedtwo purchases
that were processeduccessfully.

CCBatch_8.csv,0,0.0,0,0.0,0,0.0,0,0.0,0,0.0,0,0.0,2,36.7,0,0.0,0,0.0,0,0.0,0,0.0,

0,0.0

24,310589,115140168,ACCEPTED,0,No

04:00

25,310590,115140169,ACCEPTED,0,No

04:00

Error,102783,false,2009 -06-08T11:22:06.344 -

Error,102784 false,2009 -06-08T11:22: 07.926 -

Eachrecordin the file cancontainthe following fields:

Table3-12: BatchUploadCreditCardCS\Responsd-ile Elements

Element

Description

FirstRow
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Table3-12: BatchUploadCredit CardCS\WResponséd-ile Elements(Continued)

Element

Nameof FileUploaded

‘ Description

Thisis the nameof the CSVile you uploaded.

Authorizations

This ighe Accepted count/totalDeclinedcount/total; and Errorcount/total for Authorizations.

Settlements

This ighe Accepted count/totalDeclinedcount/total; and Errorcount/total for Settlements.

Purchases Thisis the Acceptedcount/total; Declinedcount/total; and Errorcount/total for Purchases.
Credits This ighe Acceptectount/total; Declinedcount/total; and Error count/totalfor Credits.
AuthorizationReversal Thisis the Acceptedcount/total; Declined count/total; andError count/totalfor Authorization

Reversals.

Stored DataAuthorization

This is the Accepted count/total; Declinedunt/total; and Error count/total for Stored Data
Authorizations.

StoredDataPurchase This is the Accepted count/total; Declined count/total; and Error count/total for Stored Data
chases.

SubsequenRows

MerchantTransactioriD Thisis the merchanttransactionlD providedin the CS\Mile uploaded.

RequesiD This is a unique Ifr this record, stored in the Paysafe data base.

ConfirmationNumber

Thisis the transactionID or confirmationnumber Paysafeassignedo this record.

Decision Thisis the statusof the transaction.Possiblevaluesare:
w ACCEPTED
» ERROR

Code Thisis a numericcodethat categorizes theesponse SeeAppendixB: Web ServicefRResponse
Codedor moreinformation.

Description Thisis a humanreadabledescriptionof the codeelement.

Auth Code Thisis the Authorizationcodeassignedy the issuingbankandreturned by Paysafe.

NOTEThisvaluewill be blankif the responsefor this recordis an error, sinceno authorization
codewill bereturned.

DuplicateFound

Thisindicatesf thistransactionisa duplicatetransaction.

Transactiornmime

Thisisthe date andtime the recordwasprocessed.

ActionCode

In the case of &ransactionerror, any errordetails areappendedto the endof the record. See
Returncodeson pageB-21 for moreinformation.

NOTEThenumberof Action Codecolumnsdependson how manyand what type of errors, if
any,arereturnedin the response.

Sample Direct Debit XML response

Thefollowingis anexampleof aresponsefile for an XMLDirectDebitfile that containeda chargeanda
creditthat were processeduccessfully.

<ddBatchResponseV2 xmIns:xs="

http://www.w3.0rg/2001/XMLSchema"

xmlns ="http://www.optimalpayments.com/directdebit/xmlschema/vl ">
<merchantRefNum>DD123</merchantRefNum>

<charges

acceptedCount="1"
declinedTotal="0.0"

acceptedTotal="3.75" declinedCount="0"

errorCount="0" errorTotal="0.0">

<ddCheckResponseV1>
<requestld>310586</requestld>
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<confirmationNumber>1200966</confirmationNumber>
<decision>ACCEPTED</decision>
<code>0</code>
<description>Approved</description>
<detail>
<tag>InternalResponseCode</tag>
<value>0</value>
</detail>
<txnTime>2009 -06- 05T15:08:05.068 - 04:00</txnTime>

</ddCheckResponseV1>

</charges>

<credits  acceptedCount="1" acceptedTotal="3.45" declinedCount="0"
declinedTotal="0.0" errorCount="0" errorTotal="0.0">
<ddCheckResponseV1>

<requestld>310587</requestid>
<confirmationNumber>1200965</confirmationNumber>
<decision>ACCEPTED</decision>
<code>0</code>
<description>Approved</description>
<detail>
<tag>InternalR  esponseCode</tag>
<value>0</value>
</detail>
<txnTime>2009 -06- 05T15:08:04.878 - 04:00</txnTime>

</ddCheckResponseV1>
</credits>
</ddBatchResponseV2>

merchantRefNum

Eachentry cancontainthe following elements:

Table3-13: BatchUploadDirectDebit XMLResponséd-ile Elements

Element ‘ Description

This ighe merchantRefNunyou definedto identify the batch file.

June 2022

acceptedCountacceptedTotal

processedsuccessfully.

Thisis the numberand currencyvalueof the transactionsn the batchfile that were

declinedCountdeclinedTotal

Thisisthe numberand currencyvalueof the transactionsn the batchfile that were

declined.

errorCount,errorTotal Thisisthe numberandcurrencyvalueof the transactionsn the batchfile that returned
anerror.

requestld This is a uniquéD for this record storedin the Paysafalata base.

confirmationNumber

Thisis the confirmationnumber Paysafeassignedo this record.

decision Thisis the statusof the transaction.
w Accepted
w Error

code Thisis a numericcodethat categorizeghe response SeeAppendixB: Web Services
Respons€odedgor moreinformation.

actionCode Thisis the actioncode,whichdefinesthe actionto take in caseof atransactionerror.
SeeReturncodeson pageB-21 for moreinformation.

description Thisis a humanreadabledescriptionof the codeelement.
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Table3-13: BatchUploadDirect Debit XMLResponséd-ile Elements(Continued)

Element ‘ Description ‘
detail
tag Thisisthe classificatiorof the detail element.
value Thisis the descriptionof the detail element.
txnTime Thisis the date andtime the recordwasprocessed.

Sample Direct Debit CSV response

Thefollowing is an exampleof aresponsefile for a CS\DirectDebitfile that containedthree charges
that were processedsuccessfully.

merchantTxnFile_17.csv,3,56.4,0,0.0,0,0.0,0,0.0,0,0.0,0,0.0,0,0.0,0,0.0,0,0.0

ID 22,310591,1200968,ACCEPTED,0,Approved,2009 -06-08T11:52:05.770 - 04:00
ID 23,310592,1200967,ACCEPTED,0,Approved,2009 -06-08T11:52:05.813 - 04:00
ID 24,310593,1200969,ACCEPTED,0,Appr oved,2009 - 06- 08T11:52:05.849 - 04:00

Eachrecordin the file cancontainthe followingfields:

Table3-14: BatchUploadDirect Debit CS\Responséd-ile Elements

Element Description

FirstRow

Nameof FileUploaded Thisis the nameof the CS\ile you uploaded.

Charge Thisis the Acceptedcount/total; Declinedcount/total; andErrorcount/total for Charges.

Credit This ighe Acceptedcount/total; Declinedcount/total; and Error count/totalfor Credits.

Verify Thisisthe Acceptedcount/total; Declined count/totalandErrorcount/total for Verify.
NOTETheverifyrequestis no longersupportedfor DirectDebit.

SubsequenRows

Merchant Transaction ID Thisis the merchanttransactionlD providedin the CS\ile uploaded.

RequesiD This is a uniqu# for this record, stored ithe Paysafe data base.

ConfirmationNumber Thisis the confirmationnumber Paysafeassignedo this record.

Decision Thisis the statusof the transaction.Possiblevaluesare:
® ACCEPTED
® ERROR

Code Thisis a numericcodethat categorizeghe response SeeAppendix BWebServicefkesponse
Codedor moreinformation.

Description Thisis a humanreadabledescriptionof the codeelement.

Transactiormime Thisis the date andtime the recordwasprocessed.

Action Code Inthe case of a transaction erraanyerror details are appended tihe end ofthe record.See

Returncodeson pageB-21 for more information.
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Sample Recurring Billing XML response

Thefollowingis an example ofaresponsefile for an XMLrecurringbilling filethat containedtwo billing
records both of whichwere createdsuccessfully.

<UploadResponseV1 acceptedCount="2" acceptedTotal="67.98" errorCount="0"
errorTotal="0.0" xmins="http://www.optimalpayments.com/billing/xmlschema/v1">
<merchantRefNum>rb_batch_upload_4. xml</merchantRefNum>
<responseltem>
<requestld>5799</requestld>
<confirmationNumber>14946</confirmationNumber>
<decision>ACCEPTED</decision>
<code>0</code>
<description>No Error</description>
<generatedlds>
<consumerld>14946</consumerld>
<billingAddressld>19127</billingAddressld>
<contactMethodlds>
<contactMethodld>
<type>PHN_HOME</type>
<id>43422</id>
</contactMethodld>
<contactMethodld>
<type>EMAIL</type>
<id>43423</id>
</contactMethodld>
<contactMethodld>
<type>PHN_CELL</type>
<id>43424</id>
</contactMethodld>
</contactMethodlds>
<paymentMethodld>14969</paymentMethodId>
<billingScheduleld>14943</billingScheduleld>
</generatedlds>
<detail>
<tag>InternalResponseCode</tag>
<value>0</value>
</detail>
<detail>
<tag>InternalResponseDescription</tag>
<value>No Error</value>
</detail>
<txnTime>2008 -02-12T10:10:19.887 - 05:00</txnTime>
</responseltem>
<responseltem>
<requestld>5800</requestld>
<confirmationNumber>14947</confirmationNumber>
<decision>ACCEPTED</decision>
<code>0</code>
<description>No Error</description>
<generatedlds>
<consumerld>14947</consumerld>
<billingAddressld>19128</billingAddressid>
<shippingAddressld>19129</shippingAddressid>
<contactMethodlds>
<contactMethodld>
<typ e>PHN_HOME</type>
<id>43425</id>
</contactMethodld>
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<contactMethodld>
<type>EMAIL</type>
<id>43426</id>
</contactMethodld>
<contactMethodld>
<type>PHN_CELL</type>
<id>43427</id>
</contactMethodld>
</contactMethodlds>
<paymentMethodld>14970</paymentMethodId>
<hillingScheduleld>14944</billingScheduleld>
</generatedlds>
<detail>
<tag>InternalResponseCode</tag>
<value>0</value>
</detail>
<detail>
<tag>InternalResponseDescription</tag>
<value>No Error</value>
</detail>
<txnTime>2008 -02-12T10:10:20.907 - 05:00</txnTime>
</responseltem>
</UploadResponseV1>

Eachentry cancontainthe following elements:

Table3-15: BatchUploadRecurringBilling XMLResponsd-ile Elements

Element ‘ Description
acceptedCountacceptedTotal Thisis the numberand currencyvalueof the transactionsn the batchfile that were
processeduccessfully.
errorCount,errorTotal Thisisthe numberandcurrencyvalueof the transactiondn the batchfile that returned
anerror.
merchantRefNum ® For recurringilling XML files, this ithe nameof the file uploaded.

w ForDirectDebitandcreditcardXMLfiles,thisisthe merchantRefNumgoudefinedto
identify the batchfile.
w For CS¥iles,thisisthe nameof the file uploaded.

requestld This isa uniquelD forthis record,stored inthe Paysafelatabase.
confirmationNumber Thisis the confirmationnumber Paysafeassignedo this record.
decision Thisis the statusof the transaction.
w ACCEPTED
» ERROR
code Thisis anumericcodethat categorizeghe response SeeAppendixB: Web Services

Respons€odedor moreinformation.

actionCode Thisis the actioncode,which defines theactionto takein caseof atransactionerror.
SeeReturncodeson pageB-21 for moreinformation.

NOTEThisfield isnot returnedfor RecurringBillinguploads.

description Thisis a humanreadabledescriptionof the codeelement.
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generatelds This is a list of unique IDs returned for each of the following recurring billing eleme

Table3-15: BatchUploadRecurringBilling XMLResponsé-ile Elements(Continued)

Element ‘ Description

whereapplicable:

® consumerld
billingAddressid
shippingAddressld
contactMethodld
paymentMethodld
® billingScheduleld

You can use these IDs to update any of these elements later on with an UPDATE

e € € €

request.
detail
tag Thisis the classificatiorof the detail element.
value Thisis the descriptionof the detail element.
txnTime Thisis the date andtime the recordwasprocessed.

Sample Recurring Billing CSVresponse

Thefollowingis an exampleof a responsefile for a CS\fecurringbilling file that containedone billing
recordthat wasprocesseduccessfullandonebillingrecordthat failed.

gaRB.csv,1,33.96,1,16.98
5786,14939,ACCEPTED,14939,19116,19117,43402,43403,43404,14964,14938,0,No
Error,2008.02.11 - 14:15:47PM

5788, - 1,ERROR,,,,,,,,,8001,You have submitted an invalid request. Please verify
your parameters and retry.,2008.02.11 - 14:15:48PM,8096,You have submitted an
invalid transactionMode element. Please verify this parameter and retry the

transaction.

Y%

TheCSVesponsdile doesnot containthe detailtag, whichcontainsthe errornumberanddescription,
whenthe recordwasprocesseduccessfully.

Eachrecordin the file cancontainthe following fields:

Table3-16: BatchUploadRecurringBilling CSVResponsd-ile Elements

Element ‘ Description
FirstRow
Nameof FileUploaded This ighe nameof the CS\Mile youuploaded.
Accepted Thisisthe Accepted count/total.
Error This is theError count/total.
SubsequenRows
RequesiD This is ainiquelD for thisrecord, stored irthe Paysafelata base.
ConsumetD Thisis the consumenD Paysafeassignedo this record.
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Using SFTPto upload batch files

Table3-16: BatchUploadRecurringBilling CS\Responséd-ile Elements(Continued)

Element Description

Decision

Thisis the statusof the transaction.Possiblevaluesare:
» ACCEPTED
» ERROR

GeneratedDs Thisis alist of uniquelDsreturned for eachof the following recurringbilling elements,where

applicable:

® ConsumeiD
BillingAddresdD
ShippingAddresdD
ContactMethod ID¢ phone
ContactMethod ID¢ email
ContactMethod ID¢ cell
PaymentMethod ID
BillingScheduldD

YoucanusetheselDsto updateanyof theseelements lateron with an UPDATEequest.

e € € € € € €

Code

Thisis a numericcodethat categorizeghe response SeeAppendixB: WebServices Response
Codedor moreinformation.

Description

Thisis a humanreadabledescriptionof the codeelement.

Transactiormime Thisisthe date andtime the recordwasprocessed.

Action Code Inthe case of transaction errorany errordetails are appendetb the end ofthe record.See

Returncodeson page B21 for more information.

Using SF

TP to upload batch files

Youcanuse SFTRo uploadbatchfiles containingDirect Debit and credit cardtransactionsand recur

ring billing records to Paysafe, as well as to download results files from Paysafe. To do so, Paysafe must
enableyour merchan accountfor SFTPContactyour accountmanagerfor more information. When

you are set up for SFTP, Paysafe provides you two progpantggen.exe used to generate your secu

rity key,andWinSCP.ex@sedto uploadfilesto anddownloadfilesfrom Paysafe.

In order to use SFTRo uploadbatchfiles:

W ,2dz Ydzaldi ONBFGS I aSOdnNRGe (1Se 6aS8SS G(GKBsingSOGA
WinSCR
© Youmustuploadthe securitykeyto PaysafdseeUploading youSFTP publiceyon page3-36).

® YoumustconfigureWinSCRo communicatewith Paysafgseethe sectiond / 2 Y T R RdfNW f =
in the documentUsingWinSC[

When you SFTP to Paysafe, you will see a folder lakisttedning Theincomingfolder had three sub
folders:RB CC andDD Dra your files in the appropriate folder, depending on the type of file you are
uploading.SeeCreating your transaction files page 31 for detailson the contentsof the batchfiles.

Paysafe polls the folders every five minutes, and begins processing the records as soon as it detects a
newfile in oneof thesefolders.

You will also see a folder labelledtgoingwhen you SFTP to Paysafe. Blggoingfolder contains the
results filesgenerated in response to the batch files you uploaded. The results files have the following
namingconventionto allowyouto easilyidentify them:

YourOriginalFileName.response.xral YourOriginalFileName.response.csv
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SeeTable3-16: Batch Upload Recurring Billing 0%asponsé&ile Elementen page3-34 for detailson
the contentsof the responsefiles.

office (seeDownloading file®n page 325).However, if you upload batch files via the merchant back

Q If you upload batch files via SFTP, you can download results files via either SFTP or the merchant back
office (seeUploading youtransaction fileon page3-21),youcannotdownloadresultsfilesvia SFTP.

Uploading your SFTP public key

posesfbatchfile upload,sendthe publickeyto Paysaferiathe CustomeSupportab in the merchant

Q TheUsing WinSC&ocument instructs you to email your public key to Paysafe. However, for the pur
backoffice.

To upload your SFTPpublic key:
1. Generateyour securitykeyandcopyit to your clipboard.
2. Clickthe Settingstab in the merchantbackoffice.

3. Clickthe ManageKeyssubmenu.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload |

Emails Email

Change Password Security Manage Keys

A
k)

English ﬂ /
Reports ﬂ /

MM-DD-¥yyy [ v |

Receipts

4. Pasteyour securitykey intothe datafield.

Before you can upload batch files via SFTP, you must configure WinSCP. Use the following valuefor the User

Name field:

ustepheng

5. Clickthe Savebutton.

It takes24 hoursfor Paysafdo process/ournewlyuploadedsecuritykey.Youwill haveaccesgo your
/' foldersat Paysafewithin 24 hours.
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CHAPTER 4

Reporting Tools

Overview

You can use the versatile back office to generate reports based on speenaltations of data. For
example, you mightvant to determine how manyransactionswvere processed durin@ specifiedtime
periodfor aparticularaccount.SeeTabled-1: ReportingTaskson page4-1 for examplef whatyoucan
dowith thistool.

Click the Reporttab atthe top of the Paysafe backffice to reachthe reportyouneed.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload ||

Batch Report Chargeback History Scheduled Reports f

Credit Card ﬂ
Summary Lookup

Date Range 2016-06-16  00[%] hr 00[%] min Tocay | Yesterd;
2016-06-16 | 23[%| hr 53[%] min

TheReportstab containsthe following reports:

© ActivityReportg seeActivityreportson page4-9

®w Transaction Lookup seeUsingthe Lookupoption inthe activity reporton page4-27
w BatchReportc seeBatchreportson page4-29

w Chargebackistoryc seeRunning aChargebacldistory reporion pages-1

W ScheduledReportc seeScheduledeportson page4-32

Thischaptermaydocumentsomefeaturesto whichyoudo not haveaccessAccesso suchfunctionat
ity isallotted ona merchantby-merchantbasis.If youhaveany questionscontactyouraccountmarn
ager.

Reporting tasks

The following table lists some of the tasks that you can do with the reporting tools, with a shortcut to
instructionsonhowto dothem.

Table4-1: ReportingTasks

If YouWant ToX ‘ ThenX ‘
SearcHor asummaryof SeeGeneratingactivity reportson page4-9, andspecifythe criteriayouwant to includein
transactions yourtransactionsearch.

Findaspecifictransaction SeeUsingthe Lookupoptionin the activity reporton page4-27.

Viewdetailsof aspecific SeeViewingindividualtransactiondetailson page4-13.
transaction

Paysafe Back Office Us e rGuide 4-1



Reporting  Tools June 2022

Table4-1: ReportingTaskgContinued)

If YouWant ToX ThenX

Generatea batchreport SeeBatchreportson page 429.
Creditasettledamount SeeCreditingsettledtransactionson page4-23.
Canceh Credit SeeCancellingCredittransactionson page4-25.
Settlean authorized SeeSettlingauthorizedtransactionson page4-19.
amount

Reversean Authorization SeeReversing\uthorizationtransactionson page4-22.
Canceh Settlement SeeCancelling Settlementansactionson page4-21.
Downloadareport SeeDownloadingreportson page4-8.

Schedulea presetreport SeeScheduledeportson page 432.

Before you generate reports

Thissectiondescribescommonproceduresand featuresthat will help you generatereports.

Saving activity report search criteria

TheActivity Reportautomaticallysavesyour searchcriteriawhenyourun reportssoyoudo not haveto
re-enter the same frequently used parameters repeatedly. No matter where you navigate in the back
office (e.g.to use the VirtualTerminal) your searchcriteria areautomatically set when you return to

the ActivityReport.
If youwant to modify the information savedin your report,clickthe Resetbutton at the bottom left of
the ActivityReportwindow.

User name All ﬂ

[[] include 3D Secure Transaction Results

Merchant Trans. ID
Name For best results,
Email address
Amount

Auth Code
ARN

Keyword

Card Ending
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Reporting tools features
Table4-2: ReportingToolsFeatures

Feature ‘ Name ‘ Description
Download Thisopensthe DownloadCSWilewindow andthen the FileDownloaddia-
log box. You can open the file from its current location or save the file on
your disk.SeeDownloadingeportson page4-8 for details.

Display Many reportshavea displaydrop-down that allowsyou to sethow many
records willbe displayedon eachpage.For example, with the Activity
Reportyoucandisplay10,20,50,or 100records.

Rows per page

Date Range Insteadof usingthe DateRangedrop-down calendargo setthe rangefor
Presets your activity report, you canuseone of severalpresetdateranges.

Address verification  system codes

ThePaysafdransactionprocessorsupportsaddressverificationchecks(AVSwhereverthe issuing
banksupportsthis feature. Eachpaymentmethodis configuredwith the acceptableset of AVSeturn
codes.If the bankreturns a codehat is notacceptableor the paymentmethod, then therequestis
rejected with anAuthorization Failed error. If you get an Authorization Failed error in response to a
transactionrequest,and an Authorizationnumberis returnedin the responsethen the failure was
caused by the AVS check. You can look at the AVS code returned tmidetexactly why the AVS
checkfailed. Thetransactionprocessotreturnsthe following codesto the merchantapplicationin
responseo atransactionrequest,with A,N,andEindicatingAVailure.

Table4-3: AVSCodes

Codeletter Explanation

A Addresamatches but zip codedoesnot.

B AVShot performedfor internationaltransaction.Eitherthe postalcodehasinvalidformat or address
informationnot provided.

Forinternationaltransaction,either the addressor the postalcodenot verified due to invalidformat.

Forinternationaltransaction,addressandpostalcodematch.

AVShot supportedfor thisindustry.

O|m|ol0

Forinternational credit card,addressinformation not available.

Forinternationaltransaction,addressnformation not verified.

Forinternationaltransaction,addressandpostalcodematch.

No part of the addresamatches.

T 2| Z

AVSnhot applicablefor internationaltransaction.Postalcodematchesbut addressot verified due to
incompatibleformat.

Unknownresponsefrom issuer/banknetswitch.

Retry.Systenmunableto process.

AVSot supported.

c|lwmw| ™| O

Addressnformationis unavailable.
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Table4-3: AVSCodeqContinued)

W Nine-digit zip code matches but addressdoesnot.
X ExactNine-digit zipcodeandaddresanatch.

Y Fivedigitzipcodeandaddresamatch.

Z Fivedigit zip codematches but addressdoesnot.

CVD codes

ThePaysafdransactionprocessorsupportsCVDwhereverthe issuingbankssupportthis feature. The
CVDvalueis a 3- or 4-digit number printed on the cardin additionto the cardnumberitself, but which
is not present on the magnetic strip. Therefore, this value is not printed on receigtatements,
reducingthe probability of fraud from imprint information. TheCVDfeature, intendedfor transactions
whereacardisnot present,isarequirementfor Paysafe.

When customergnter theircardand cardholderinformation, theCVDvalue isrequestedat the same
time. Basedon the O dz& (i 2 iNp8tNafe®f the following codesis displayedin the CVDCodecolumn.

Table4-4: CVD Codes

M (Match) TheCVDvalueprovidedmatchesthe CVDvalueassociatedvith the card.
N (NoMatch) TheCVDvalueprovideddoesnot matchthe CVDvalueassociatedvith the card.
P (NotProcessed) The CVDvalue wasot processed.

Q (UnknownResponse) | Noresultswerereceivedconcerninghe CVDvalue.

S(Not Present) CVDshouldbe on the card. However, theardholderindicatedit wasnot present.

U Issueris not certified.

Transaction types

Direct Debit  transaction types

Theactivity report displaysthe Direct Debit transactiontypes. Thefollowing typesare possible:
Table4-5: DirectDebitTransactionmypes
Type ‘ Description

MerchantInitiated

Credit Transferamoneyfrom the merchantaccountdirectlyto a0 dz& i 2 basatEoant.

Presentment Transferanoneyfrom your O dz& (i 2 bagkakEbantto the merchantaccount.

ReturnsRelated

Return A Presentmentransactionhasfailed, resultingin a debit to the merchantaccount.

Representment | AReturntransactionhasbeenreversed resultingin a creditto the merchantaccount.

Paysafe:
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Type ‘

Credit Returned A Credittransactionhasbeenreversedresultingin a credit backto the merchantaccount.

Transaction types

Table4-5: DirectDebit TransactionTypes(Continued)

Description

Other

Declined Thetransactionwasprocessedy Paysafeéout wasdeclinedfor somereason.Youcanviewthe
responsecodefor moredetails(seeAppendixB: WebServiceRespons€odes.

Failed The transaction could not be processed by Paysafe (e.g., an invalid parameter was submittg
the transactionrequest).Youcanviewthe responsecodefor more details(seeAppendixB: WebSer
vicesRespons€odes.

Credit/debit card transaction types

Theactivity report displaysthe credit/debit cardtransactiontypes. Thefollowing typesare possible:

Table4-6: CardTransactionrypes

Type Description

Authentication

Allows acard holderto authenticatetheir card atanissuer providin@D Secure.
Thefollowing resultscanbe returned, displayedin the TransactiorStatuscolumn:

o Attempted¢ Authentication withthe cardissuerwas attempted.

Error¢ Noresponsewasreceivedfrom the issuerfor the Authentication.

Failedg Theattempt to authenticatethe cardfor 3D Securdailed.

SuccessfulY)¢ Thecardwasauthenticatedsuccessfullyor 3D Secure.

Successfull) ¢ Thecardwassuccessfullyalidated.Authenticationisinformationalonly.
Unavailableg Authenticationwith the cardissuerwasunavailable.

Rejected; Authenticationwasrejected(3DSecurev. 2 only).

Challenge; TheAuthenticationwaschallenged 3D Securev. 2 only).

Pending(C)¢ TheAuthenticationis pendingdueto a challengerequestedby the issuer.
Pending(D)¢ A decoupledAuthenticationis beingperformed.

e € 8 € € € € € €

Authorization

Verifiesthat funds are availablena O dza i 2 carfl Al¥eéserveshosefundsfor apurchase,
but doesnot transferthem to the merchant.

AuthorizationReversal | Reversesn Authorizationtransactionwith the statusof Pending.

AVSCheck Performsan AVScheckona O | NR K grénBaStiddinéormation, but without attempting to
authorizeand settleanamounton the cardnumberprovided,andreturnsan AVSesponse
codefrom the clearingnetwork to the merchantin realtime.

Credit Refundsmoneyto aO dz& { 2 creflithiBhit cardfrom the merchantaccount. ACreditis pro-
cessedgainsta previousSettlement.

CreditCardPayment | ! GNI} yal OiiAzy (2 ONBRAG Ly lFY2dzyd G2 | -

action is not associated with a previously existing authorization, so the amount tfatheac
tion isnot restrictedin thisway.

Enrollment Lookup
(3DSecurev. 1 only)

Checksvith the cardissuerto determinewhethera creditcardis enrolledin the 3D Securepro-
gram.Thefollowing resultscanbe returned, displayed in thelransactiorStatuscolumn:

o Enrolledg Thecardisenrolledin 3D Secure

o Error¢ Noresponsewas receivedrom theissuerfor the EnrollmentLookup.

® Not Enrolledg Thecardis not enrolledin 3D Secure

© Unavailableg It couldnot be determinedwhetherthe cardis enrolledin 3D Secure

Purchase Bothauthorizesand settlesanamountona O dza (i 2 crefifoKdabit cardin a singletransac
tion.
Return Atransactionby whicha customerchargeshacka Purchase.

Paysafe Back Office Us e rGuide

4-5



Reporting Tools June 2022

Table4-6: CardTransactionTypes(Continued)

Type ‘ Description
Reversal Atransactionthat reversesa previouslyoccurringReturn.
Settlement Transferghe fundspreviouslyauthorizedona O dz& (i 2 creflintddio the Y S NOK | v
account.
Verification Performsan AVSand/or CVDcheckon a O dza (i 2 thussakIbainformation, but without pro-
cessingachargeagainstthat card.

Online banking e-payments transaction types

Theactivity report displaysthe online bankinge-paymentstransactiontypes. Thefollowing typesare
possible:

Table4-7: Online BankingE-paymentsTransactionTypes

Type Description
Payment Transferanoneyfrom your O dza (i 2 ofiliédBrkinginstrumentto the merchantaccount.
Refund Transferamoneyfrom the merchantaccountdirectlyto a O dza (i 2 onlfiédBrkinginstrument.

Transaction statuses

Credit/debit

Theactivity report displaysthe statusesof individualcredit/debit card transactions.Thefollowing sta
tusesarepossible:

card statuses

Status

Authorized

Table4-8: CardTransactiorStatuses

Description

Anamounthasbeenauthorizedagainsta card.

BatchPending

Atransactionis at the beginningof a batchprocess.

Batched Atransactionhasbeenbatchedto sendto the clearingnetwork.

Cancelled A transactiorrequesthasbeencancelledbeforeit wascompleted.

Completed Theclearingnetwork hasreturned a responseto the batchedtransaction.

Declined Atransactionhasbeendeclinedby RiskManagementdue to fraudulentor questionablecredit
information.

FullySettled Theentire amountauthorizedagainsta cardhasbeensettled.

Hold Thetransactionhasbeenheld by RiskManagementfor further investigation.

Manuallntervention

Atransactioncouldnot be processedully. Correctionsor adjustmentsmustbe done manually.

PartiallySettled

Partof anamountauthorizedagainsta cardhasbeensettled.

Pending

Atransactionhas notyet beensentin a batchto the clearingnetwork.

Reversed

An Authorizationtransactionin a Pendingstate hasbeen reversed.

4-6
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Direct Debit statuses

Theactivity report displaysthe statusesof individualDirect Debittransactions.Thefollowing statuses

arepossible:
Table4-9: Direct Debit TransactiorStatuses
Status ‘ Description
Processing Processinghe initial deposit.
Declined Thetransactionwasprocessedut wasdeclined.
Cancelled Thistransactionwascancellecbefore beingsentto the processor.
Presentment 1 Depositprocessings completed.
Presentmentl Returned Theinitial depositfailed.
Presentment 2 Thefailed depositis beingrepresented.

Processindrepresentment Processinghe depositrepresentment.

Presentment 3 Thefailed depositis beingrepresentedagain.

CompletedRepresentment Therepresentmentattempt wassuccessful.

Failed Theprocessingttempt hasfailed andwill not be retried.

Online banking e-payment statuses

Theactivity report displaysthe statusesof individualonline bankinge-paymenttransactions.Thefol-
lowingstatusesarepossible:

Table4-10: Online BankingE-payment TransactionStatuses

Status ‘ Description
Cancelled Thetransactionrequesthasbeencancelledbeforeit wascompleted.
Cancelledreversal Atransactionreversalhasbeencancelled'seeReversed/Refundelelow).
Completed Thetransactionhasbeencompleted.

Completed:FundsNot Thetransactionhasbeencompleted,but the availabilityof fundshasnot beenconfirmed.
Available Paysafe will be notified when the funds are confirmed, at which time the status will be
updatedto Completed.

Declined Atransactionhasbeendeclinedby RiskManagementdueto fraudulentor questionable
creditinformation.

Manuallntervention A”transactioncould not be processedully. Correctionsor adjustmentsmustbe done manu
ally.

Pending Atransactionhas notyet beencompleted.

Reversed/Refunded Atransactionrequesthasbeenreversedasaresult of adisputeor a merchantrefund.

UnderReview A dispute ha®een openedagainst aransactionrequest.Once the reviewprocess has been

completed, the transaction status will be updated to either Completed or
Reversed/Refundediependingon the outcomeof the review.
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Downloading  reports

Youdownloada CS\{spreadsheetyersionof anyreport you run. The CS\file containsthe sameinfor-
mationasthe report, but in this caseyouhaveit for yourrecords.Thefile nameformat is:

transactions_startdate_enddate.csv

Forexample,if youwantto download areport for all Authorizationsthat were fully settled for account
999123betweenJunel5,2011,andJulyl, 2011 the file namewould be:

transactions_061511 070111 000.csv
To download a CSVfile:

1. Generate the report you need (e.g., an activity reppsieeGenerating activity reportsn page 49
for moreinformation).

2. Onthe summarypage,clickthe attachmenticon in the column to thefar right.

®
Authorized 9 33649 W

s LY
— 5

Fully Settled 5

3. On the Download Report pepp, you can use Ctrl+click to select fields to include in addition to the
NE LI2dafiuigialds.

Download Report B

Several columns will be included in the downloaded file. You can
select extra columns by using the list below.

City

Country

Email address
Phone number
State

Address

Address (cont'd)
Zip code

Consumer IP

Card Category

Card Bin

Card Issuer Country
Status

ECI Code

Currency v
Acquirer Txn ID

Select additional options:

[ Exclude blank lines at beginning of file
[ use minor units for amount fields

[] use double quotes for column headers

4. Clickthe Downloadbutton and browseto your preferredlocationto savethe file.

If youopenthe file in ExcelExcebtropsleadingzerosin the Cardendingolumn(the last4 digitsof the
cardnumber).Forexample 0037will be displayedn Excehs37.

4-8
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Activity  reports

Activity reportsare reaktime reportsthat provide detailednformation on transactionghat havebeen
processedhrough your merchant accounY.ou carselect a variety ofearch criteriao narrow or
broadenthe report asrequired. Youcanview summariesof transactiontypes,andyou canalsodrill
downto viewdetailson individualtransactions.

Activity reports providetwo waysto searchfor transactions:

© Summary allows you to search over a date range to display a summary of transactions that have
been processed through your merchant account(s). Once you have run agymeport, you can
drill downto viewindividualtransactiondetails.

® Lookupg allows you either to quickly locate a specific transaction or to return a list of transactions
on your merchant account(s) that meet the exact criteria you selectlUSeey the Lookup option
the activityreporton page4-27 for more information.

Once you drill down on a transaction you can process several transaction types (e.g., Credits and Set
tlements). SedJsing the Activity Report to process transactiongpage 419 and Using the transaction
Lookupto procesgransactionson page4-29.

Generating activity reports

To generate an activity report:
1. Clickthe Reportstab on any backoffice page.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload |

Change Password Security Manage Keys Receipts Emails Emailfemplates

English ﬂ

2. Clickthe Activity Reportsubmenu.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload I-

Activity Report Batch Report Chargeback History Scheduled Reports
i [,

U
Credit Card ﬂ
Summary Lookup
Date Range 2016-01-01  00[%] hr 00[%] min Tocay | Yest

2016-05-31 | 23[%] hr 58[%] min
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3. Forthe ReportType,selectthe Summarytab.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload I-

Batch Report Chargeback History Scheduled Reports—

Credit Card e [v]
_---'/

_-/
Summary L Lookup

BatelRanne 2016-01-01  00[%] hr 00[%] min —es

2016-05-31 | 23[%] hr 53[%] min

4. Completethe fieldsyouwantto includein the search.SeeTabled-11: Activity ReportFieldson page
4-10for moreinformation.

Toshow3D Securdransactionsyouhaveto selectthe Include3D SecurelransactiorResultsheck

box.
Q If you are searching for a specific transaction, use the Lookup optioksBegthe Lookup option in
the activityreport onpage4-27.

5. Clickthe GenerateSummarybutton. Thetransactionsummarypageopens,listing groupsof trans-
actionsthat meetthe criteriayouspecified.

e R R B

Authorizations 23109 %

authorizations + Fu

Autharization Ravarsal Fluvarisd 1 200 %

Settlemants

Settiements

Settlements

Sattemants

+ o+ o+ o+
a
4
&

Cradits

Table4-11: Activity Report-ields

Field Description

PaymentMethod From thedrop-down list,selectthe paymentmethodfor whichyouwant to run the report.
Possiblevaluesare:

CreditCard

DirectDebit

W
o BillPayments
W
W

e

CheckoutAPI
OnlineBankinge-payments

DateRange Use the dropdown lists to specify the range of date and time for which you want to run the
report.

Maximumrange=6 months

TimeZone From thedrop-down list, selecthe time zone youwvant to usefor your activityreport. See
Settingtime zonepreference®n pagel-6 for more information.

Account Selectthe merchantaccountnumberfrom the Account(s)ist.

Currency From the dropdown list, select the currency of the accounts you want to run a report on. Wk
youselect acurrency,only accountghat havethat currencyareincludedin the report.
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Activity reports results

Table4-11: Activity ReportFields(Continued)

Description

CardBrand

Fromthe drop-down list, selectthe type of cardusedfor the transaction(s).

Activity reports results

When you generate an activity report, the transaction summary page opens, listing groups of transac
tionsthat meetthe criteriayou specified.

The transaction summary page has three major sections: Valid Requests, Declined Requests;and Inva
lid Requests. The Declined Requests section appears on the transaction summary page only if you used
the DirectDebittab for youractivityreport.

® The Valid Requests section displays a summary of the transaction types and statuses for the
selectedtime period.

®w TheDeclinedRequestssectiondisplaysa summaryof transactionsthat were processecbut that
weredeclined.

© ThelnvalidRequestssectiondisplaysa summaryof transactionsthat could not be processed.

Fromthis page,you canalsoaccesgletailedinformation. SeeValidtransactionrequestson page4-12
andDeclinedransactionrequestson page4-18.

Thetransactionsummarypagedisplaysthe following information:

Field

DateRange

Table4-12: TransactionSummaryFields

Description

Thisisthe dateandtime rangefor which thereport was run,displayedat the top right of the
page.

Transaction

This ighe type of transactionsshownin the summary.Forallist of types,seeDirectDebit trans
actiontypeson page4-4 or Credit/debitcardtransactiontypeson page4-5.

Status

For a valid card transaction, this is the statushaftransactions shown in the summary. For a li
of statusesseeTransactiorstatuseson page4-6.

Foravalid DirectDebittransaction,possiblevaluesare:
® Pending
® Completed

Foraninvalidtransaction thisisthe responsecode. Seé\ppendix ADirectPayment Response
CodeaandAppendixB: WebServiceRespons€odedor commonresponsecodes.

Count

Thisis the total numberof transactionsof that type and statusfor the selectedtime period.

Amount

Thisis the total currencyvalueof the transactions.
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Table4-12: TransactionSummaryFields(Continued)

Description

DownloadOptions SeeDownloadingreportson page4-8 for detailedprocedures.

Valid transaction requests

Viewing transactions by type and status

To see alist of transactions of a specific type and status:
1. Defineyoursearchcriteriain the activity report tool.

2. Clickthe GenerateSummarybutton. Thetransactionsummarypageopens.

3. Inthe ValidRequestsection,click a linkin the Status column. Thgansactions pagepens, listing
allmerchantaccountswith transactionsof that type andstatus.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload I-I Customer F

Batch Report Chargeback History Scheduled Reports

Online Store - 1000018330 (USD

4-12 Paysafe:
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4. Clickthe link in the Accountcolumn.Thetransactionspageopens,listingall the transactionsthat
matchyoursearchcriteriafor that merchantaccount.

Rows per page 25 v

TheTransactiongpagedisplaysthe following information:

Q Thefieldsdisplayedonthe Transactionpagemayvarydependingon the criteriayouincludedin your
' report.

Table4-13: Transactiong-ields(Valid)

Field ‘ Description
Date Thisis the date andtime of the transaction.
TxnID Thisis the transactionnumberassignedo the requestandreturnedin responseo the request.
MerchantTranslD Thisis the identifier the merchantassignedo the originaltransactionrequest.
Name Thisis the information enteredin the FirstNameand LastNamefields.

BankAccountNumber | Thisisthe bankaccountnumberusedfor the DirectDebittransaction.

CardDetails Thisisthe brandandthe lastfour digitsof the cardnumberusedfor the transaction.

AuthCode Thisisthe Authorizationcodereturned by the transactionprocessolin responseto the request.

AVS Thisisthe responsdrom AVS SeeAddresyerificationsystemcodeson page4-3 for more information.
CVD Thisisthe CVDcodereturned. SeeCVDcodeson page4-4 for moreinformation.

Amount Thisis the total currencyvalueof the transactions.

Viewing individual transaction details

TheTransactionpagedisplaysa list of all the transactiongthat fit the criteria you specified(e.g.,all
partially settledAuthorization requests). For all transaction types in the Valid Requests section, you can
alsoseedetailsfor individualtransactions.
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transaction details:

1. Generateanactivity report (seeGeneratingactivity reportson page4-9).

2. Drilldown tothe transactionpage (se&/iewingtransactionsbytype andstatuson page 412).

Rows per page 25 v

01-08-2015
03134146

01-08-2013
09:52:40

redit 843 0132 » 18.8:

VI Credit xoou 1843 0011 x " 235.50

u redit 843 0116 » 0
JOHN SMITH VI Cradit 1843 0016 x (] 5.50

3444 JANE JAMIESON redit 843 100163 » 43.00
£E234 EDWARD EDWARDS VI Cradit xxxx 0320 00184 x » 45.00
13 SAMUEL JONES Vi Credit 843 10020 » 43.30

18 J0MN SMITH

Clickalinkinthe TxnIDcolumn.Thetransactiondetailpageopens.

26936590

Consumer Information

2226936550

13

Purchase Fully Settled

Name JOHN SMITH Address 55 Main Street
Email address ISMITH@EMAIL.COM Address (cont'd)
Phone number 1452812320 city Oskdale
1P Address State A
Country us
Zip code 90210
Authorization Information
Merchant Trans. ID 13
Date 01-05-2015 10:06:55 Frequency One Time
Auth. Conf. No. 2226936590 Auth Code 100132
Amount 18.85 USD Auth Mode Purchase
Remaining to Settle 0.00 UsD Auth Type Undefined
Card Details VI Credit 434287 xocc 1843 (Exp. 1115) & AVS Res ]
Txn 1D 2226936590 CVD Response 9
Avple Pay 9 Pay Proc Response 00
ECI Code Faded authentication or not a 3D Secure transaction - no
liabilty shift
Settlements

01-05- Punding  18.85 18.85 01-05-2015 10:06:59 x>

10000183

) Online Store

Thetransactiondetail pagecandisplaythe following information:

Y%

Thefieldsdisplayednthe transactiondetail pagewill varydependingonthe transactiontypeandthe
criteriayouincludedin yourreport.

Table4-14: TransactiorDetails

Field Description

TxnID Thisisthe transactionlD assignedo this requestandreturnedin responseo thisrequest.
Account Thisis the accountnumberon which thereport wasrun.

Consumetnformation

Name Thisisthe name ofthe customer.

4-14
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Viewing individual transaction details

Table4-14: TransactiorDetails(Continued)

Field Description

EmailAddress

Thisisthe O dz& (i 2 emSillddr@ss.

PhoneNumber Thisisthe O dza (i 2 t¥iéphaReiumber.

IPAddress Thisisthe O dza (i 2 IP&IdtdRsif it wasincludedwith the transactionrequest.
Address This ighe full address of thesustomer.

City This ighe nameof the city.

Province/State/Region

Thisisthe nameof the province.

Country

This ighe nameof the country.

ZipCode

Thisisthe postalor zipcode.

Transactioninformation

MerchantTranslD

Thisis the merchanttransactionID assignedo this transaction.

Date

Thisis the date andtime of the originaltransaction.

Auth.Conf.No.

Thisis the transactionnumberassignedo the initial requestand returned in responseto
thisrequest.

Amount

Thisis the amountof the transaction.

Remainingo Settle

Thisis the amountremainingto settle againstthe original Authorization.

CardDetails Thisis the brand, partial number,and expirydate of the cardused.

IPAddress If the transaction was processed via API (and not Virtual Terminal), this is the IP addr
theY S N K denfdr.Q a

Frequency Thisindicateswhether the transactionwasa regular,one-time transactionor a recurring
billingtransaction.

Auth Code This ighe Authorizationcodereturned inresponseto the request.

Auth Mode Thisis the Authorizationmode of the transaction.

AVSResponse This is the response from AVS. 3elelress verification system codespage 43 for more
information.

CVDResponse Thisisthe CVDcodereturned. SeeCVDcodeson page4-4 for more information.

PayProcResponse Thisis a responsefrom the clearinghouse.

ECCode This is the Electronic Commerce Indicator code, adigie value that gets returned by the
cardissuerindicatingwhetherthe cardholderwassuccessfullputhenticated.

VeRes Thisis the Verify EnrollmentRequestand Response(3D Secure v1 only)

PaRes Thisisthe PayerAuthenticationRequesiand Response(3D Securev. 1 only)

BankName Thisisthe nameof the O dza (i 2 baskNI &

BankAccountNumber Thisisthe O dz& (i 2 barkaeEbaninumber.

BankRoutingNumber Thisis the identifier of the O dza i 2 BAKKNI &

TransitNo./Inst. ID w ForUSDaccountsthisisthe routing number.

SortCode ® ForCADaccountsthisis the transit numberandinstitution ID.

®» ForGBPaccountsthisisthe sort code.

Paysafe Back Office Us e rGuide
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Table4-14: TransactiorDetails(Continued)

Field Description
CheckNumber Thisis the checknumberenteredwith this transaction.
UserName If the transactionwasprocessedusingthe Virtual Terminal thisis the usernameof the

personusingthe Virtual Terminal.

Settlements/Credits

Date Thisisthe date andtime of the Settlement.

TxnID Thisis the transactionnumberassignedo the originaltransactionrequest.
MerchantTransID Thisis this is the identifier the merchantassignedo the originaltransactionrequest.
Status Thisis the status of thetransaction(for detailsseeTransactiorstatuseson page4-6).
Remaining Thisis the amountof the transactionavailableto Settleor Credit.

Amount Thisisthe amountof the Settlement.

BatchlD Thisis the batch IDhumber.

BatchDate Thisis the date the batchwasprocessed.

ARN Thisis the AcquirerReferenceNumberassignedo a chargeback.

AcquirerTxnID

Thisis the ID assignedo the transactionby the acquirer,if applicable.

DirectDebit History

Date

Thisis the date of this statusof the DirectDebittransaction.

Status

This is the status of the Direct Debit transaction. Beect Debit statusesn page 47 for
moreinformation.

Return Code

Thisis the return codeassociatedvith declinedor invalid Direct Debittransactions See
Returncodeson pageB-21 for more details.

Chargeback
Date If this record is still in a disputed state, this is the date for the most recent entry for the
record.
RecordD Thisis aunique IDfor the record.
Type Thisisthe type of recordprocessedPossiblevaluesare:
® RetrievalRequest
® FinalChargeback
o Reversal
©» BankRepresented
W LostRepresentment
Amount Thisisthe amountof the transactionchargedback.
Status This is the status of thehargeback transaction.
ReasorCode Thisis the reasonfor the chargeback.
ARN Thisisthe AcquirerReferenceNumberassignedo the chargeback.

4-16
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Table4-14: TransactiorDetails(Continued)

Field Description

RapidDispute Resolution

Date This is the date fowhich RDR posted.
RecordD Thisis aunique IDfor the record.
Reason Code This the code for which RDR was raised.

Reason Description| This the description for which RDR was raised.

Amount Thisisthe amountof the RDRransaction.

Status This is the status of thRDRransaction.

ARN Thisisthe AcquirerReferenceNumberassignedo the RDR
Brand This is the card brand for actual settlement.

Original Transaction| This is theurrency of RDR.
Currency

3DSDetailsg EnrolimentLookup(3DSecurev. 1 only)

Thisindicateswhether or not the cardholderis enrolledin 3D Secure Possiblevaluesare:

Enrolled o .

® Y ¢ Cardholderauthenticationavailable

® N ¢ Cardholdernot enrolledin authentication

U ¢ Cardholder authenticationunavailable
VERe&JRL Thisis the Verify EnrollmentResponséJRL.
VEReé&ccountlD This ighe accountIDin the Verify EnrollmentResponse.
3DSVersion Thisis the 3D Secureprotocol version.
3DSFlow Thisfield indicatesthe 3D Secureflow. Internaluseonly.

3DSDetails¢ Authentication

3DResult Thisindicatesthe outcomeof the authentication.Possiblevaluesare:

® Y¢ Thecardholdersuccessfullauthenticatedwith their cardissuer.

® A¢ Thecardholderauthenticationwasattempted.

® N¢ Thecardholderfailedto successfullauthenticatewith their cardissuer.

®» U ¢ Authenticationwith the cardissuerwasunavailable.

® C¢ Challengerequired;additionalauthenticationis required. (3D Securev. 2 only)
® R¢ Rejectedransaction.(3DSecurev. 2 only)

E¢ Anerror occurredduringthe authenticationprocessNOTEThisvalueis visiblein the merchant
backoffice only.

DeviceFingerprinting Thisisthe UUIDusedwith devicefingerprinting.

ID
MerchantURL Thisis the fully qualified URLof the merchant'scommercialor customercarewebsite.
Status Thisis the statusof the authentication.Possiblevaluesare:

w PENDING

w COMPLETED

FAILED
Directory Servefxn Thisisthe directory servetransactionlDrequiredfor Mastercard.(3DSecurev. 2 only)
1D
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Table4-14: TransactiorDetails(Continued)

Field Description

AuthenticationPurpose

Thisis the type of Authenticationrequest.Possiblevaluesare:
® PAYMENT_TRANSACTION
RECURRING_TRANSACTION
INSTALMENT_TRANSACTION
ADD_CARDMAINTAIN_CARD
EMV_TOKEN_VERIFICATION

e € € €

MessageCategory

Thisis the categoryof the messagdor a specificusecase.Possiblevaluesare:
w PAYMENT
® NON_PAYMENT

RequestorChallenge

Thisindicateswhethera challengevasrequestedfor thistransaction.(3DSecurev. 2 only)

Preference Possiblevaluesare:
® NO_PREFERENQ® challengepreference
® CHALLENGE_REQUESTé&Hallengewasrequested
® CHALLENGE_MANDATHEDallenge wasequesteddueto a mandate

3DSVersion Thisis the 3D Secureprotocol version.

3DSFlow Thisfield indicatesthe 3D Securdlow. Internaluseonly.

DeviceChannel Thisis the type of channelinterfaceusedto initiate the transaction.Possiblevaluesare:
» BROWSER
o APP
3RI

ECI Thisis the ElectronicCommercedndicatorcode,which getsreturned by the cardissuer
indicatingwhetherthe cardholderwassuccessfullauthenticated.

CAVV Thisis the Cardholder AuthenticationVerificationValue,indicatingthat the transactionhag
beenauthenticated.

XID This ighe transactionidentifier returned bythe cardissuer.(3DSecurev. 1only)

Declined transaction

requests

Viewing transactions by type and response code

To view allist of transactions with the same response code:

1. Defineyoursearchcriteriain the Activity Reporttool.

2. Clickthe GenerateSummarybutton. Thetransactionsummarypageopens.

3. Inthe DeclinedRequestssection,clicka link in the Transactioncolumn. Thetransactionspage
opens groupingall transactionghat resultedin the sameerror.
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Authorizations

ros %
Autharizations + Fu 14 a0 B
Autharization Revarsal 1 00 %
Settlements + 1 o %
Settlements + 1 ss0 %
Sattlemants + Complets 7 s %
Settlemants + Pending s 15635
Credits + Cancelled 1 4550 %

R
_J_L.ue-‘ rchase e 1 000 W
Credit 3 T %

4. Clickalink in the Error Codecolumn.Thetransactiongpageopens,listingall the transactionsthat
resultedin that error.

Messages (0) Account Statement Virtual Terminal Batch Upload - Customer Profiles Accounts Sattings

Batch Report | Chargeback Mistory  Schaduled Reports

e e ——————l==l

2006 o ¥ou submitted an expired credit card number with your request, a000 %
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5. Clickalink in the TxnIDNo. column.

Rows per page 25 v

s

N T Y O CT S L C T
1-07-2018 EY
03-07-2013 5686adb7-3403 40390 9P ¢ 1cbs 612 EOWARD EDWARDE VI Credit xxxx 0320 0.0

07

¥

6. Thetransactiondetail pageopenswith more detailsabout the declinedtransaction.

Purchase Failed Error Code 3006 / Sub Error Code 0

9e5f-39636.

Send Receipt

Consumer Information

Name EDWARD EDWARDS Address $5 Eim Drive
Email address STEPHEN-RBETEST Address (cont’d)

Phone number 555-999-5555 City Oakville

1P Address 172.16.52.191 Province ON
Country ca

Postal code MiMiML

Transaction Information

Merchant Trans. 1w

Date 01-07-2015 09:57:35 Frequency One Time
Amount 40.00 USD Auth Code

Card Details VI Credit 453758 xxxx 0320 (Exp. 01/13) @ Auth Mode

Txn 1D 268fadb7-3402-4eSf-5ef-896363371cbd Auth Type Undefined
1P Address 172.18.15.14 AVS Response
CVD Response

Pay Proc Response

ECI Code Failed authentication o not 8 3D Secure transaction - no
ability shift

SeeTable4-14: TransactiorDetailson page 414 for a description ofthe fieldson this page.

Q Thefieldsdisplayedon the transactiondetail pagemayvary dependingon the criteriayouincludedin
yourreport.

Using the Activity Report to process transactions

Settling authorized transactions

A Purchase both authorizes and settles a transaction. The Settlement is batched and processed auto
matically at midnight on the day of the Purchase request. The Settlement process completes the orig
inal Purchase transaction: iffaS G G f SYSy (4> (GKS Adadzaiy3da FAYIYyOAL ¢
accountwith the fundsfor the transactionandupdatesthe cardK 2 f Rstatbidieat.

An Authorization must be settled in a separate transaction when the good or service is shipgped-or
pleted.Itisnot processedutomatically.
To settle an authorized transaction:

1. Runanactivityreport for credit cards, andlrill downto the transaction details pagef the Author
izationyouwantto settle (seeViewingindividualtransactiondetailson page4-13).

Paysafe Back Office Us e rGuide 4-19



Reporting Tools June 2022

2. Onthe transactiondetailspage,clickthe Apply Settlementbutton at the top right.

Authorization Authorized
< 4 8 b3e53f1¢ 570 S Reverse Authorization  Apply Settlement
. A
Consumer Information
Name JACK JOMNSON Address 5 Oak Point Ave
Email address JIOHNSONSEMAIL.COM Address (cont'd)
Phone number 444-9993 City Elmdale
1P Address 216.95.236.3 State ca
Country us
2Zip code 90211
Authorization Information
Merchant Trans. 10
Date 2015-06-16 14:04:20 Frequency One Time
Auth. Conf. No. 353789890 Auth Code 301769
Amount 38.00 CAD Auth Mode Authorization
Remaining to Settie 38.00 CAD Auth Type Undefined
Card Details VI Debit 453771 xxxx 3863 (Exp. 0120) @ AVS Response @
Txn 1D 6484e161-4403-4632-9870-2ed0b3e 5316 OR o
Apple Pay 9 Pay Proc Response
ECI Code Failed authentication or not & 3D Secure transaction - no
User name Hephen-dd

TheProcessSettlementpop-up opens.

Process Settlement B
Account 1001058570
Txn ID 6484e161-4403-4632-9870-4ed0b3e53f16
Amount *|3300 =]

Submit Cancel

3. Completethe following fields:

Table4-15: SettlementFields

Field Description

MerchantTransID | EnteramerchanttransactionlDto assigro this Settlementrequest.Usealphanumeric
characternly.
Amount Enteranintegeramountfor whichthe Settlementis requested.Thetotal currencyamount

remainingto be settledappearsby default. Yowanmodify thisamountif necessary.
Maximum=12digits
Multiple Settlements can be requested against the same Authorization, provided the total

requesteddoesnot exceedhe original Authorization.If this valueis not specified the full amount
authorizedwill be settled.
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4. Clickthe Submitbutton. Thetransactiondetailspageshowsthat the Authorizationhasbeenset
tled.

Authorization Fully Settled
64842161-4403-4632-9870-4edab3e53f16 1001058570 Stephen C

Consumer Information

Name JACK JOHNSON Address
Email address JIOHNSON@EMAIL.COM Address (cont'd)
Phone number 444-9939 City
IP Address 216.95.236.3 State
Country
Zip code

Youcanalsosettle an Authorizationusingthe Lookupoption in the Activity Report.SeeUsingthe
Lookupoptionin the activity reporton page4-27.

Cancelling Settlement transactions
You can cancel a Settlement transaction as long as it is in a Pending state, which typically is before mid
nightof the daythat it isrequested.
To cancel a Settlement transaction:

1. Runanactivityreport for creditcards,anddrill downto the transactiondetailspageof the pending
Settlementyouwant to cancel(seeViewingindividualtransactiondetailson page4-13).

2. Onthe transactiondetailspage,clickthe CancelSettlementicon on thebottom right.

Settlement Pending
)609-922¢-4b52-879d-93b9h7743154 1001058570 Stephen (
Consumer Information
Name JACK JOMNSON Address 5 Oak Point Ave
Email address TIOHNSONSEMAIL.COM Address (cont'd)
Phone number 444-9999 City Elmdale
1P Address State cA
Country us
Zip code 90211
Authorization Information
Merchant Trans. 1D
Date 2016-06-16 14:04:20 Frequency One Time
Auth. Conf. No. 59590 Auth Code 301769
Amount ] Auth Mode Authorization
Remaining to Settle 0.00 CAD Auth Type Undefined
Card Details VI Debit 453771 oo 3863 (Exp, 0120) & AVS . @
Txn 1D 9€210609-922¢-4b52-679d-93b9b7743154 CVD Response 9
Apals Py o Pay Proc Response APPROVAL 301769 \
£CI Code Failed suthentication or not & 30 Secure transyction - no
liabiity shi \
User name stephen-dd
Settlements

Paysafe Back Office Us e rGuide
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Onthe Confirmpop-up, clickthe Yesbutton.

1, Are you sure you want to cancel the selected Settlement?

Thedetailspagenow showsthat the Settlementhasbeencancelled.

Consumer Information

Name
Email address
Phone number

IP Address

9e210609-922c-4b52-879d-

Settlement Cancelled

JACK JOHNSON
JIOHNSON@EMAIL.COM
444-9955

3bS9b7743154

1001058570 Ste

Address
Address (|
City
State

Country

You can also cancel Settlements using the Lookup option in the Activity RepotisiBgethe Lookup

optionin the activityreporton page4-27.

Reversing Authorization

You can reverse all or part of a credit card Authorization transaction request, provided it has the status
of Authorized. An Authorization has this status when no settlemerdgher full or partialg have been

processedgainstt.

transactions

June 2022

Q Youcanreversean Authorizationtransactiononly ¢ youcannotreversea Purchasdransaction.

To reverse an Authorization transaction:

1.

Authorization Authorized
484e161-4403-4632-9870-4
Consumer Information

Name
Email address
Phone number

1P Address

Reverse Authorization  Apply Settiement
o ™
N\
Address 5 Oak Point Ave
Address (cont'd)
city
State
Country s

Zip code

Runan activityreport for credit cards,anddrill down to the transactiondetails pageof the Author-
izationyouwantto reverse(seeViewingindividualtransactiondetailson page4-13).

Onthe transactiondetailspage,clickthe ReverseAuthorizationbutton at the top right.
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TheProcesReversapop-up opens.

Process Reversal B
Account 1001058570
Txn ID 6484e161-4403-4632-9870-4ed0b3e53f16
Amount 3800 @

Submit Cancel

3. Completethe following fields.

Table4-16: AuthorizationReversaFields

Field Description

MerchantTransID Entera merchanttransactionlD to assigrto this AuthorizationReversatequest.Usealphanu
mericcharactersonly.

Amount Enter the amount of the Authorization you want to reverse. The total amount available to rev
appearsy default. Youcanmodify thisamountif necessary.

Maximum=12digits
Thiscanbe at mostthe amount of the original Authorization.If the amountis not specified then
the fullamountavailablesreversed.

4. Click the Submit button. The details page is displayed, and if you reversed the entire Authorization,
youcannolongerSettleor Reversehis Authorization.

Authorization Authorized
184e161-4403-3632-9870-4ed0b3e53f16 1001058570 Stephen CC
Consumer Information
Name JACK JOMNSON Address S Oak Point Ave
Email address JIOHNSONSEMAIL.COM Address (cont'd)
Phone number 444-9999 City Elmdale
1P Address 216,95.236.3 State caA

Country us
Zip code 90211

Authorization Information

Merchant Trans, ID

Q Not all bankssupportpartial AuthorizationReversaldf you havequestionscontactyouraccount
manager.

Youcanalsoreversean Authorizationusingthe Lookupoption in the Activity Report.SeeUsingthe
Lookupoptionin the activity reporton page4-27.

Crediting settled transactions

YoucanprocessCredittransactionrequestsfor credit cardsfrom the transactiondetail page.
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Toprocess Credittransactionfor DirectDebit,youstart directlyfrom the Virtual Terminal. SeeCredit
onpage2-10for moreinformation.

To Credit asettled transaction:

1. Run an activity report for credit cards, and drill down to the transactiomitlepage of the transac
tion youwantto credit (seeViewingindividualtransactiondetailson page4-13).

2. Onthe transactiondetailspage,clickthe Crediticon lﬂ] on the bottomright.

Settlement Completed

Consumer Information

Name JACK JOHNSON Address 5 Oak Point Ave
Email address JIOHNSON@EMAIL.COM Address (cont'd)
Phone number 444-9995 ity Eimdale
1P Address 216.95.236.3 State A
Country us
21p code 90211

Authorization Information

Merchant Trans. ID

Date 2016-06-16 14:23:23 Frequency One Time
Auth. Conf. No. 153750860 Auth Code 161875
Amount 27.95 CAD Auth Mode Purchase
Remaining to Settle 0,00 CAD Auth Type Final
Card Details VI Credit 453737 xoocx 2004 (Exp. 0120) @ AVS R @
Ton 1D 84c8531d-0606-4257-bc72- 29863607675 CVD Response 9
Apple Pay =) Pay Proc Response APPROVAL 161875
ECT Code Failed authentication or not a 3D Ségure transaction - no
liabdity shift
User name stephen-dd %
Settlements \
2016 84c 10-9b06-4237-bc72 134334 27.9% 27,99 201 -16 Uk >
1412323 \¢)

TheProces<Lreditpop-up opens.

Process Credit B

Account 1001058570

Txn ID 84c8531d-9b06-4257-bc72-2f3863bb7675

Amount *|57gg 2]

3. Completethe following fields.

Table4-17: CreditFields

Description

MerchantTransID | Enteramerchant transactiodDto assigrto this Creditrequest.Usealphanumericharactersonly.
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Amount

Cancelling Credit transactions

Table4-17: CreditFields(Continued)

Description

Enteranintegeramountfor whichthe Creditis requestedThetotal amount availabléo be cred

ited appearsby default. Youcanmodify this amountif necessary.
Maximum=12digits

Thiscanbe at mostthe amountof the originalPurchaself the amountis not specified then the

full amountsettlediscredited.

4. Clickthe Submitbutton. TheCreditssectionat the bottom of the transactiondetailspageshows

%

YoucanalsoprocessCreditsusingthe Lookupoption in the Activity Report.SeeUsingthe Lookup

the new Credit,with astatusof Pending.

Settlements

Merchant Trans.
D Remaining

2CI].6 06~ E84c8531d-9b06-4257-bc72- 114354 Completed
2f9863bb7675
14 23:23

Credits

2016-06- bfe38138-357d-405d-817f-55050509c4cB CRE76 Pending 27.39

Paysafewill not processa Credittransactionif that transactionwould causethe merchantaccountbal-
anceto go into the negative. That Credit, along with all remaining unprocessed Credit transactions in
the batch, will be assignedhe statusof Pendingand Paysafewill attempt to procesghemthe follow-
ing day.All Creditghat are pendingfor morethan 7 dayswill be declined allowingyouto re-issuethe
Credit.

optionin the activity reporton page4-27.

Cancelling Credit transactions

Youcancancela credit card Crediransactionaslong ast is ina Pendingstate. ACreditisin the Pend
ing stateuntil midnightof the daythat it is requestedput this state mayalsopersist forvariousrea-

sons soyoumayfind PendingCreditsthat areslightlyolder.

Q Youcannotcancela Credittransactionfor DirectDebit.
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To cancel a Credit:

1. Runanactivity report for credit cards,and drill down to the transactiondetailspageof the Credit
youwantto cancel(seeViewingindividualtransactiondetailson page4-13).

2. Onthe transactiondetailspage,clickthe CancelCrediticon x' in the Creditssectionon the
bottom right.

Credit Pending
bfe38138-357d-405d-817f-55050509c4¢8 1001058570 Stephen G

Consumer Information

Name JACK JOHNSON Address S Oak Paint Ave.
Email address JIOHNSONGEMAIL.COM Address (cont'd)
Phone number 444-9995 city Elmdale
1P Address State cA
Country us
Zip code 90211

Authorization Information

Merchant Trans. ID 134354
Date 2016-06-15 14:23:23 Frequency One Time
Auth. Conf. No. 353790860 Auth Code 161875
Amount 27.95 CAD Auth Mode Purchase
Remaining to Settie 0.00 CAD Auth Type Final
Card Details VI Credit 453737 000 2004 (Exp. 0120) @ AVS R MAT 9
Txn 1D bfe38138-3574-405d-617/-5505050904c8 CVD Response MATCH @
R o Pay Proc Response APPROVAL 161875

ECI Code Failed authentication or not a 30 Secure transaction - no

liabiity zhift
User name stephen-dd
R
Settlements

as )c‘)l‘)t_(ﬁ be

Credits

m-_mmmm_mm-

bfe38128-357d-4034-817f-53030303c4c8 cAsTs 6-16 13116152 ‘” >
1e

3. Onthe Confirmpop-up, clickthe Yesbutton.

/¥ Are you sure you want to cancel the selected Credit?

Credit Cancelled

bfe38138-357d-405d- f-55050509¢c4c8 100105857

Consumer Information

Name JACK JOHNSON

Email address JIOHNSON@EMAIL.COM

Phone number 444-995%9 Ci
IP Address &

Youcanalsocancel Creditsisingthe Lookupoption in the Activity Report. SedJsing theLookup option
in the activityreporton page4-27.
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Using the Lookup option in the activity report

TheLookupoption in the activity report allowsyou to quickly locata transactionby searching on very
specificdetailsabout that transaction.Onceyou drill down on a transaction,you can processseveral
transactiontypes(e.g.,Creditsand Settlements) SeeUsingthe transactionLookupto procesdransac
tionson page4-29.

To run atransaction Lookup:
1. Clickthe Reportstab at the top of anybackoffice page.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload |

Change Password Security Manage Keys Receipts Emails Emailfempla

English ﬂ

2. Clickthe Activity Reportsubmenu.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload I-

.l‘-.cti»'it',-nF\ep-:vr: Batch Report Chargeback History Scheduled Reports
@ Credit Card ﬂ
Summary Lookup
BatelRanne 2016-01-01 || 00[%] hr 00[%] min Today /)
2016-05-31 | 23[%] hr 53[%] min

3. Selecthe Lookuptab.

Batch Report

Cradit Card ‘/y._,_,_,_,_,_,

Summary Lookup{b 4=

Chargeback History Scheduled Reports

BatelRanne 2016-06-09  00[%] hr 00[%] min —E
2016-06-16 | 23[%| hr 53[%] min

Account 1000052533 - Online Stores (USD)
1001087120 - Stephen's CC Account (Do Not Touch) {(USD)
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4. Completethe fieldsyouwantto includein the search.SeeTransaction Lookup fields page4-28

dit Ca v
Summary Lookup Go
Date Range aater L L
Account 33 - Online Stores (USD) d Ascount
1001087120 - Stephen’s CC Account (Do Not Touch) (USD)
User name A v|
Include 3D Secure Transaction Results
Merchant Trans. 1D
Name For best results, include both Name fields.
Email address
Amount ¥l
Auth Code
ARN
Keyword
Card Ending/No.
b
Reset Perform Lookup
™~
(]

5. Clickthe PerformLookupbutton.

6. Theresultingpagedisplaysall the transactionsthat matchyour searchparameters.

RoOwS per page 25 v

C 0 S N T O T T T T
S

1001038370  Settiement Concellec 333730020 Settss7? JACK JOHNSON

1001058570 Authorzation Reversa Reversed 52750640  ARSS4 JACK JOMNSON

SeeViewing individual transaction detaitg page 413 for more information on drilling down to details
of individualtransactions.

Transaction Lookup fields
Table4-18: TransactionLookupFields

Field ‘ Description
TxnID Enterthe transactionID the processorassignedo the transactionrequestandreturnedin
responseo the request.
NETBANRef.ID Thisis a transactionID usedto identify certainlegacytransactions.
DateRange Clickthese fields toselect a dateange for your search. Maximum rang® months
Account Selecta merchantaccountnumberfrom the list. If you do not specifya merchantaccount,the

lookupwill berun onall merchantaccountsavailableto you.

UserName If the Virtual Terminal was used to process the transaction, use thedivom to select the user
nameof the personwho processedhe transaction.
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Using the transaction Lookup to process transactions

Table4-18: Transaction_ookupFields(Continued)

Field Description ‘

MerchantTransID Enterthe merchanttransactionidentifier. Thisis the numberyou assignedo the originaltrans-
actionrequest.

Name Enter the completdirst andlastname usedor the transactionyouare searchindgor. The Name
fieldsarenot casesensitive.

EmailAddress Enterthe O dz& i 2 emSiNdpléess.

Amount Enterthe exactamountof the transactionyouwant to look up.
Maximumlength=12digits

TxnID Enter the transactiomumberthe processorssigned tdhe transactionrequest andeturnedin
responseo the request.

AuthCode Enterthe Authorizationcodeassignedo the transactionby the issuingbank.

ARN Enteran AcquirerReferenceNumber.Thisfield is displayedonly if you haveselectedSettle
ments,Credits,or ChargebackBom the Typedrop-downlist.

Keyword If youincludedakeywordwith yourtransactionyoucanenterit in thisfield. Thisfieldisnot case
sensitive.

CardEnding/No. Enter either the last 4 digits of the card number or the complete card humber used ftratie
action(s).If youenteracompletecard numberthe CardBrandfield isalsodisplayed.

Using the transaction Lookup to process transactions

Onceyou haveusedthe Lookupoption to quicklylocate a transaction,you canthen processseveral
transactiontypeswhenyoudrill downto the transactiondetailspage.

Youcanprocessthe following transactiontypes usingthe transactionLookupoption:

w SettleAuthorizations

W CancelSettlements

® ReverseAuthorizations

w CreditSettlements

w CancelCredits

SeeUsingthe ActivityReportto procesgransactionson page4-19 for completedetails.

Batch reports

Batch reports list Settlement and Credit transactions that have been processed in groups (batches).
Transaction requests are held until a batch is sent to be processed. Batches are generally run once a

day.

Note that batch reports are not the same as reports you run to view the results of batch files you have

uploadedto Paysafaisingthe Batch Uploadool (seeViewingbatchuploadresultson page3-22).

) Onlycreditcardtransactionsare batched.DirectDebittransactionsare not batched,sono batch
reportsarerequiredfor DirectDebit.
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Generating batch reports for an account

Batchreportsallowyouto viewall Creditor Settlement batchinformation within a selecteddate range
for anaccount.You can drillownto selectthe appropriatelevelof detail yourequire for an account.

To generate abatch report:

1. Clickthe Reportstab on anybackoffice page,andthen clickthe BatchReportsubmenu.Thebatch
reportopens.

Messages (0) | Account Statement | Virtual Terminal | Batch Upload | [BBOIE) | Customer Profiles | Accounts | Settings |

Account 1000052533 - Orline Stores (U980 =
Start Date __'U'_I:'E‘J' 16

End Date |2016-06-16

2. Completethe fieldsyouwantto includein the search.
Table4-19: BatchReportFields

Field Description

Account Thisisthe Y S NI K &cgbiinhdmber. Whenyoulog in, a drop-down list displaysmerchant
accountnumbersavailableto you.

Start Date Use the calendars to specify the date or range of dates that you want to query.
EndDate Maximumrange=31days
Status Choosehe statusfrom the drop-down list.

Possiblevaluesare:

o All

» Completedq the batchhasbeenprocessed.
» Pending; transactionshavebeenplacedin the batch, andhe batchiswaitingto be processed.
® Error¢ anerror occurredwhile the batchwasbeing processed.

3. Clickthe Generatebutton. TheBatchSummarypageopens,showingthe Settlementand Credit
transactionsbatchedfor the accountgueried(seeTable4-20: Batch SummariResultoon page

4-31).

Messages (0) | Account Statement | Virtual Terminal | Batch Upload - Customer Profiles | Accounts | Settings

Activity Report Chargeback History  Scheduled Reports

I O TN N N I N N
S VI wte 4

2016-01-07 43960 457 Sebtemant 19650 %
2016-01-07 . 1940.50
2016-01-27 ragay Settlement vi 1300 ¥

1 2s.00

016-01-37
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4. Clickalinkin the BatchID columnto drill downto Settlementor Creditbatchdetails.

Messages (0) | Account Statement | Virtual Terminal | Batch Upload - Customer Profiles | Accounts | Settings |

TheBatchSummarypagecontainsthe following information:

Table4-20: BatchSummaryResults

BatchInformation Description

Date Thisis thedate that the batchwasrun.

BatchID Thisis the IDthat Paysafeassignedo the batchwhenit wasprocessed.

Transaction Thisindicateswhether it wasa batch of Settlementor Credittransactions.

Brand Thisindicatesthe cardbrandthat wasprocessedn the batch.

Status This is the status of the batch queried. S&=sch Statusn Table 419: Batch Report Fieldsn
page4-30for descriptions.

Count Thisis the number of transactionsn the batch.

Amount Thisis the total currencyamountcontainedin the batch.

Q Thereisa separatebatchrecordfor eachcardbrandperdate.

Searching by batch ID

If you know the batch ID of a batch you are looking for, you search directlyabiD. You can find the
batch ID for a Settlement, for example, on the transaction details page of that transactiowie®gag
individual transaction detailsn page4-13for information on viewingthe transactiondetailspage.
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To search by batch ID:

1. Clickthe Reportstab on anybackoffice page,andthen clickthe BatchReportsubmenu.Thebatch
reportopens.

Messages (0) Account Statement | Virtual Terminal | Batch Upload -I Customer Profiles | Accounts | Settings |

Activity Rapart Chargaback History | Schaduled Reports

Generate

Bateh ID r 4

Generate

2. Enterthe batchIDnumberin the BatchlDfield in the SearcHor CreditCardBatchesby ID section.
3. Clickthe Generatebutton. TheBatchSummarypageopensfor that specificbatch.

Scheduled reports

Scheduled reports are preset reports that provide detailed information on a variety of transactions that
have been processed through the merchant account(s) to which you have access when you thg in to
backoffice ¢ for example,areport might list daily counts/amountsin your merchantaccount(s¥or
Authorizations Settlements Credits,Paymentsand Failedtransactions.Youcanselectan available

report andthen specifyparameterssuchasthe frequencywith whichyouwantto receiveit andthe for-
matyou prefer(CSVExcelpr HTML).

Viewing available scheduled reports

Youcanview availablescheduledreports alongwith a brief descriptionof each.Reportsbecomeavait
ableto youwhenyouaddthem (seeAddinga scheduledeport on page45).

To view available scheduled reports:

1. Clickthe Reportstab at the top of anybackoffice page,andclickthe ScheduledReportssubmenu.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload I-I Customer P

Batch Report Chargeback History Scheduledﬂ&epo&ts

Credit Card ﬂ
Summary Lookup

Date Range 2015-05-01 Doﬂ hr Dﬂﬂ min Today | Yesterday  Last 7 Davs]
2015-05-28 | 23[%] hr 53[%] min
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2. Clickthe AvailableReportsbutton.

Messages (0) | Account Statement | Virtual Terminal | Batch Upload I- | Customer Profiles | Accounts | Settings

Batch Report | Chargeback History

Avallable Reports

3. TheAvailableReportspop-up opens,displayingthe nameand a short descriptionof eachavaila
blereport.

Available Reports

6 Month Expanded

An expanded version of the 6 Month Weekly report, including currency, MID,
and merchant legal entity

6 Month Weekly

Provides a weekly performance analysis of settlements, credits, and
chargebacks for the last 6 months, by account

ACH/EFT Payment Report

Provides details on ACH/EFT payments made to your bank account as a result
of Direct Debit activity in your merchant account(s)

Adding a scheduled report

To add a scheduled report:
1. Clickthe Reportstab at the topof anybackoffice page,andclickthe ScheduledReportssubmenu.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload I-I Customer P

Batch Report Chargeback History Scheduledﬂ&epo&ts

Credit Card ﬂ

Summary Lookup

Date Range 2015-05-01 Dﬂﬂ hr Uﬂﬂ min Today | Yesterday  Last 7 Davs]

2015-05-26  23[%] hr 53[%] min

2. Clickthe Addbutton.

Messages (0) | Account Statement | Virtual Terminal | Batch Upload | [EPBRS) | Customer Profiles | Accounts | Settings

Activity Report  Batch Report  Chargeback History ——

— Add  Available Reports

evious Day i

@ cC Authorization History

& Oally Asthonzations 1 Quotidien Dally Previous Day "

TheCreateSchedulepageopens.
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Definition e ﬂ

Enabled O

Schedule Name * | |

Frequency Daily ﬂ

Periad Previous Day | v|

Language Englishﬂ

Send Zero Resulis O

Include Headers O

Include Double Quotes D

SFTP Delivery D

Enable PGP Encryption D

Email Destinations Add

e e
Save | Cancel

3. Completethe fieldson the CreateSchedulgpage.SeeScheduleeport fieldson page4-34.

4. Clickthe Savebutton. Thenewly scheduledreport now appearsin the list on the Scheduled
Reportspage.

Youcancreateonlyoneschedulgperavailablereport. Youcannotassigntwo differentschedules
to the samereport (e.g.,oneto rundailyandoneto runweekly).

Onceyouhavecompletedareport scheduleyou canreturn at anytime to modify anyof its parameters
(seeModifyingareportscheduleon page4-35).

Schedule report fields
Table4-21: ScheduleReportFields

Field Description ‘

Definition Fromthe drop-down, selecta report to schedule.

Enabled Usethis checkboxto enable/disableyour scheduledreport.

ScheduléName Enteryour own labelfor this report schedule.

Frequency Use the dropdownto selectthe frequency withwhichthis report will run. Thereport canbe
run:

» Daily

®» Weekly(you mustalsospecifythe day of the week)

®» Monthly (you must also specitype day of the month)

NOTEIn some instances, the Frequency may be hard coded into the scheduled report. In
casesthe Frequencyouselectherewill be overridden.
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Period

Modifying a report schedule

Table4-21: ScheduleReportFields

Field Description

Use the dropdown to select the period over which you want this report to run. The report
berunfor the:

w Previouday

® Previousveek

® Previousmonth

NOTEin someinstancesthe Periodmaybe hard codedinto the scheduledreport. In such
casesthe Periodyouselectherewill be overridden.

Language Thisis the languageof the scheduledreport. Possiblevaluesare:

w English
w French

SendZeroResults Select this check box if you wantreceive a scheduled report even if it contains no results

the periodyouhavespecified.

IncludeHeaders Selectthis checkboxif youwant the scheduledeport file to containheaders.

IncludeDoubleQuotes | Selectthis checkboxif youwant eachfield in the CS\ile to be enclosedn doublequotes.This

would avoid problems reading the file if, for example, a street address or a name contai
comma.

SFT®elivery Select the check box and then select a file format (CSV, Excel, or HTMhgré&arformation

onusingSFTPseeUsingSFTRo uploadbatchfileson page3-35.

EnablePGFENcryption | Thisenables PGP encryption on the repgadu receive from Paysafe. emder for this tobe

enabled, you must first upload your PGP public key in the merchant back offidélaBeging
keyson pagel-7 for moreinformation.

EmailDestinations Click the Add button, select a filermat (CSV, Excel, or HTML), and enter the email addres

whichthe report will be delivered.

Modifying a report schedule

To modify areport schedule:

1. Click theReportstab on anybackoffice page,andthen clickthe ScheduledReports submenurhe
ScheduledReportspageopen, showingall report schedulegyou haveconfigured.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload -I Customer Profiles | Accounts | Settings |

Activity Report  Batch Report  Chargeback History
Add || Avallable Reports
1 S = S =
@ cca alle Authorizations Dty Pewrioms Day X
Fr ohiclign . 5 .
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2. Clickonalinkinthe Scheduleolumn.TheEditSchedulevindowopens.

Definition * | CC Authorization History ﬂ
Enabled

Schedule Name * |Dai|y Authorizations |
Frequency Daily ﬂ

Period Previous Day | v]

Language Englishﬂ

Send Zero Resulis

Include Headers O

Include Double Quotes O

SFTP Delivery O

Enable PGP Encryption D

Email Destinations add

Csv J |Jordan steinberg@optimalpayments.com

Save | Cancel

3. Makeanyrequiredchangego the schedule SeeTable4-21: Scheduld&keportFieldson page4-34for
moreinformation.

4. Clickthe Savebutton.

Deleting a scheduled report

To delete ascheduled report:

1. Clickthe Reportstab on anybackoffice page,andthen clickthe ScheduledReportssubmenu.The
ScheduledReportspageopen,showingall report schedulegyouhaveconfigured.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload -I Customer Profiles | Accounts | Settings

Add | Avallable Reports
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2. Clickthe Deleteicon %i to the right of the reportschedule you wanto delete.
3. Onthe Confirmpop-up, clickthe Yesbutton.

Are you sure you want to delete the selected schedule?

Thescheduledreport is removedfrom your list and will no longerbe sentto you.
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CHAPTER 5

Overview

ChargebackHistory Reports

TheChargebacldistoryreport generatesa summaryof disputedtransactionsover a date rangeyou
choose for the merchantaccount you choosé& hereport contains variousields, including:

0]
0]

0]

A
@

Creditcard numberinvolvedin the Chargeback
Datethe Chargebackvasposted
Statusof the Chargeback

MerchanttransactionlID of the disputedtransaction

Thischaptermay documentsomefeaturesto whichyoudo not haveaccessAccess$o suchfunctionat
ity is allotted on a merchantby-merchantbasis.If youhaveany questionsgcontactyouraccountman-
ager.

Running a Chargeback History report

To run a Chargeback History report:

1. Clickthe Reportstab at the top of anybackoffice page.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload ||

Change Password Security Manage Kays Receipts Emails EmajbTemplait

English ﬂ
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2. Clickthe Chargebacldistory submenu.

Messages (0) | Account Statement | Virtual Terminal | Batch Upload |-\ Customer Profiles | Settings |

Activity Report

Batch Report Card Transactions Fee Report Scheduled Reports

Account

Account group

Start Date

End Date

Report Type

Find Account

Find Account Group Clear

* [2021-12-23 |
* [2021-12-23 |

All Retrieval Requests v

3. Completethe followingfields:

Table5-1: Chargebackistory ReportFields

Field Description
Account Selectan accountnumberfrom the drop-down list.
StartDate/EndDate | Use the calendar® selectthe daterange youwish toinvestigate.
Maximumdaterangeis1year.
ReportType From thedrop-down list, selecthe type of recordyou wantto generate areport on.Possible

recordtypesare:

» AllRetrievalRequests
AllChargebacks
AllChargebacReversals

All DisputedChargebacks

All DisputedChargebacksOpen
All DisputedChargebacksWon
All Disputed Chargebacksost
All Rapid Dispute Resolutions

e € € € € € €

4. Clickthe Downloadbutton.

5. Followthe onscreeninstructionsto savethe file to your PC.

TheChargebackKistoryreport containsthe following fields:

Table5-2: Chargebacldistory Details

Field ‘ Description
CreditCardNumber Thisis the cardnumberinvolvedin the transaction.
TransactiorDate Thisisthe Settlementdate of the originaltransactionagainstwhich a disputerecordwas

entered.

Posting Date

Thisis the date the Chargebaclacquirerpostedthe recordto the cardassociatiometwork.

CBPostingAmount

Thisis theamountof the disputerecordthat wasprocessed.

Original Transaction
Amount

Thisis the amountof the original Settlementtransaction.

Original Transaction
Currency

Thisis the currencyof the original Settlementtransaction.

TransactioriD Thisis the transactionnumberassignedo the original Settlementrequestandreturnedin
responseo the request.
Name Thisis the nameof the consumerwho initiated the original Settlementtransaction.

5-2
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Table5-2: Chargebaclistory Details(Continued)

Description

Thisis the reasoncodefor the disputerecord, suppliedby the acquiringbank.

ReasorDescription

Thisis the descriptionof the reasoncode.

ARN

Thisisthe - Olj dzxefeientEnamberthat wasenteredfor the request.

ControlNumber

Thisisthe 6 |y ¢ottrdl number,whichallowsthe acquirerto trackrecords.

Status This ighe status of thetransaction.SeeTable5-3: ChargebackistoryStatusen page5-3
for moredetails.

RecordD Thisis the uniquelDfor the record. A singleARNmay havemultiple recordsassociatedvith
it (e.g.,aChargebacknda Reversaljandeach oftheserecordshasits own, uniquelD.

MerchantTransactiorlD | Thisisthe transactionID assignedyy the merchantto the original Settlementtransaction.

Brand Thisis the cardbrand usedin the transactionthat waschargedback.

Chargeback history statuses

Thefollowingtable liststhe Statusthat couldappearin the ChargebacKistoryreport, aswell asa brief
descriptionof the casein whichit would bereturned.

Table5-3: Chargebaclistory Statuses

Status Returned forChargebacKype

Retrieval o All RetrievaRequests
Initial w FirstChargeback
w FirstReversabn a transaction
Subsequent © SubsequenReversabnatransaction
2nd CB/Prearb ® Subsequen€hargebackSeconathargebaclor pre-arbitration)
Initial - Expired o Initial Chargebackecordexpiringautomatically(after 10 daysfrom PostingDate)

2nd CB/Prearb - Expired

SecondChargeback/prarbitration expiringautomatically(after 5 daysfrom Posting
Date)

Disputed- Open

DisputedChargebackvith no resultbut no more than 45 daysafter disputing

Disputed- Lost w DisputedChargebackvith no resultbut more than 45 daysafter disputing
® LostRepresentment
Disputed- Won ® All DisputedChargebacktat havebeenreversed

Disputed- Closed

RapidDispute ResolutiorRDRis a selresolved transaction, and a refund is auto issue

Paysafe Back Office Us e rGuide
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CHAPTER 6

CustomerProfiles

Overview

ThePaysafeCustomerProfilestool allowsyouto createcustomerprofiles,whichin turn cancontain

recurring billing records that will ensure regular, troufilee payments from your customers for goods

or services you provide on a regular basis. Customer profiles are easy to set up and edit. All you have to
do is enter somebasicinformation in the CustomerProfilestool in the backoffice. SeeCreatinga cus

tomer profileon page6-6 for completedetailson creatingprofiles.

Once you set up eustomer profile with a recurring billing record, Paysafe does the rest, processing the
recurring transactions for the amount, at the frequency, and over the time period that you specify. The
Customer Profiles tool also allows you to search for customafilps to view their status and/or mad

ify them at anytime.

You can also create profiles by uploading batch files.\§#eading your transaction filen page 21
for moreinformation.

A Thischaptermaydocumentsomefeaturesto whichyoudo not haveaccessAccesso suchfunctionat
ity isallotted ona merchantby-merchantbasis.If youhaveany questionscontactyouraccountmarn-
ager.

Customer profile status

Youcanviewthe statusof a profile throughthe CustomeProfilestab. There,you candisable,suspend,
andre-enablebilling records(seeAddinga billing recordon page6-13).

Youcanalsoseethe statusof anybilling recordwhen you perform a billing recordssearch(seeSearch
ing by billing recor@n page €19).A status icon is displayed in the lefiost column of the search
results.

Rows per page 25 v " ” < Page 1 of 2 > G

Thefollowing table describedilling record statuses.
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Table6-1: BillingRecordStatuses

Meaning

Icon ‘
Activeq Thebillingrecordis active.Billingrecordscanbe enabledmanuallyon the BillingRecordspage(see
u Addinga billing recordon pages-13). OnlyActive billing records anrocessed.

Disabledc Thebilling record hasbeendisabled.A disabledbilling record will not be processedBillingrecords
canbe disabledmanuallyon the BillingRecordgage(seeAddinga billingrecordon page6-13).

Suspended; Thebilling record hasbeensuspendedA suspendedvilling record will not be processedBilling
recordscanbe suspendedour ways:
w ByError=Aninternalerror occurred.Paysafevill rectify the problemto ensurethe billingrecordis processed,
andthen will automaticallychangethe statusto Active.
» ByFailure= A standarderror occurredwhenthe billingrecordwasprocessede.g., thecreditcardusedhas
D expired).Youshouldrectify the error in the billingrecordandthen changethe statusto Active.
® ByMerchant=Usethis option to suspendhe billingrecordtemporarily,and thenreactivateit later.
» ByReturn=Whenthe billingrecordwasprocessedeither a Chargebackfor creditcards)or a Return(for Direct
Debit)occurred.Youshouldcontactthe consumertto rectify the error andthen change thestatusto Active.

SeeAddinga billingrecordon page6-13for more informationon modifyingbilling recordstatuses.

recordis scheduledo be processedandlastsfor a shorttime only. Whena billing recordhasa batchedstatus,

r- Batchedg The billing record has been batched. Typically this occurs at about midnight of the daillitige
. youcannotmodifyit. If abillingrecordpersistsn the Batchedstate,contactTechnicaBupport.

Cascading Thebilling recordfailed due to insufficientfundsandis beingretried until either it is successfubr
the billingrecordissetto astatusof Suspendedby Failure.

pendedByFailure) or Suspende®ByReturn) . TheRecurringBillingsystemappliesthesestatusesYou

Q You cannot manually change the status of a billing record to Batched, Suspended (By Etror), Sus
can,however manuallychangeDisabledand Suspendedtatusesbackto Active.

Consumer confirmation  emails

The Consumer Profiles tool can automatically send an email to your consumer on your behalf each
time a recurring transaction is processed. It includes relevant information such as younatoeg
creditcard details fothe transactionthe amountof the transaction,and atransactioniD.
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Sending confirmation  emails

To send confirmation emails:
1. Clickthe Settinggtab.

| Messages (0) | Account Statement Virtual Terminal | Batch Upload !-l Customer Profiles LGSO Settings §

Batch Report | Chargeback istory  Scheduled Reports —%
Credit Card v
Summary Lookup

Date Range 00[~| b 00| min Today / Yesterday | Last 7 Davs / Current Month | Last Month

23|v| hr 59 V| min

Account 1000052533 - Online Stores (USD) Eind Account

0 - Stephen’s CC Account (Do Not Touch) (USD)

2. Clickkthe Emailssubmenu.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload

Change Password Security

Manage Keys Receipts Emails Em3
Ity

R

English ﬂ

3. Onthe Emailspage,selectthe checkboxin the SendEmailcolumnbesidethe merchantaccount
numberfor whichyouwantto sendconfirmationemailsfor recurringtransactions.

Use the fizlds below to enable/disable Recurring Billing email transmissicn to your consumers and to specify the
From email address to use.

Send Email

From Email |stephen-bi|ling@test

4. Inthe From Email field, enter the email address from which you want the confirmation email to be
sentfor that account.

5. Repeatthis procedurefor eachaccountfor whichyouwant to sendconfirmationemails.
6. Clickthe Savebutton.
Thereare two casesdn which Paysafedoesnot senda confirmationemail:

® If youdo not completethe FromEmailfield (above),whichis the return addressenteredfor the
confirmationemail

w Ifyouleavethe Emailfield blankwhenyou createyour customerprofile (seeCreating acustomer
profile on page6-6)
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Confirmation  email templates
Paysafesendsa default confirmationemailto your consumersachtime a recurringtransactionis pro-
cessedIf youwish,you cancreateyour own emailtemplate, whichwill then be used.

To create aconfirmation email template:

1. Onthe Settingspage,clickthe EmailTemplatessubmenu.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload | Reports |

Change Password Security Manage Keys

Receipts Emails Email Templates
Ity

R

English ﬂ

2. Onthe EmailTemplategpage,clickthe Add button.

| Messages (0) | Account Statement | Virtual Terminal | Batch Upload | Reports | Customer Profi

General

Change Password Security Manage Kays Receipts Emails L2/L3 Default Values

Use this space to add or edit email tamplates for Recurring Billing. You can only have one of 2ach template type.

Welcome

HTML Welcome Welcome
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3. Complete the fields on the Add Email Template page.Tadde 62: Email Template Fields page
6-5 for details.Youcanclickthe Previewbutton to seehow the confirmationemailwill appearto
yourconsumers.

Yrpe * | welcome | You can use any of the
vaniables below in your
Format * HTMLLv) email template.
_ Appropriate values will be
Name . 8 substituted when the
email is generated.

Subject » $amount
$brand
$cardnum
$customenp
$decision
Sdescriptor
Semail
Sexpiry
Sfirstname
$lastname
$nextbillingdate
Spassword
$siteurl
S$txndate
$username

Praview Save = Cancel

4. Clickthe Savebutton.

Table6-2: EmailTemplateFields

Field Description

Type Selecta Confirmationtemplate from the drop-down list. Possiblevaluesare:
® Confirmation(Credit)
w Confirmation(Debit)
®w Welcome
Format Selecteither HTMLor Text as thdormat of youremailtemplate.
Name Thisisthe nameof this template, for your identification.
Subject Thisis the text that will appearin the Subjecffield of the emailthe consumerreceives.
TextField This is thaext for the body of theconsumer email.
Variables You can use the variables available onrilgat side of the Add Email Template windo
to automatethe text contentof youremailtemplate.

Merchant files
Paysafecan provide you with two automatedupdatesassociatedwith recurringbilling functions.

w Paysafecanprovideyouwith daily confirmationsindicatingall recurringtransactionsthat were
processedor the day. The confirmationsummarylists successfund failed transactions aswell
astransactiongthat resultedin an error. In addition, the confirmationemail hasan attachedCSV
file containingtransactioninformation. SeeConfirmationfile contentson page6-28 for details.

w Paysafecannotify you of billing recordsthat containeither an expiredcredit card or a credit card
that will expirewithin the nextthirty days.Thisnotification emailallowsyouto contactthe con
sumeraffectedin orderto rectify the problem(e.g.,getanewcreditcardnumber)beforetheir next
recurringbilling transactiorfails. SeealsoSearchindy expiredcreditcardon page 620.

Formore information on receivingthe merchantfiles, seeScheduledeportson page4-32.
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Running activity reports

You can uséhe Billing IDof a billingrecord (seeAdding abilling recordon page6-13)to run anactivity
report on recurring transactions. When you enter the Billing ID in the Merchant Trans. ID field of an
activity report, the report will return all recurringbilling transactionsfor that billing recordoverthe

daterangeyou specify.
Batch Report Chargeback History Scheduled Reports
Credit Card ﬂ
Summary Lookup

Date Range 2016-06-17 Doﬂ hr Dﬂﬂ min Today | Yeste
2016-06-17 | 23[%] hr 53[%] min

Account 1000052533 - Online Stores (USD) Find Acc
1001087120 - Stephen's CC Account (Do Not Touch) {(USD)

User name Al ﬂ//
[ 1nclude 3D SWn Results

Merchant Trans. ID 310 4/

Name For best results, include both Name

SeeGeneratingactivity reportson page4-9 for completedetailson runningactivity reports.
Creating a customer profile
Q Youcannotdeletea customerprofile onceit hasbeencreated.Youcanonlydisableit.

To create acustomer profile:

1. Clickthe CustomerProfilestab at the to of anybackoffice page.

| Messages (0) | Account Statement Virtual Terminal Batch Upload | ] Customer Profiles J|
N
Batch Report Chargeback History Scheduled Reports ~ A
Credit Card vl b
/
Summary Lookup y,
y
/
Dats Range 2016-06-17 | 00/7] hr 00[%] min 17 Teday Yesterday/ last? Davs Cu
2016-06-17 | 23[%] hr 59/%] min g
Account 1000052533 - Online Stores (USD Find Account

1001087120 - Stephen’s CC Account (Do Not Touch) (USD)

User name All v

Include 3D Secure Transaction Results
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2. Clickthe Createbutton. The CreateConsumemwindow opens.

Batch Upload | Reports I_I Accounts | Settings |

Creating a customer profile

Create | Search

Last Billed

3. Onthe CreateConsumeipage,completethe fieldsrequired,includingcontactand billing address
information. SeeTable6-3: CreateConsumeFieldson page6-8 for details.

Ret 1D
Company Name
First name

Last name
Date of birth
Languags Englich [w]
Home Phone

Mabile Phone

Email address

Billing Addrais

Address

Address (cont'd)

City |
Country
Region

Postal code

* afghanistan

—
Create

Cancel

4. Clickthe Createbutton.

Francis Smith

General Information
Ref ID 5332222
Company Name
Home Phone
Mobile Phone

Email address

S.LN.

Date of birth

Language Engluh
Status

User name

Password

1P Address

Notes

View Transactions

Process Transaction

Edit  Addresses

77 Man Street , US , 90223

Payment Methods

Billing Records

2015-05-28 14:12:29 by stepheng: This account has been updated by Support

Add CC

Add

>

Close

Paysafe Back Office Us e rGuide
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5. Theconsumerhasbeencreated,andyou canadd paymentmethods(e.g.,a credit cardnumber)
and billing records(e.g.,a scheduled recurringpaymentfor a subscriptionor service)at anytime.

0 SeeAddinganaddresson pages-9

0 SeeAddinga paymentmethodon page6-10

0 SeeAddinga billing recordon page 613

Onceyouhavecompleteda customerprofile,youcanreturn at anytime to modifyanyofitsinforma
tion. Youcannot,however modifyexistingnotes¢ youcanonlyaddfurther notes.

Create Consumer fields

Table6-3: CreateConsumerFields

Field Description

ReflD This is @onsumenDyou providefor your own referencepurposes.

CompanyName Thisisthe companythe consumeilisassociatedvith.

Token Thisisareadonly ID createdby Paysafe.
NOTETheTokenfield is not enabled when yowereateda customer profile However, itis visible
whenyoureturn to edit that record.

FirstName Enterthe first nameof the consumer.

LastName Enterthe lastnameof the consumer.

Dateof Birth Enterthe O 2 y & dz¥af dibirkh.

Language Fromthe drop-down list, selectthe languageof the correspondencéo be usedwith the con
sumer.

S.I.N. Enterthe SociallnsuranceNumberof the consumer jif CanadianTheS.I.Nwill be maskedonce
yousavethe customerprofile.

NOTETheS.I.Nfield is not enabledwhen you createda customerprofile. However,it is visible

whenyoureturn to edit that profile.

Status Fromthe drop-down list, selecta consumerstatus.Possiblevaluesare:

» Activec Theconsumelis active.

w Disabledg The consumer is disabled. If you select Disabled, you must also select a reaso
an additional dropdown list. If you select Maral as a reason, you must also provide a reas
inthe field provided.

® Initial ¢ Theconsumethas beercreated,but is not yet active.

NOTEThe Status field is not enabled when you create a customer profile. However, it is en

whenyoureturn to edit that profile. ThisStatusfield doesnot affectthe validity of the Statusfield

in the BillingRecordsectionin anyway (seeAddinga billing recordon page6-13).
HomePhone Enterthe hometelephonenumberof the consumer.
Mobile Phone Enterthe mobile phonenumberof the consumer.

EmailAddress

Enterthe emailaddressof the consumer.

Billing Address

Address

Enterthe street and numberfor the billing/shippingaddress.

| RRNBaa

Enterfurther information for the billing/shippingaddresg(e.g.,apartment#).

6-8

Paysafe:



June 2022 Adding an address

Table6-3: CreateConsumerFields(Continued)

Field Description

City Enterthe city for the billing/shippingaddress.
Country Fromthe drop-down list, selectthe country for the billing/shippingaddress.
Prow Fromthe drop-down list, selectthe province,state, or regionfor the billing/shippingaddress.

ince/State/Region

Postal/ZipCode Enterthe postalor zip codefor the billing/shippingaddress.

Monthsat Address Thisis the numberof monthsthe consumerhaslived at this address.

NOTEThisfield is visibleonly when editing a customerprofile (and not for creatinga customer
profile).

Adding an address
Oncea customerprofile is created,you canadd or edit two typesof addresses:
®w Billingaddress
® Shippingaddress

Youcanadd a shippingaddressfor example,if this addresswill be different from the billing address.

To add a Shipping Address:
1. Inthe Addressesectionof the consumeryou havecreated,clickthe Addlink.

Francis Smith

>

General Information £dit  Addresses fi
Ref ID 3332222 77 Main Street , US , 90223

Company Name

Home Phone 555-9999

Mobile Phone

Emnll addrass i) Payment Methods Add CC

S.LN.

Date of birth

Billing Records Add

2015-05-28 14:12:29 by stepheng: This account has been updsted by Support.

View Transactions | Process Transaction Close
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2. Onthe Addressegpop-up window, selectShippingfrom the Typedrop-down list and completethe
restof the fields(seeTable6-3: CreateConsumeFieldson page6-8).

Type * | shipping[ ]

Address *| |
Address (cont'd) | |
City *|

Country * | Afghanistan [+]
Region L 1

Postal code * I:I

Save Cancel

3. Clickthe Savebutton.

Adding a payment method

Once a customer profile reated, you can add or edit payment methods for the consumer. A payment
methodisthe O 2 vy & dzyféilincBrdor DirectDebitbankaccountdesignatedo be the paymentvehi

cle forthe profile. Youcan addmultiple paymentmethods for asingleconsumer. Br exampleyou

might havea credit cardand a bankaccounton recordfor the consumer,or you could havemultiple

credit cardson recordfor the sameconsumer, andise themfor different billingrecords (seéddinga
billingrecordon page6-13).
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To add a payment method:

1.

Adding a payment method

Francis Smith
14916 LTkyNDgzODe2MQ

General Information Edit Addresses

Raf ID 3352222 77 Main Street , US , 90223

Company Name

Home Phane

Mabils Phans

Email address Payment Methods
S.LN.

Date of birth

Language English

Status

Password Billing Records

1P Address

Notes

2015-05-28 14:12:29 by stepheng: This account has been updated by Support.

View Transactions  Process Transaction

Add CC
b}

Close

Inthe PaymentMethodssectionof the consumeryou havecreated,clickthe Add CClink to adda
creditcardor clickthe AddDDlinkto addaDirectDebitbankaccount.

2. Onthe PaymentMethodspage,completethe fieldsrequired (seeTable6-4: PaymentMethods

Fieldson page6-12).

Payment method Credit Card a

is] 0
Token
Set as Default Card |

I

Billing Address #* [v] 2]

Shipping Address ﬂ

Card Holder *| |

card number *| | a9

card brand * [v]
Card expiry Oﬁﬂ ! 2015ﬂ

Status Active ﬂ

Save Cancel

Paysafe Back Office Us e rGuide
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3. Clickthe Savebutton.

Payment methods fields

Field

ReflD

Table6-4: PaymentMethodsFields

Description

Thisis a paymentIDyou cansetfor your own internal referencepurposes.

BillingAddress

If you havemultiple billing addressesetfor the consumerprofile, selectone from the drop-
downlist. If thereisonlyonebillingaddressit will be selectedby default.

ShippingAddress

If you have multiple shipping addresses set for the consumer profile, select one from the
downlist. If there isonly one shippingaddressit will be selectedby default.

If PaymentType=Cred

itCard

SetasDefaultCard If you havemultiple credit card paymentmethodsconfigured this indicatesthat this cardwill
be usedby defaultwhenyoucreateabillingrecord.

CardHolder Enterthe nameof the cardholder.Thistypicallyis the sameasthe consumemamefor your
customerprofile (seeCreatinga customerprofileon page6-6).

CardBrand Selectthe cardbrandfrom the drop-down list.

CardNumber Enterthe cardnumber.Donot includeany spacesr dashes.

CardExpiry From thedrop-down lists, selectthe expirydate ofthe card.

Status This ighe statusof the credit card paymentmethod. Possiblevaluesare:

o Active
o Inactive

If PaymentType=DirectDebit

RoutingNumber Enterthe O 2 y & dzbaskialtiaig number.
If it is a Canadian bank account, this is a combination of the Transit Number and Institutig
Ifit isaU.K.bankaccountthisisthe SortCode.

BankAccountNumber | Enterthe O 2 y & dzbaSkiddauntnumber.

BankName Enterthe nameofthe O 2 y & dAYaBkNX &

AccountType This ighe type of DirectDebitbankaccount.Possiblevaluesare:

® Checking
® Loan
® Savings

AccountHolderName

Thisisthe nameof the DirectDebitbankaccountholder.

CheckNumber Enteraninitial checknumber.Paysafewill automaticallyincrementthis numberwith each
subsequentecurringpayment.However,you canmodify this valuemanuallyat anytime.
Checkrype Selectthe accounttype from the drop-down list. Possiblevaluesare:

Busines€hecking
Businest.oan
Business$aving
PersonalChecking
PersonalLoan
PersonalChecking

e € e € € €
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Toedit apaymentmethod, clickan entry in the left paneto be ableto modify the paymentmethod
fieldsin the right pane.

Adding a billing record

Oncea customerprofile is created,you canaddor edit billing recordsfor the consumerAbillingrecord
is arecurringpaymentthat you scheduleg.g.,for a monthly bill payment,usingan existingpayment
method for the consumer.Youcanhavemultiple billing recordsfor a singleconsumer.Forexample,if
you supplya variety of subscriptionserviceso a singleconsumer,you might havea billing record for
that consumeifor eachsubscriptionwith differingamountsandpaymentintervals.

To add a billing record:
1. Inthe BillingRecordssectionof the consumeryou havecreated,clickthe Addlink.

Francis Smith
P

General Information fdit  Addresses Add

Ref ID 352222 77 Man Street , US , 90223
Company Name

Home Phone 555-9999

Mobile Phone 555-8888

Email address famith@email.com Payment Methods Add CC

S.LN.
@ (CC) VI 234287 sooxx 1843
Date of birth

Billing Records _ypAdd

2015-05-28 14:12:29 by stepheng: This account has been updated by Support.

View Transactions = Process Transaction Close

Paysafe Back Office Us e rGuide 6-13
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2. Onthe BillingRecordgpage,completethe fieldsrequired (seeTable6-5: Billing Recordrieldson
page6-14).

Billing Records

D 0

Service

Keywords

Status Active [ |

Interval * ~

Start Date *|2016-06-21

End Date [ | @

Payment method * | (CC) VI 434287 xonocx 1843 >

Account * v
[N

Transaction mode ~|

Amount *p 4 \

3. Clickthe Savebutton.

Biling record fields
Table6-5: BillingRecordFields

Field Description

ReflD Thisis a billing IDyou cansetfor your own internal referencepurposes.

Service Enter a service tdesignate the billing record (e.g., monthly subscription). If you have created
vices for other billing records, this field will automplete for you when you begin completing th
field.

Keywords Enterthe keywordyou haveassociatedvith the consume, if applicable.

Status Selectthe statusof the billing recordfrom the drop-down list. Availableoptionsare:
Active

Batched

Cascading

Disabled

SuspendedByError)

SuspendedByFailure)

SuspendedByMerchant)

SuspendedByReturn)

SuspendedMandate)

SeeCustomeiprofile statuson page6-1 for moreinformation on statuses.

€ € € € € € € € €
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Table6-5: BillingRecordFields(Continued)

Field ‘ Description

Interval Selecta paymentinterval from the drop-down list. Thisspecifieshow often the recurringbilling
transactionismade.Availableoptionsare:

® 1st/15th of month

® Annually

® BiFWeekly

v Days

® Monthly

® Quarterly

© Semiannually

© Weekly

Numberof Days Enterthe numberof daysyouwant as theinterval between payments. Faxample,f you set this
to 10,the recurringbillingtransactionwould be processecveryl0days.

NOTEThisfield is only visibleif you selectDaysfor the Intervalparameterabove.

StartDate Usethe calendariconto selectthe date on whichthis recurringpaymentshouldbegin. Theresult

ingbehaviorof the recurringpaymentdependson the Intervalyouhaveset:

® 1st/15th of month ¢ Therecurringpayment willbe made onthis date and thersubsequently on
the 1stand 15th of eachmonth.

® Annuallyg Therecurringpaymentwill be madethis dayeachyear (e.g.,Septemberl5).

® BrWeeklyg Therecurringpaymentwill be made thisday of the weekeverytwo weeks(e.g,
Wednesday).

® Monthly ¢ The recurring payment will bmade this day each month (e.g, the 15th). For the
Monthly interval,you canalsoselectthe & [ daydf Y 2 vy (ciieékbox. If you selectthis check
box, the first recurringpaymentis madeon the day of themonth you specifiedbut all subse
qguentmonthly paymentswill be madeon the lastdayof eachmonth.

® Quarterlyg Therecurringpaymentwill be made onthis dayevery3 months(e.g., thel5th).

® Semiannuallyg The recurring payment will be on this day twice a year (e.g., if you select Jar
1,the secondpaymentwill be madeon Julyl).

® Weeklyg Therecurringpaymentwill be madethis dayof the weekeveryweek(e.g.,Wednesday).

EndDate Use the calendar icon to select the date at which this recurring payment will end. After the las
ment date definedhere, the billingrecordis automaticallysetto Disabled!f youdo not select an
enddate,the recurringpaymentwill continueindefinitely.

PaymentMethod | If youcreatedmorethanonepaymentmethodfor this billingrecord(seeAddinga paymentmethod
on page 610), select one from the dropown list. If you have only one payment method for this
billingrecord,it will be selectedby default.

Account If you havemultiple merchant accountsselectone from the drop-down list. If you haveonly one
merchantaccount,it will be selectedby default.

TransactiorMode | Usethe drop-down menu tospecify whethethe recurring transactioiis a debit ora creditto your
consumer.

If the paymentmethodis a creditcard:

» Performa Purchaseoperation¢ debitsyour O 2 y & dzyféiiNGrd

» Performa Paymentoperation¢ creditsyour O 2 y & dzYfesliNBrd

If the paymentmethod is Direct Debit, selectone of the following options:
w Performa Chargeoperation¢ debitsyour O 2 y & dzaskiddaaunt

w Performa Creditoperation¢ creditsyour O 2 y & dzbvaSkiddeaunt

Amount Enterthe amountof the recurringpaymentfor this billing record.

Adding notes

You can addotes when you create the customer profile, or any time after. For example, you might
include a note when you create the profile, and then add a note each time you modify the profile to
helpyourememberthe reasonfor the modification.
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To add a note:
1. Inthe BillingRecordssectionof the consumeryou havecreated,clickthe Addlink.

Francis Smith
14916 LTkyNDgzODc2MQ
General Information Edit  Addresses Add
Ref ID s3s2222 77 Main Street , US , 50223
Company Name
Home Phone 555-9999
Mobile Phone 553-8888
Email address famith@emall.com SR 5 P
S.IL.N.
RIS @ (CC) V1 434287 xxxx 1843
Language English
Status
User name
AN Billing Records Add
R @ Monthiy using (CC) VI 434267 xox 1843 for 29.99 Next Billing Date 2008-02-01
Notes e %\%l,!
2015-05-28 14:12:29 by stepheng: This account has been updated by Support =
View Transactions  Process Transaction Close

2. Inthe AddNote pop-up, enterthe text of yournote.

N

Add Cancel

3. Clickthe Addbutton.

Notes

w0

2015-05-28 14:12:29 by stepheng: This account has been updated by Support. \

View Transactions = Process Transaction \

All notesfor a consumer are displayeid the Notes window, whergiou canseethe date,the user who
enteredthe note, andthe summaryof the note.

Searching for customer profiles

Yousearchfor profiles using aariety ofcriteria:
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w BillingRecord
w Consumer

w ExpiredCreditCard
Table6-6: SearchTypes

SearchBy X ‘ ToX
BillingRecord Display customer profiles sortable by, e.g., merchartount, consumer name, payment
amount, and the date the profile was last billed. Ssmarching by billing recomh page 619 for
moredetails.
Consumer Displaycustomerprofilessortableby, e.g.,name,emailaddressand phonenumber.See

Searchindgy consumeion pages-20 for more details.

ExpiredCreditCard | Display all customer profiles containing either expired credit cards or credit cards that will €
within 30 dayssortable by, e.g., consumer name, service, and card expiry date. You can us|
search to identify consumers for whom you need to obtain a new credit card number, there
avoidingfailed transactions SeeSearchindy expied creditcardon page6-20 for more details.

Onceyou haverun a search,you candrill down on anyresultingprofile to view completedetails.

To perform asearch:
1. Clickthe CustomerProfilestab at the top of anybackoffice page.

Messages (0) | Account Statement | Virtual Terminal | Botch Upload | Reports | [NSIMBRIBMINE] | Accounts | Settings

Create | Search

lmmmmm-mm-mm

2. Clickthe Searchbutton. The Searchwindow opens.

3. Onthe Performa Searchpop-up, selecta button for a searchoption:
A ByBilling Recordsd searchfor profiles basedon billing information.
A By Consumers & searchfor profiles basedon consumer information.

A For Expired Credit Cards & searchfor profiles containing either expired credit cards or
credit cardsthat will expire within 30days
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By Billing Records '/ By Consumers '/ For Expired Credit Cards

Account(s) 1000018330 - Online Store (USD)
1000035255 - Online Store Canada (CAD)
1000052624 - Online Shop (USD)
1001087120 - Stephen's CC Account (Do Not Touch) (USD)

D

Ref ID

Next Billing

Service |
Billing Status All v
Amount I: o

Keyword | |
Payment type all [v]

Search Cancel Reset

4. Completethe fieldsin the Performa Searctwindow. Themore information you provide, the more
preciseyoursearchwill be.

Q SearcHieldsare not casesensitive.

5. Clickthe Searchbutton. Theresultswindow displaysall the profilesthat matchyour searchcrite-

ria.

Cr

Rows per page 25 v < Page 1 of 2 >
-mm—mmm-m

1000018330 Sammi Samuelso Autemotive Monthly

@ sw0 3333 1000018330 Janny Jennison ity CC 434287 xx 1843 Menthly 2533
9 1000018330 Jenny Jennison CC 434287 xx 1843 Monthly 29.99
P : 6222 1000018330 Jane Jones Cable CC 455608 xx 4513 Monthly 45.93
o 235689 1000018330 Francis Smith Subscription CC 434287 xx 1843 Monthly 29.99
@ 1 BREE22 1000018230 Erica Ericson Subscription CC 434287 xx 1843 Monthly 19.99
" 6223 1000018330 Harland Marlandson Cable CC 452713 xx 0272 Weekiy 44.99
9 33344 1000018330 Karen Kingsley Heslth DD xx §9 Monthly 22.99
@ 11269 6211 1000018330 Jane Jones CC 434287 xx 1843 Weekly 14,99
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Searching by billing record

6. Doubleclickon anyprofile to view and/or modify its details. SeeModifying customeprofileson
page6-21for moreinformation.

Francis Smith

General Information Edit

Company Name

2016-06-20 08:44:50 by stepheng: Merchant request has been addressed,

2015-05-28 14:12:29 by stepheng: This account has been updated by Support

View Transactions  Process Transaction Close

14916 LTkyND@zODc2MQ

Addresses Add
3352222 77 Main Street , US , 90223

555-9999

555-8688

fsmith@email.com

Payment Methods Add CC

@ (CC) VI 434287 xo0cx 1843

Billing Records Add

@ Monthly using (CC) V1 434287 :000x 1843 for 29.99 Next Billing Date 2008-02-01

Add

Searching by billing record

Selectthe By BillingRecordssearchoption and completethe following fields:

Table6-7: BillingRecordSearchCriteria

Field Description

Account If you havemultiple merchantaccounts selectone fromthe drop-downlist to narrowyour search.
If youdo not selectamerchantaccountthe searchwill be madeacrossall availableaccounts.

ID Thisisaread-onlybillinglDassignedy Paysafe.

ReflD This isa billing ID that you setfor your own internalreferencepurposes.

NextBilling Thisis the date on whichthis customerprofile is scheduledo be billed next.

Service If youhave Services createaspart of your customer profile criterigseeTable 65: Billing Record
Fieldson page6-14), you canselectonefrom the drop-down list to narrowyour search.

BillingStatus Selectthe statusof the profile from thedrop-down list. Available options are:

Active

Batched

Disabled
SuspendedByError)
SuspendedByFailure)
SuspendedByMerchant)
SuspendedByReturn)
SuspendedMandate)

SeeCustomeiprofile statuson page6-1 for moreinformation on statuses.

€ € € € € € € €
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Table6-7: BillingRecordSearchCriteria(Continued)

Field ‘ Description

Amount Fromthe drop-down list, selectone of the following options:
w =(equalto) ¢ selectedby default

® < (lesghan)

» >(greaterthan)

Enteranamountyouwantto searchon.

Keyword Enterthe keywordyou haveassociatedvith the consumer f applicable.

PaymentType SelectCreditCardor Direct Debitfrom the drop-down list to narrowyour search.

Searching by consumer

Selectthe By Consumersearchoption and completethe following fields:

Table6-8: ConsumelSearchCriteria

Field Description

ID Thisisareadonly consumenDassignedy Paysafe.

Ref.ID This is a consuméDyou setfor your owninternal referencepurposes.

Token Thisis aninternalidentifier assignedy Paysafeyiewableon the Generallnformation page.
CompanyName Thisis the companynamefor the consumeryou are searchindor, if youincludedone whenyou

createdthe profile.

Firstor Last Name | Enter either the first or last name of the consumer you are searching for. You can enter parti
strings as wellFor example if yo& y (i S NBttie searerdnbduliteturn 6 2 i K W2 KS/yana |
G W2{FWA (i K€

Address Enter any part of Addres=fd for the consumer you are searching for (3edble 63: Create Con
sumer Fieldsnpagesy 0 @ | 2dz OFy SYGSNJ LI NIAFE aGNAY
the search wouldNB (G dzNy O2y &adzZYSNE 6AGK SAGKSNI dal Ay

address.

EmailAddress Enterthe completeemailaddressof the consumeryou are searchingor. Thisfield doesnot
acceptpartial strings.

HomePhone Enter thehometelephone numbef the consumer you are searchigr. You can entepartial
stringsaswell.

Mobile Phone Enterthe cellphonenumberof the consumeryou are searchingor. Youcan enterpartial strings
aswell.

UserName Enterthe usernameyou haveassignedo the consumer jf applicable.

Searching by expired credit card

Selectthe For ExpiredCreditCardssearchoption from the drop-down list. Yoursearchresultswill look
likethis:
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Create | Search
Rows per page 25 v
| Jomeamo Jmero  facount fconsumer  [senice  [ravmentethod internat expinvate uastsited |
@ i3e8 6213 1000018330 Shawn Sharwoed CC 434287 xx 1842 Weakty 2016-02
Theexpiredcredit cardsearchresultshavethe followingfields:
Table6-9: ExpiredCredit CardSearchResultsFields
Field Description ‘
BillinglD Thisisaread-onlybillingIDassignedy Paysafe.
ReflD Thisis abillingIDyousetfor your own internal referencepurposes.
Account Thisis your merchantaccountnumber.
Consumer This ighe name ofthe consumer.
Service Thisisthe nameof the service setin the customerprofile (seeAddinga billingrecordon page6-13).

PaymentMethod | This showshe last4 digitsof the creditcardnumber.

Interval Thisisthe paymentinterval setfor the customerprofile (seeAddinga billing recordon page6-13).
ExpiryDate Thisis the expirydate of the creditcard.
LastBilled Thisis the lastdate at whicha recurringpaymentwasprocessed.

Modifying

customer  profiles

Oncea customerprofile hasbeencreated,you caneasilyaccesst and modify it at anytime.

0]

(0]

Youcanchangethe addressor contactinformation for a consumer.

Youcanadda paymentmethodto a customerprofile. Forexample you canadd DirectDebitto a
customemrofile that alreadyhasacreditcardsetup.

Youcanmodify an existingpaymentmethod. Forexample,you canchangea credit card expiry
date.

Youcanchangethe frequencyor amountof a recurringtransaction.Forexample ,you canchange
the amountof abillingrecordif yourown costsincrease.

You carchangethe statusof a billingrecord. Forexample,if you suspended a billingecord
becauseof a chargebaclandthen later resolvedthe situation, you canchangethe statusbackto
Activeto resumethe billingactivity.
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Modifying a customer profile

To modify a customer profile:
1. Runasearch for customeprofiles (seeSearchindor customerprofileson page6-16).

2. Clickthe link in the BillingID columnfor the record you want to modify.

Cri

Rows per page 25 |v € page1of2 >
lmmmmm-m
1000018330 Automotive Monthly 250,00
@ E&10 3333 1000018330 Janny Jennison Utility CC 434287 xx 1843 Monthly 29.99
@ 17267 1000018330 Jenny Jennison CC 434287 xx 1843 Monthly 29.99
@ 1ise 6222 1000018330 Jane Jones Cable CC 455608 xx 4513 Monthly 43.99
@ 1106 235689 1000018330 Francis Smith Subscription CC 434267 xx 1843 Monthly 29.99
@ BREE22 1000018230 Erica Ericson Subscription CC 434287 xx 1843 Monthly 19.99
9 3 6223 1000018230 Harland Marlandson Cable CC 452713 xx 0272 Weekly 44,99
@ : 33344 1000016330 Karen Kingsley Heslth DD xx §9 Monthly 22.99
9 1 6211 10000182330 Jane Jones CC 434287 xx 1843 Weekly 14,99

3. On the resulting page, click the Edit link to modify general information, or click eristing entry
in the AddressesPaymentMethods,or BillingRecordsectionsto modify the relevantinformation.

Francis Smith
1491¢ LTkyNDgzODC2MQ

General Information Edit  Addresses Add

Ref 1D 5552222 / 77 Main Street, US , 90223

Company Name

Mome Phone

Mobile Phone 333-8888
Email address famith @email.com Payment Methods vy
S.LN. [

o # birth & (CC) VI 434287 xooox 1843
ate of birt]

Language English

Status T

User name

Password Billing Records Ad
ir Airaty @ Moathly using (CC) VI 434287 so0ox 1843 for 29,95 Next Billing Date 2008-02-01

Notes Add

2016-06-20 08:44:50 by stepheng: Merchant request has been sddressed.

2015-05-28 14:12:29 by stepheng: This account has been updated by Support.

View Transactions = Process Transaction Close

0 SeeCreateConsumefieldson page6-8 for a descriptionof the generalinformation and
addresdields.

W SeePaymentmethods field®n page6-12 for a descriptionof paymentmethod fields.

w SeeBillingrecordfieldson page6-14 for a descriptionof billing recordfields.
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June 2022 Processing transactions from a customer profile
4. Afteryouarefinishedwith your changesn the pop-up for the sectionyou are modifying,clickthe
Savebutton.
Ref 10 g
First name * |Franci5 |
Last name *|Smith |
Mobile Phone
Email address |Fsmilh@emai|.com |
e /
Date of birth ]
Company Name | /
Language English ﬂ |
Status Active [ ¥] :
Save Cancel
)
Processing transactions from a customer profile

v

Youcanusea customerprofile to processa transactiorfor that customer,usingthe credit card data
stored in the profile. By using the customer profile to process a transaction, you do not have to provide
anyadditionalcustomeror cardinformation.

YoucannotprocesdDirectDebittransactiondrom a customerprofile.

To process a transaction from acustomer profile:
1. Runa search focustomer profile{seeSearching focustomerprofileson page6-16).

2. Clickthe IDlink for the profile for whichyou want to processa transaction.

Rows per page 25 v € page1of2 > Go
FY 3 1000018320 Sammi Samuslson Automotive DD xx 83 Month 230.00
9 119 3333 1 018330 Jenny Jennison Utilty CC 434287 xx 1843  Monthly 29.99
® 1 Jenny Jennison CC 434287 xx 1643 Monthly 29.99
1184 “82 Jane Jones Cable CC 455608 xx 4513 Monthly 43.99
@ L% ~ 233883 Francis Smith B CC 434287 xx 1843 Monthly 23,39
4 8RreE22 Erica Ericson Subscription CC 434287 xx 1843 Monthly 15,59
-
9 €222 10000183; Hariand Harlandson Cable CC 453713 xx 0272 Weekly 44.99
@ 1a3as 33324 1000018330 Karen Kingsley Health DD xx 83 Monthly 22.99
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3. Onthe recorddetailswindow, clickthe Processlransactiorbutton.

Francis Smith
1491¢
General Information

Ref 1D
Company Name
Mome Phone
Mobile Phone
Email address
SN,

Date of birth
Language
Status

User name
Password

1P Address

Notes

555-5333

535-8888

famith@emailco

Edit  Addresses Add

77 Maun Street , US , 90223

» Payment Methods Add CC

@ (CC) VI 434287 w00k 1843

Billing Records Add

Monthly using (CC) V1 434287 xo0ox 1843 for 29.99 Next Billing Date 2008-02-01
1 g ( P’ 3

Add

2016-06-20 08:44:50 by stepheng: Merchant request has been addressed.

2015-05-28 14:12:29 by stepheng: This account has been updated by Support.

|
View Transactions  Process Transaction [ Close

)
S

June 2022

4. Completethe fieldsin the Processlransactiorpop-up andclickthe Processutton. TheCard
Numberdrop-down will be populatedwith anycardsyou havesetup for this customerprofile.

Account

Card number

CvD

Amount

Process Transaction B

Transaction mode

Recurring indicator

Merchant Trans. ID

¥, Purchase transactions cannot be re-settled once cancelled. You will
have to process a new transaction.

# 1000052533 - Online Stores (USD) ﬂ

* Purchase [~

S E—
Si—)

Process
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5. Thetransactiondetails pageshowsthe transactionwas processedsuccessfully.

Settlement Pending

8c2aB87fa-5811-4108-8f5e~Jecldb90eads 1001087120 Stephe

Transaction processed successfully.

Consumer Information

Name FRANCIS SMITH Address

Email address STEPHEN-RB@SF.TEST Address (co
City
IP Address 172.16.10.14 State

Phone number 999-5888

Country

6. Clickthe ProcessAnother Transactiorbutton to return to the CustomerProfilestool.

1001087120 Stephen's CC Account

Process Another Transaction
Address 55 Oak Ave Vi

Address (cont'd)

City Boston ) /
State MO
Country us

Viewing recurring  transactions

With the CustomerProfilestool, onceyou haverun a searchon a customerprofile, you candrill down
onthat profile to viewprocessedransactionspverthe daterangeyou specify.Y oucanviewthe follow-
ingtransactiontypes:

® TransactiorHistory¢ viewa list oftransactionghat were processedhrough yourmerchant
account (the results are similar to what you would view in an Activity RepggeRunning activity
reportson page6-6 for details).

w BillingHistoryc view a list of recurringbilling requeststhat were successfullgent.
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To view transactions associated with a customer profile:

June 2022

1. Drilldownto the detailsscreenof a customerprofile. SeeSearching for customer profiles page

6-16for details.

2. Clickthe View Transactiondutton.

Jenny Jennison

General Information Edit  Addresses
Ref 1D 3z 55 Oak Ave , US , 21212

Company Name

L2
View Transacu'or’ﬁ Process Transaction
)

Add

Home Phone 888-9999
Mobile Phone 529-8888
Email address stephen-rbgist.test Payment Methods T
S.IN.
 birth @ (CC) VI 434287 xooxx 1843
Date of birt
Language Enghsh
Status
User name
Password Billing Records Add
1P Address & Monthly using (CC) VI 434287 xxoxx 1843 for 29.99 Next Billing Date 2011-07-06
@ Monthly using (CC) V1 434287 xoxx 1843 for 29,99 Next Billing Date 2011-06-14
Notes Add

3. Onthe ViewTransactionpage,selectyour searchcriteria:

w Fromthe SearchTypedrop-down, selectTransactiorHistoryor BillingHistory.

®  Selecta paymentmethod from the PaymentMethodsdrop-down list.

© Use theFromDate/ToDatefields to select alate range(maximuml month).

View Transactions [ %]

Search Type Transaction History % | Payment Methods (CC) VI 434287 oo 1843 +| From Date (2016-06-20 | To Date [2016-06-20 Search

T%

There are no results to display.

4. Clickthe Searctutton.

843  [v] From Date [2016-06-20 | To Date[2016-06-20 || Search
.

b results to display.

6-26
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w ForTransactiorHistory,the View Transactionpagedisplaysa list of transactionsthat
matchyoursearchcriteria.

View Transactions
Search Type Transaction History w.| Payment Methods | (CC) VI 434287 ooxx 1843 || From Date [2016-06-20 | To Date[2016-06-20_| | Search

_m-mmm—mm

06-20-2016 16 0108712 Fully Settled 22 130 RB432 JENNY JENNISON

06-20-2016 09:16:24 1001087120 Pending 223822013 RB432 JENNY JENNISON 24.95

w ForBillingHistory,the View Transactiongpagedisplaysa list of billing processeghat
matchyour searcheriteria.

View Transactions

Search Type | Billing History | Billing Records Manthly using (CC) VI 434287 [w | From Date|2016-05-01 | To Date |2016-06-01 || Search

T— N T N X
016-05-10 2016-05-09 16:34:29 16936545 Successfu

TheView Transactionpagedisplaysthe following fields:

Table6-10: Billing History SearchResults

Field Description

TransactionHistory

Date Thisisthe datethe billingtransactionwasscheduledo take place.

Account Thisis the merchantaccountfor whichthe transactionwasprocessed.

Status Thisisthe statusof the billingtransaction.

Conf.No. Thisis the confirmationnumberassignedy Paysafeo the transactionwhenit wasprocessed.

MerchantTransID | Thisisthe transactionnumberassignedy the merchantto the transactionwhenit waspro-
cessed.

Name Thisis the nameof the consumerfor whom the transactionwasprocessed.

Keywords Thisis the keywordyou haveassociatedvith the consumer jf applicable.

Amount Thisisthe amountof the billingtransaction.

BillingHistory

BillingDate Thisis the date the transactionwasprocessedhroughyour merchantaccount.

ExecutiorDate Thisisthe datethe billingrequestwasgenerated.

Conf.No. Thisis the confirmationnumberthe processorassignedo the transactionrequestand returned
inresponseo the request.

Status Thisis the statusof the billingrequest.

Description If the billing requestfailed, this providesdetailsabout the transaction.

Amount Thisisthe amountof the billingrequest.
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Confirmation  file contents

Eachrecordin the confirmationfile containsnine fields.

Confirmation  file contents

Table6-11: RecurringBilling ConfirmationFile Details

Field Name

1 ConsumetD

Data

String
Max=20

Description

ThisisaconsumerDassignedy Paysafe.

® Inthe RecurringBilling APl thisis the consumerldeturnedin the
UploadResponseV1.

o Inthe CustomerProfilestool in the merchantbackoffice, thisis
the ConsumelDonthe Generallnformationpage.

2 BillingScheduldD

String
Max=20

ThisisbillingscheduldDassignedy Paysafe.

® Inthe RecurringBillingAPI this is the billingScheduleldeturned
in the UploadResponseV1

o Inthe CustomerProfilestool in the merchantbackoffice, thisis
the BillinglDonthe BillingRecordgpage.

3 ConfirmationNumber

String
Max=20

Thisis the confirmationnumberfor the individualtransaction(e.g.,

acreditcardpurchase}hat wasprocessedy Paysafe.

® Inthe Web Services APthisis theconfirmationNumbereturned
in the ccTxnResponse\tt the ddCheckResponseV1.

® Inthe Activity Reportin the merchantbackoffice, this is the Con
firmation Numberonthe TransactiorDetailspage.

4 BillingRecordStatus

Enumeration

Thisisthe statusofthe O 2 y & dzilihdiErard.
Possiblevaluesare:

w ACTIVE

BATCH

DISABLED

SPD_ERRuspendediueto error)
SPD_FLBuspendediue to failure)
SPD_MER@uspendedy merchant)
SPD_RE(Buspendediueto areturn or chargeback)

e e e € € €

5 TransactiorBtatus

Enumeration

Thisis the statusof the transactionwhenit wasprocessedPossible

valuesare:

0 SUCCESShe transactionwasprocesseduccessfully

©» ERROR the transactioncouldnot be processede.g.,the card
type provideddid not matchthe cardnumber)

w FAILEIZ the transactionwasprocessedut failed (Thebank
returnedadeclineresponsdor the transaction)

6 TransactiorDate

dateTime

Thisis the date andtime the transactionwasprocessed.

7 TransactiomPAmount

String
Max=
999999999.99

Thisis the amountof the transactionprocessed.

8 TransactiorDescription

String
Max = 1024

If the TransactiorStatuswas ERRORYMis is text describesvhy the
transactionfailed.

9 BillingScheduleReferencdD

String
Max=40

Thisis billing schedulelD you assignedor your own internal refer-

encepurposes.

® Inthe RecurringBillingAPI this isthe merchantRefNunyou pro-
videdin the UploadRequestV1

@ Inthe CustomerProfilestool in the merchantbackoffice, this is
the ReflDon the BillingRecordsvindow.

Q TheCS\¢tonfirmationfile doesnot containa heademrow.
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CHAPTER 7

AccountStatement

Overview

On Demand statement

TheAccountStatementtool providesyou with immediate,currentinformation on your accountwith
PaysafeYouraccountis actuallysubdividedinto three sub-accounts whichyou canview at anytime:

®w CurrentAccount
Thisis the accountinto which Settlementsare madewhen your clients purchasegoods/services
from yoursite. Hereyou will alsoseesuchdebititemsas feesyou werechargedfor transaction
processing, amountiseld forrolling reserve, etceteralFor acompletelist of transaction typessee
Transactiordescriptionn page7-11. Most of your activity occursin your CurrentAccount.

W Security Account
Thisaccountshowsyou the amountheld by Paysafeasa securitydeposit,asper your agreement
with us.Youwill probablyseelittle or no activityin your SecurityAccount.

w ReserveAccount
Thisis the accountin whichwe hold your rolling reserve.Hereyou canseeall your rolling reserve
debit and credit transactionswhich are entered daily,aswell asyour rolling reservebalanceat
anygiventime.

Monthly Statement

TheAccount Statement taklso has the Monthlgtatement sukmenu. The Monthly Statememtro-
videsa monthly report (from the first to the lastday of previousmonths)on activity in your merchant
account.Eachreport includesa summaryof total sales total credits,discountfees,transactionfees,
andother monthly feesc all grouped bycardbrand. Theeport is providedn PDF formatSeeViewing
your Monthly Statementon page7-10 for instructionson downloadingthe Monthly Statement report.

A Thischaptermaydocumentsomefeaturesto whichyoudo not haveaccessAccess$o suchfunctionat
ity is allotted on a merchantby-merchantbasis.If youhaveany questionsgcontactyouraccountman-
ager.

Paysafe Back Office Us e rGuide 7-1



Account Statement

Running an Account Statement report

To view your merchant account activity:

1.

Clickthe AccountStatementtab at the top of anybackoffice page.

| Messages (0) | LECITESCICHENE | Virtual Terminal | Batch Upload [-I Customer Profiles |

Batch Fl-p7rt Chargeback History Scheduled Reports
Credit ¢ard v

Summary / Lookup
/
2016-06-20 | 23[%] hr 58[%] min

Account 1000052533 - Online Stores (USD) Eind Acco
/ 1001087120 - Stephen’s CC Account

Date Range 2016-06-20  00/¥] hr 00/%] min Today « Yesterday Last7 Days Current Mo

Clickthe On Demandsub-menu.

| Messages (0) I_I Virtual Terminal | Batch Upload | Reports | Cus

On Demand Maonthly Statement
[k -

W

0018330 - Online Store (USD) ﬂ Find Account

Account Information

Current Balance 0.00 USD Next Payment Date Friday Jun 24, 20
Security Balance 4,250.00 USD
Reserve Balance 1.70 USD

Start Date [2016-06-01 End Date (2016-06-20 Sub-Account | Current ﬂ Show Summary D Generate

Choosean accountfrom the Accountdrop-down list.

| Messages (0) |_| Virtual Terminal | Batch Upload | Reporis | Custo

Manthly Statement

1000018320 - Online Store (USD) Find Account

Account Information

Current Balance 0.00 USD MNext Payment Date Friday Jun 24, 2016
Security Balance 4,250.00 USD

Reserve Balance 1.70 USD

Start Date |2016-06-01 End Date (2016-06-20 Sub-Account | Current [ V] Show Summary O Generate

June 2022
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June 2022 Running an Account Statement report

4. Clickin the StartDateand EndDatefieldsto selecta date rangefor your accountstatement.The

maximumrangeis 12months.

Account Information

Current Balance 1,524.44 USD Next Payment Date
Security Balance 0.00 USD
Reserve Balance 0.00 USD

Start Date [:016-06-01/% | End Date [2016-06-20 | Sub-Account Current [¥] Show Summ

June 2016

Su Mo Tu We Th Fr Sa

1 2 3 4

5. Choosea sub-account(Current,Security,or Reservefrom the SubbAccountdrop-down list.

Monthly Statement
1000018320 - Online Store (USD v|  Find Account

Account Information

| Messages (0) I—] Virtual Terminal | Batch Upload | Reports | Customer Profiles

A
Current Balance 0.00 USD Next Payment Date / 4
Security Balance 4,250.00 USD >
/
Reserve Balance 1.70 USD /
= 'Y O
Start Date Sub-Account Current I\, Show Summary Generate
>

6. Selectthe ShowSummarycheckboxto displaya statementsummaryalongwith statement

details.

Account Information

Current Balance 0.00 USD MNext Payment Date
Security Balance 4,250.00 UED
Reserve Balance 1.70 USD

Start Date [ 2016-05-10 End Date | 2016-0&-20 Sub-Account | Current ﬂ Show Summary k Generate

Friday Jun 24, 2016

—
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7.

8.

June 2022

Click theGeneratebutton.

1000018330 - Online Store {USD) ﬂ Find Account

Account Information

Current Balance 0.00 USD Next Payment Date Friday Jun 24, 2016
Security Balance 4,250.00 USD
Reserve Balance 1.70 USD

Start Date 2016-05-10 End Date (2016-06-20 Sub-Account | Current ﬂ Show Summary Generate

Theresultingpagedisplaysactivity in the accountandfor the date rangeyou selected.

1 1.13

Discount Fass
Manthly Flat Faa 3 150,00

Sattlements 1 33.95

e e e I N N

08-10-2016 13:40:37 41974170 Sattiemanty
05-10-2016 13140137 41574180 Discount Fees 112 1,684,440

03-12-2016 17112140 42306500 Monthly Flat Fee 50.00 163444

05-13-2016 44315400 Manthly Flat Faa s0.00 1,584.48

08-13-2016 46924290 Monthly Flat Fee s0.00 153444

151.13 55.00

Account Statement results

TheAccountStatementresultspagedisplaysa variety of information, dependingon the type of sub-
accountyouranthe reporton.

Current Account results

Table7-1: AccountStatementResults

Field ‘ Description
Summary
Description Thisis a descriptionof the transaction.Thishelpsyou identify creditsto and debitsfrom your

account balance. For complete definitions of the entries in this columnT smesaction descrip
tionsonpage7-11.

Count Thisisthe numberof this type of transactionthat haveoccurredoverthe date rangeyou
selected Thetotal numberof transactiongsdisplayedat the bottom.

Debit/Credit This indicates the total amount debited from/credited to your account balance for each trar
tion type overthe date rangeyou selected.Thetotal debit/credit amountis displayedat the bot-
tom.

Details

Date Thisis the date andtime of the transactionlisted.
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Table7-1: AccountStatementResultgContinued)

Field ‘ Description

TransactiorNumber | ThisisatransactionlDthat helpsusto identify the transactionfor future reference.

Description Thisis a descriptionof the transaction.Thishelpsyouidentify creditsto and debitsfrom your
accountbalance.

Forcompletedefinitionsof the entriesin this column,seeTransactiordescription®n page7-11.

Debhit/Credit Thisindicatesthat the amountis debited from/credited to your accountbalance.
Balance Thisis your balanceasof the date andtime shownin the Transaction Dateolumn.
File For certaintransactiontypes,backup documentationis provided.If so,you seea download

icon §\ . SeeDownloadinga file attachmenton page7-7 for moreinformation.

Q You can download your Current Account information.[Z®enloading account informatioon page
{77

Security Account results

Theresultspagefor the SecurityAccountdoesnot havea Summarysection.
TheDetailssectionhasthe samefieldsasfor the resultspagefor the CurrentAccount.

Reserve Account results

The results page for the Reserve Account does not have a Summary section. However, it does have a
Reserve Bucketsection, which displays the monthly totals held in rolling reserve for your merchant
account.

Start Date [ 2016-01-01 End Date |2016-06-20 Sub-Account Reserve | W

.,--"/
.,--""_'-F
.,-/
.,--""_'-F
.
CET
JAN f 2015 70.45
DEC / 2015 50.45
MAY J 2015 71.77

TheDetailssectionhasthe samefieldsasfor the resultspagefor the CurrentAccount.

Viewing transaction  details

When you run an Accour8tatement report, in the Details section there are entries in the Debit and
Creditcolumnsthat you candrill down onto viewdetails.
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To view transaction details:

1. RunanAccountStatementreport on the accountand sub-accountof your choice(seeRunningan
AccountStatementreporton page7-2).

2. Inthe Detailssectionof the accountdetailspage,clickthe link in the Debitor Creditcolumnof the
item for whichyouwantto viewdetails.

Manthly Fiat Faa 4 200.00

Sattlamants b E 430.43
Trampaction Fees \ 18 2.43

\ 21115 430,49

m_mnmn

01-08-2016 14:08:23 23273940 Settlemants 311.60

01-08-2016 14:08:23 17N Dissount Fees 1.307.63

02-09-2016 16:06:26 33401620 attlamants 25.00 1,542,632

3. Theresultingpagecontainsa TransactiorDetailssection.

1001087120 - Stephen's CC Account v
Account Information

Current Balance 1,934.44 USD  Next Payment Date
Security Balance 0,00 USD

Reserve Balance 0,00 USD

Start Oate [2016-01-01 | End Date [2016:05-20 | Sub-Accoumt Current W Show Summary [¥] | Generate

Rows per page 25 v

e Y S TS N TN =)

1 Credit x

VI Credit sxxs 1842 56.00

Cradit oo 1044 48.50

JANE JONES

Vi Credit xoes 3

TheTransactiorDetailssectionmay displaythe following fields, dependingon the transaction
type:

Table7-2: TransactiorDetailsFields

Field Description

Date Thisis the date the transactionwasprocessed.

BatchlD Forcredit cardtransactionsthis identifiesthe batchin whichthe transactionwasprocessed.
TxnID Thisis the ID Paysafeassignedo the transaction.

Merch.TxnID Thisis the ID the merchantassignedo the transaction.

Name Thisis the name ofhe consumer.

CardDetails Forcredit cardtransactionsthis is the cardbrand andthe lastfour digits of the cardnumber.
Amount Thisis the amountof the transaction.

Paysafe:
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Downloading ~ account information

Downloading  your Account Statement

Downloading

account

information

Youcandownloadyour AccountStatementreport in either CS\or PDFormat. Thedownloadedfile will

containexactlythe sameinformationasisdisplayedon screen.

To download your Account Statement report:

1. Selectthe parametersfor your AccountStatementreport, with or without the summary(seeRun

ningan AccountStatementreporton page7-2).

2. Click theGeneratebutton if youwant to viewthe report resultsbefore you downloadit.

10000183320 - Online Store (USD)

(]

Find Account

0.00 USD Next Payment Date

Account Information

Current Balance
Security Balance 4,250.00 USD

Reserve Balance 1.70 USD

Sub-Account | Current | %] Show Summary

Start Date [2016-05-10 End Date |2016-06-20

\

\

\

Generate

3. Clickthe Downloadbutton.

1001087120 - Stephan's CC Aszeunt

Account Information

Current Balance

Security Balance

Reserve Balance

Start Date [2016-01-01 | End Date [2016-08-20 |

& pownload
o

Download Statement .

Select statement download format.

Cancel

Download

)

5. Clickthe Downloadbutton and browseto your preferredlocationto savethe file.

Downloading a file attachment

ForsomeAccountStatemententries, you will notice a downloadiconin the far right columnof the
Detailssection.If this occurs,you candownloada CS\ile containingdetailsaboutthat entry.

Paysafe Back Office Us e rGuide
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Viewing

To download afile attachment:
1. RunanAccountStatementreport. SeeRunningan AccountStatementreporton page7-2 for details.
2. Inthe detailssectionof the report, clickthe downloadicon in the Filecolumn.

I Y S I
Chargaback Faa 1 6.01

3. Browseto your preferred locationto savethe file.

your credit ratio

According to Visa regulations, merchants in certain industries are not permitted to have a monthly Visa
CreditRatio(i.e., aCreditsto-Settlementgatio) that exceeds5.00% (Forexample,if youhad 100 Set
tlementsand 3 Creditson Visafor agivenmonth, your VisaCreditRatiowould be 3.00%.)n light of this
regulationand for merchantsaffected, PaysafeevaluateseachCreditissuedagainsta Settlementon a
Visacardbeforethat Creditis processedCreditsare processedn chronologicabrder, from older to
newer,soanypreviouslyexistingCreditswith the statusof Pendingare evaluatedand processedefore

new Credits.

At the beginningof eachmonth, your VisaCreditRatiois resetto 0.00% Duringthe dailytransaction

clearing process, this ratio is then recalculated for each Credit attempt, using the count of your monthly
VisaCreditsdividedby the countof your monthly VisaSettlementsIf a Creditcauseghe calculated

ratio to exceeds.00%thenthe followingoccurs:

© TheCreditthat causedhe ratio to exceeds.00%s setto Pendingasare all other Creditsfrom that
daythat havenot yet beenprocessed.

® YourVisaCreditRatiois set backto the valuejust prior to calculatingthe Creditthat causedhat
ratio to exceedthe 5.00%imit.

®  All Creditswith the statusof Pendingare then assesseduringthe nextR | &r@n&actionclearing
process.

PendingCreditsolderthan 7 calendardaysare giventhe statusDeclinedY oumustresubmitsucha
Creditif youwant to processt.

If a Creditdoesnot causethe VisaCreditRatioto exceed5.00%then the followingoccurs:
© TheCreditis processed.
® TheVisaCreditRatiois recalculatedto includethis successfuCredit.

® The next Credit in thdaily transaction clearing process is assessed using this newly calculated Visa
CreditRatio.
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To view your Visa Credit Ratio:

1. Openthe AccountStatementtool and selecta merchantaccount.SeeRunningan AccountState
mentreporton page7-2 for details.

2. If the merchantaccountis subjectto this regulation,then the VisaCreditRatiois displayedin the
Accountinformationsection.

L Maeld Pagaeand Date
¥ Visa Credit Ratio Sep 11 100.00 %

Settlement Count: 4 / Credit Count: 4

Youcanalsodetermineyour VisaCreditRatiofor a givenmonth by runningan activity report for that
month, and calculatingthe ratio of completedCreditsto completedSettlementsfor the Visa card
brand.SeeActivityreportson page4-9 for more information.

Viewing your next payment date

Merchantsare paid accordingto the paymentschedulesetup in their merchantagreementwith Pay
safe.Consequentlythe date of your next paymentdependson that payment schedule.

You can use the Account Statement tool to view your Next Payment Date. The date displayed there is
the datethat the Paysafesystemwill nextinitiate your paymentcalculationprocessif youaresetup to

be paidby EFT, yowill receiveyour paymentwithin 1 business dapf the NextPayment Datelf you

areset up tobe paid by BAC8& Wire, you willreceiveyour paymentwithin 2¢10 business dayaf the
NextPaymentDate,dependingon the bankingrelationshipsnvolved.

Yourpaymentfrom Paysafedependson severalvariables,includingyour merchantaccount
A balance. As such, the Next Payment Date does not guarantee that you will receive a payment.
It indicatesonly that the paymentprocesscalculationwill be initiated on that day.
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To view your next payment date:
1. Openthe Account Statementool (seeRunningan AccountStatementreporton page7-2).
2. Selectamerchantaccountfrom the Accountdrop-down list.

3. TheNextPaymentDatefield isdisplayedo the right of the CurrentBalancdield (whichis your Cur
rent Accountbalance).

| Messages (0) I_I Virtual Terminal | Batch Upload | Reports | Customu

Maonthly Statement

1000018330 - Online Store {USD) ﬂ Find Account
Account Information

Current Balance 0.00 USD Next Payment Date Friday Jun 24, 2016
Security Balance 4,250.00 USD

Reserve Balance 1.70 USD

Start Date | 2016-06-01 End Date (2016-06-20 Sub-Account | Current ﬂ Show Summary D Generate

Thisfield displaysthe date you are due for your next paymentfrom Paysafe.

Viewing your Monthly Statement

To view your Monthly Statement:
1. Clickthe AccountStatementtab at the top of anybackoffice page.

essages (0 Account Statement al Te 2 Ba pload omer Pro
Batch Repgrt Chargeback Mistory Scheduled Reports
/
Credit /Qa'c |
Summary / Lookup
//v
Date Range / 2016-06-20 | 00/%] hr 00/%] min Today / Yesterday 2

2016-06-20 | 23[V] hr 59[%] min

Account 1000052533 - Online Stores (USD) Eind Account
[ 1001087120 - Stephen’s CC Account

2. Clickthe Monthly Statementsub-menu.

| Messages (0) I_I Virtual Terminal | Batch Upload | Reports | Custon

Monthly_Statement
by -

IDCIUDIBESD\-_‘é)nhnE Store (U

[+]| Find Account
Account Information

Current Balance USD Next Payment Date Friday Jun 24, 2016
Security Balance 4,250.00 USD

Reserve Balance 1.70 USD

Start Date (2016-06-01 End Date |2016-06-20 Sub-Account | Current | v Show Summary D Generate
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3. Selecta merchantaccountfrom the Accountdrop-down list.

| Messages (0) I_I Virtual Terminal | Batch Upload | Reports | Customer P

On Demand

We recommend that you download and save your Monthly Statements.
Mote that if your merchant agreement has changed mid-month, you may have to download mare than one statement for the accou

Account 1000018330 - Online Store (USD) —\Eé Eind
Account
Honih 2016-05 v |

Download Statement

4. Clickthe DownloadStatementbutton and browseto your preferredlocationto savethe file.

| Messages (0) I_I Virtual Terminal | Batch Upload | Reports | Customer P

On Demand

We recommend that you download and save your Monthly Statements.
Mote that if your merchant agreement has changed mid-month, you may have to download mare than one statement for the accou

Account 1000018330 - Online Store (USD) [v] Find
Account
Honih 2016-05 v |

Download Statement -

If there are no monthly statementfor the accountand month you select,this will be displayedto
youonthe Monthly Statementpage.

| Messages (0) I_I Virtual Terminal | Batch Upload | Reports | Customer P

On Demand

We recommend that you download and save your Monthly Statements.
Mote that if your merchant agreement has changed mid-month, you may have to download mare than one statement for the accou

Account 1001087120 - Stephen's CC Account (Do Not Touch) (USD)[v] Find
Account
Month 2014-05C2]

There are no statements to download. <

Transaction  descriptions

In the Description column on the Details page, many transaction types are listed. The description pro
vided there will be clear and sedikplanatory. Consult the following table for an alphabetical list of the
mostcommonlyoccurringtransactiontypesandadescriptionof each.
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Table7-3: TransactiorDescriptions

TransactionName Credit Card/ Debit/ Description
DirectDebit Credit

ACHDebit DD Credit Thisis a creditfrom the Y § N K bagkéc@afintinto the
Y S N K Cuyfent@dcécount.

ACHDebitReversal DD Debit Thisis a debit from the Y S N K Cuyféht@cécountasa
NsadzZ o 2F | FFEFAESR !'/ 1 58S,
account.

ACHFee DD Debit Thisis the fee that is chargedor the ACHSenttransaction.

ACHreeReversal DD Credit This is a reversal of the ACH Fee, when an ACH Sent #8

tion isnot completed.

ACHReturnFee DD Debit Thisis the fee that is chargedwhenthe ACHSenttransac
tion isrejectedat the bank.

ACHSent DD Debit Thisis the paymentmadefrom the Y’ § N K EuyfénQ &
Accountto the Y S NI K bhagkéacoéint.

ACHSentReversal DD Credit Thisis the reversalof the ACHSenttransaction,dueto
rejectionbythe bank.

AdjustedDiscount Fees| CC Debit These are the daily discount fees charged to your Curren
Accountfor Settlementtransactionghat are subjectto Mid-
Qualifiedor Non-Qualifiedrates. It isusuallya percentage

of the transactionamount.

AdjustedTransaction CcC Debit Theseare dailytransactionfees chargedo your Current

Fees Account for transactions that are subjectMid-Qualified
or Non-Qualifiedrates.

APH-ee Debit This is a Visa Acquirer Processing Fee, levied on each a
rizationacquiredin the U.S.

BAC®ebit Credit Thisis a creditfrom the Y’ S N K bagkéc@odintinto the
Y S N K CuyféntAccount.

BACPebitReversal Debit Thisis a debit from the Y S NI K Cuyfént@érountasa
result of afailed BAC®ebitfrom theY S NI Klihagkl Q a
account.

BAC%ee Debit Thisisthe fee that ischargedfor the BACSenttransaction.

BAC%eeReversal Credit Thisis areversalof the BAC%ee,whena BACSent
transactionisnot completed.

BACSent Debit Thisis the paymentmadefrom the Y § NI K CuyféntQ &
Accountto the Y S NI K hagkacoéint.

BACSentReversal Credit Thisis the reversalof the BACSenttransaction,dueto
rejectionbythe bank.

BankDebitMonthly Flat | DD Credit Thisisacreditto the Y § N K Cuyfdht@ctountfrom their

Fee bankaccountin orderto coverthe Monthly FlatFee.

Bank Debitvionthly DD Credit Thisisacreditto the Y S NI K Cuyfdht@ctountirom their

Minimum bankaccountin orderto coverthe Monthly Minimum.

Bank Debit Monthly DD Credit Thisisacreditto the Y § N K Cuyfdht@ctountfrom their

Minimum DiscountFee bank account in order taover the Monthly Minimum Dis
countFee.
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Table7-3: TransactiorDescriptiongContinued)

TransactionrName Credit Card/ Debit/ Description

Direct Debit Credit

CCPayment CcC Debit This is a credit made from you Current Account tme
ddzySNRa ONBRAG OFNR® ¢KS
different from the standard Credit transaction in that it is
not associatedvith a previouslyexistingauthorization.

Chargebackee CcC Debhit Theseare Chargebackeesthat are chargedto you, based
on Chargebackebitsin your CurrentAccount.
Chargebacks CcC Credit/ This is an entry for Chargebacks, resulting in a debit to y
Debit CurrentAccount,or acreditto your CurrentAccountwhena
Chargebaclsreversed.
ConsolidatedPayment | Credit Credit/ Thisis a consolidationof funds betweera masterCurrent
From/To Debit Accountandits childrenCurrentAccountsn order to facil-

tate paymentsfrom the masterCurrentAccountto the mer-
O K I Yankaécount.

Credits CC/DD Debit Thisis arefund madefrom your CurrentAccountbackto a
O 2 y & darelincRrdor bankaccount.

CreditAdjustment CC Credit This is an adjustment to your balance for a Credit rever:
(The Credit would havereviously have been recorded as
Debit.)

CreditRejection DD Debit Thisis a failure of the BankDebitMonthly FlatFeetransac
tion.

CreditRejectionFee Debit Thisis a fee chargedfor the CreditRejectiontransaction.

CreditReturns DD Credit Thisis the reversalof a Credittransactionto a consumer,

resultingin acreditto your CurrentAccount.

CurrentAccount CC/DD Credit Thisis atransferto your SecurityAccountor your Reserve
Accountfrom your CurrentAccount

DiscountFees CC/DD Debit A Discount Fee is the amount charged to a merchant by
acquiring bank for processing an online transactitis
usuallyapercentageof the transactionamount.

Duesand Assessments | CC Debit This is a febased on gercentageof your totalsettlement

Fee amount,passednbythe cardassociations.

EFTDebit DD Debit Thisis a creditfrom the Y’ S NI K bagkac@aintinto the
Y S NI K Cuyféni@eécount.

EFTDebitReversal DD Credit Thisis a debit from the Y S NI K Cuyfént@écountasa
NsadzZ a4 2% F FLFAfSR 9C¢ 58S
account.

EFTFee DD Debit Thisisthe feethat ischargedor the EFTSenttransaction.

EFTFeeReversal DD Credit Thisisareversabfthe EFTFee whena EFTSenttransac
tion isnot completed.

EFTSent DD Debit Thisis the paymentmadefrom the Y S N K CuyféhtQ &
Accountto the Y’ § N K bagkéacoant.

EFTSentReversal DD Credit This is the reversal of the EFT Sent transaction, due to-re
tion by the bank.

FailedWire ReturnFee Debit This is dee chargedo the merchant as resultof a failed

Wire Senttransactiondueto rejectionat the bank.
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Table7-3: TransactiorDescriptiongContinued)

Credit Card/
DirectDebit

Debit/
Credit

Description

Monthly FeeCredit

GSTXX.X%0) CC/DD Debit ThisisGSTCanadiariederalsalesax)chargedontaxable

[Regkxxxxk fees, wherexx.x®6 is the rate andxkxxxxs the GST regis
tration number.

HST(xx.x¥0) CC/DD Debit This is HST (Canadian harmonigates tax) charged on

[Reg&kxxxxx taxablefees,wherexx.xx%sthe rate and#xxxxxisthe HST
registrationnumber.

Interchange Fee cC Debit AnlInterchangereeisthe costchargedto amerchantby the
acquiring bank for a transaction. This cost varies accorc
to the cardprogram.

International cC Debit Thisis a debit assessedby acquirerswhena credit cardis

Assessment used from a country other than the country where the me
chantaccountisacquired.

LostRepresentments | CC Debit ¢CKAAd Ad | AGRSoAlGE 2T nonn
ingafailedattempt to disputea Chargeback.

Misuseof Authorization | CC Debit This is a fee applied to Visa authorizations that are not

Fee either settledor reversedwithin certaintime framesspeci
fied by Visa.

Monthly FlatFee CC/DD Debit Thisis a monthly feechargedfor the merchantaccount.

Monthly Minimum CC/DD Debit Thisis a fee chargedto the merchantaccountasa result of
not processinghe monthly minimum establishedor the
account.

Monthly Minimum Dis Debit Thisis a fee chargedto the merchantaccountasa result of

countFee not processinghe monthly minimum establishedor the
account.

NABUFee cC Debit This isa MasterCardNetwork AccesB8rand Usagé&ee, lev
iedoneachauthorizationacquiredinthe U.S.

OverdrafteFTFunding | DD Credit Thisis acreditto your CurrentAccountfrom your bank
account, made to offset an overdraft balance in your
CurrentAccount,shouldoneoccur.

Payment Debit cc Credit Thisis a credit from the Y’ S N K bagkéc@odintinto the
Y S N K CuyféntAccount.

PaymentDebitReversal | CC Debit Thisis a debitfrom the Y § N K Euyféntddcounasa
resultof afailed PaymentDebitfrom the Y S NJO K bagki |
account.

Payment~eeReversal cC Credit This is a reversal of the Payment Fee, when a Payment ¢
transactionisnot completed.

PaymentSent cc Debit Thisis the paymentmadefrom the Y S NI K CuyféhtQ &
Accountto the Y S NI K bhagkacoant.

PaymentSentReversal | CC Credit This is the reversalf the Payment Sentransaction,dueto
rejectionbythe bank.

PCINon-Compliance cc Debit Thisisafeechargedo the Y § NI K dcgbiin@saresultof

Monthly Fee not beingPCICompliant.

PCI NorCompliance cC Credit Thisis areversalof the PCINon-ComplianceMonthly Fee.
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Table7-3: TransactiorDescriptiongContinued)

Credit Card/
Direct Debit

Debit/
Credit

Description

Presentments DD Credit ThisisatransferfromyourO dza (i 2 bartkaeEpéntto your
merchantaccount.

ProcessingntegrityFee | CC Debhit Thisis afee appliedto MasterCardcauthorizationsthat are
not either settled or reversed within certain time frames
specifiedby MasterCard.

Rapid Dispute Resoluti{ CC Debit wkLAR 5Aa8LJziS wSaztdziazy
RESOLVE solution, also part the Chargeback Dispute
Resolution Network. Merchants who are enrolled for this
service provide Verifi with a set of rules regarding the typ
of disputes they would alays prefer to accept and refund

Rapid Dispute Resolutii CC Debit Theseare RDR Handling fe@at are chargedto you to

Handling Fee manage the RDR entries registered for your account.

Rapid Dispute Resolutii CC Debit These are RDReseller fee that are charged to you, if you

Reseller Fee are registered with Paysafe RDR processing model

QST(XX.x*¥0) CC/DD Debit ThisisQSTQuebe@rovincialsaledax)chargedntaxable

[Reg#kxxxxk fees, wherexx.xx%s the rate andixxxxxxs the QST regis
tration number.

Representments DD Credit Thisisa creditto your CurrentAccountresultingfrom a
DirectDebitReturntransactionbeingreversed.

RepresentmenfFees DD Debit For DirectDebit, this isan entry for aRepresentmentrans-
action,resultingin adebit to your CurrentAccount.

ReserveAccount CC/DD Debit or Inyour CurrentAccount thisis either:

Credit ® Atransferto your ReserveéAccountfrom your Current
Account, whichis a debit
w A transfer fromyour Reserve Account to your Current
Accountwhichisacredit

RetrievalRequests ccC Debit ¢tKAAd A& F GaRSoAGE 2F nonn
ing the entry of a retrieval request, which is a request for
informationaboutacardK 2 f Rrarsae@on.

RetrievalRequest Fee | CC Debit This is the fee charged to your Current Account for a
RetrievaRequestransaction.

Returns DD Debit For Direct Debit, this Bnentry fora failed Presentment
transaction,resultingin a debit to your CurrentAccount.

ReturnFees CC/DD Debit For DirectDebits, thesarefees chargedo the merchant
for failed Presentmentransactions

Reversals CC Credit Thisis an entry for a Reversabf a previousChargeback,
resultingin a creditto the CurrentAccount.

ReversaFees CcC Debit These ardReversafeesthat are chargedto the merchant,
basedon Reversatreditsin the CurrentAccount.

SecurityAccount CC/DD Debit or Inyour CurrentAccount thisis either:

Credit w Atransferto your Security Accourfrom your Current
Account, whichis a debit
w Atransferfrom your SecurityAccountto your Current
Accountwhichisacredit
Settlements CcC Credit Theseare daily Settlementsmadeto your CurrentAccount.
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Settlements CcC Debit This is an adjustment to your balance for a Settlement

Adjustment reversal. (The Settlement would previously have been
recordedasa Credit.)

Tax kKx.x¥0) CC/DD Debit Thisis a tax chargedn taxablefees,where xx.xx%s the

[Reg#kxxxxk rate and#xxxxxxisthe taxregistrationnumber.

TransactiorFees CC/DD Dehit Theseare dailytransactionfeeschargedto your Current
Accountfor varioustransactiontypes

WireFees CC/DD Debit Thesearewire feesdeductedfor the wiring of fundsto you.

7-16

Paysafe:




June 2022

TransactionrName

Transaction descriptions

Table7-3: TransactiorDescriptiongContinued)

Credit Card/
DirectDebit

Debit/
Credit

Description

Wire FeeReversal CC/DD Credit Thisisa reversal ofthe Wire Fees debit.

Wire Sent CC/DD Debit Thisis the paymentmadefrom the Y’ S NI K CuyféhiQ &
Accountto the Y’ S NJO K bbagkacCoant.

Wire SentReversal CC/DD Credit Thisis thereversalof the Wire Sent transactiongdueto
rejectionbythe bank.

WonRepresentments | CC Credit Thisis acreditto your CurrentAccount as resultof asuc

cessfuldisputeof a Chargeback.

) Some adjustments have an attachment providing more information included in the File column of the
' AccountDetailspage.
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APPENDIX A

Direct PaymentResponseCodes

Responding to an error message

This is only a partial list of possible response codes, though it does cover those you are most likely to
Q encounterForacompletdlist of responseodesseeour errortroubleshootingdocumentation availe
ble from the Helpsectionin the merchantbackoffice.

Onoccasionyou mayencounteran error while usingthe Paysafdransactionprocessingervice.ln
order todetermine thenature of the error, you canrun areport, using the backffice reportingtools,
anddrill downto the TransactiorDetailpageto seethe detailsof the transaction.

Everytransactionerror ~ Sometransactionerrors
hasan Error Code. have a SubError Code.

Purchase Failed Error Code 3008 / Sub Error Code 0
111347610 1000018330 Online Store

You submitted a card type for which the merchant account is not configured.

You attempted & transaction with a credit card type for which your account is not confi
submitted a transaction for American Express. Validate the transaction request, ensurir
want to add new card types to your account.

red. For example, you may be
that an scceptable card type i

Consumer Information

Inthis screenyou canlocate theresponsecode, whichis probably one ofhosein TableA-1: Response
Codes andescription®n pageA-1, and a subresponsecode,if applicable Thetable containseach
response codanda description.A more thoroughdescriptionof eacherror is providedbelowthe
table, andg moreimportantly ¢ you will findhints on what youcando to avoid themin the future.

Response codes

TableA-1: Response&Codesand Descriptions

ResponseCode ‘ Description

Error2 No responsefrom processwithin timeout settings.Pleasedo a TransactiorLookupto determinethe
transactionstatus.

Error3 Payment service is currently restarting. Retry later. If the problem persists, please contact Technic
port.

Error32 Request noaiccepted.
Please verifyequestparameters.

Error34 Authorizationrefused.

Error58 InvalidCVDvalue.

Please verifyequestparameters.

Error91 Invalidpaymentinformation. Pleaseverify requestparameters.
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TableA-1: ResponseCodesand DescriptiongContinued)

Response&Code ‘ Description

Error93 Invalidcardtype. Pleaseverify requestparameters.

June 2022

Error117/119/121 | Couldnot assignzip/email/merchantTxn.
Pleaseverifyrequestparameters.

Errorl78 Transactioralreadyfully settled.
Error209 Payment brand not in storkst.
Error212 Authorizationrefused¢ AVSdid not match.

atthe issuingbank.

Important: Do not retry this transactionbefore verifyingthat the zip codematchesthe zip codeon file

Error221 Authorizationfailed.
Error321 Not authorized to makeequest.Pleaseverify requestparameters.
Error334 Creditrefusedbecausecredit card did not passnegativedatabasecheck.
Error345 Requestectredit exceedsemainingfundssettled.
Error348 No settledfundsavailablefor credit.

Error 2

No responsefrom processwithin timeout settings.Pleasedo a TransactiorLookupto determinethe

transactionstatus.

Cause

After the transactionwassentto the transactionprocessorno responsewasreceived,becausehe

transactionwasneverprocessedTheclearingnetwork couldbe down.

Resolution

Youmustcompletea Transactioh.ookuptransactionto determinethe statusof the initial transaction.

Error 3

Paymentserviceis currently restarting.Retrylater. If the problempersists pleasecontact Technical

Support.

Cause

ThetransactionLINE O S gateRapdbéessconnectingto a clearinghouseis temporarilydown, prob-

ablydueto arestartbecauseof connectivityproblemswith the clearinghouse.

Resolution

Retrythe transactionafter the restart.

Error 32

Request noaiccepted Pleaseverify requestparameters.

A-2
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Responding to an error message

Cause

This error occurs if the transaction request was not properly formattede of the required parame
tersismissingor is not enteredcorrectly.

Resolution

Verify that allrequired parameters are included in the transaction request, and that they are entered
correctly.

Error 34

Authorization refused.

This is a common error message returned by the transaction processor, but it originates from the bank,
stating that thistransaction was declined. Subsponse codes associated with this error provide fur
ther detailson why it occurred.

Sub-response code 1005

Cause

© Thereis a bankpolicyregardingonline transactions Forexample,somebanksregardInternet
transactionsasa K AN Kandrbayhavea policyagainsthem.

® Thereis a banksecuritypolicythat hasdeclinedthe transactionbasedon a presetanti-fraud algo-
rithm.

Resolution

Due to one or more of the causes mentioned above, tfz@asaction was declined. This is not an error
or failure on the part of the transaction processor, but rather a bank policy issue that has declined the
transaction.Thereisno actionto take on your part.

Sub-response code 1007

Cause

Thiserror occurswhen a credit card associatedvith the transactionmatchesan entry in the negative
databasewhichis usedto protect merchantsfrom fraudulenttransactions.Thisdatabasecontains
fraudulentandhistoricallyproblematiccardnumbers.

Resolution

Since the credit card number used in the failed transaction is in our database of fraudulent cards, there
is no further action to take. If more information is required, contact the Paysafe Risk Management
department.

Sub-response code 4000

Cause

Thetransactionwasdeclinedby the RiskManagementteam, in order to avert potentially fraudulent
transactions.
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Resolution

Thereis no resolutionfor transactionsdeclinedby RiskManagement.

Error 58

InvalidCVDvalue. Pleasgerify requestparameters.

Cause

Thiserror occurswhenaninvalidvalueis includedfor the cvdValugparameterfor a transactionrequest.
Validvaluesmustbe 3 or 4 digitsonly. If alphabeticakcharactersno charactersfewer than 3 characters,
or morethan 4 charactersare submittedfor this parameter,error 58isreturned.

Resolution

Verifythat the correctvaluesare suppliedwith the transaction,andresendit.

Error 91

Invalidpaymentinformation. Pleaseverify requestparameters.

Cause

This response code is returned when an invalid credit card number or expiry date is used for the trans
action.Forexample somedigits were mistypedor omitted altogether,or a Visacard wasselected but
aMasterCarchumberwassuppliedwith it.

Resolution

Retrythe transaction,ensuringthat the credit card numberand expirydate usedare valid.

Error 93

Invalidcardtype. Pleaseverify requestparameters.

Cause

Thisresponsecodeis returned when a transactionis attempted with a cardtype that is not supported.

Resolution

Verify the card type, ensurintpat it is one wesupport.

Error 117/119/121

Couldnot assigrzip/email/merchantTxnPleaseverify requestparameters.

Cause

A transaction was attempted with the wrong data type entered for the zip, email, and/or merchantTxn
parameters.

Resolution

Validate the transaction request, ensuring that the correct dataupplied for these parameters before
the transactionissent.
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Responding to an error message

Error 178

Transactioralreadyfully settled.

Cause

Themerchantattemptedto Settlean amountagainstan Authorizationthat hasalreadybeenfully set-
tled.

Resolution

Themerchantshouldverify that the Authorizationthey aretrying to Settleagainstis the correctone,
and retry the transaction. If it was the correct Authorization, no further action is possible, since there is
no moneyleft to Settleagainstit.

Error 209

Paymentbrandnot in storelist.

Cause

Thetransactionrequestwassentwith a credit cardtype for whichthe accountis not configured.

Resolution

Validatethe transactionrequest,ensuringthat an acceptablecardtype isincludedin it. Contactyour
accountmanagelif youwantto addnew cardtypesto youraccount.

Error 212

Authorizationrefusedc¢ AVS did nomatch.

Sub-response code 1000

Cause

Thiserror occurswhen AVSfails on a transaction,but the transactionwould otherwisehavebeensuc
cessful.

Forexample,a personmight be usinga corporatecredit card,whichhasthe O 2 N1.J2 Ndddres® y Q a
information registered with the issuing bank, while entering their own address information at your site.
However the zip code, for example,in the cardK 2 f Rn$aiNdgaddressmust be the sameasthe zip
codeenteredin the correspondindield for the transaction.In this casethey would not be identical,
resultingin this error.

Resolution

Ensurethat the zip codeenteredfor the transactionis the samezip codethat the issuingbankhasin
the mailingaddressof the cardholder. Retrythe transaction.
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When error212occurs the transactionamount is reserven thecreditcard (i.e., it isnow
consideredunavailablefor any other transaction),eventhough the transactionitself fails.
Typically, the issuing bank (Visa or MasterCard) reserves that amount {@rdays. If, for

A example, you retried a $100 transaction five times despite receivinge12, the card holder
would have $500 reserved on their credit card, even though none of the transactions were
successfullt is important, therefore, when receivingthis error for the first time, to ensure
that the addressinformation enteredfor the transactionis the sameinformation asthe card
K 2 f R&ildgaddresshbeforeretrying.

Error 221

Authorizationfailed.

Thiserror is similarto error 34 ¢ both error messagedicatea failed authorization. Thedifferenceis
the reason why ifailed. There are several stibsponse codes for error 221, which provide further
explanationfor the transactionfailure.

Sub-response code 1001

Cause

Thebankreturned an unknownresponse.

Resolution
Retrythe transactiong if the error reoccurs contactthe cardK 2 f Rc&dltigaiid companyfor further
investigation.

Sub-response code 1002

Cause

Thebankrequeststhat you re-enter the transaction.

Resolution

Retrythe transactionc if the error reoccurs contactthe cardK 2 £ Re&dllaaxd companyfor further
investigation.

Sub-response code 1003

Cause

Thebankhasrequestedthat you processthis transactionmanuallyby callingthe cardK 2 f RcfediQ &
cardcompany.

Resolution

Retrythe transactiong if the error reoccurs contactthe cardK 2 £ Re&dlldaid companyfor further
investigation.
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Responding to an error message

Sub-response code 1004

Cause

Thebankhasrequestedthat youretrievethe cardfrom the cardholder¢ it maybe alostor stolencard.

Resolution
There ino resolutionfor this error.

Sub-response code 1006

Cause
Paymentgatewaytimeout error. Theclearingnetwork might be down. Pleaseretry.

Resolution

Retrythe transactiong if the error reoccurs,contact TechnicaSupport.

Sub-response code 1008

Cause

Invalidmerchantnumber. Thisis the merchantnumberthat identifiesthe Paysafemerchantto the
clearing networkThis inot the sameasyour merchantldparameter,whichis youridentificationnum-
berwith us.

Resolution
Retrythe transactionc if the error reoccurs,contact TechnicaSupport.

Sub-response code 1010

Cause
CVD chectailed.

Resolution

Verifythe cvdIndicatorand cvdValugparametersandretry the request.Note that if the cvdindicator
parameterindicatesthat the CVDvalueis provided,then the cvdValuds mandatory.
If the error reoccurscontactTechnicaBupport.

Whenerror 221, subresponsel010occurs,the transactionamount is reservedon the credit
card eventhough the transaction fails. It is important, therefore, to ensure that the CVD
information enteredfor the transactionis accuratebeforeretrying.

Sub-response code 1014

Cause

Thecardbeingusedeither doesnot havea bankaccountassociatedo is cancelled.
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Resolution
Requestanothercardfrom the consumerandretry the transaction.

Sub-response code 1016

Cause
An incorrect creditard expiry datevasentered.

Resolution
Enterthe correctexpirydate andretry the transaction.

Sub-response code 1040

Cause
Thecustomeristrying to usean invalid card.

Resolution
Verify thecardnumberandretry the transaction.

Sub-response code 1059

Cause

Thecredit card usedfor the transactionhasinsufficientfundsfor the amountof the transaction
attempted.

Resolution

Youcanverify thatthe amountentered for thetransactionyou areattemptingis correct,andretry the
transaction.However,if the error reoccursthere isno actionto take on your part.

Sub-response code 1081

Cause

The credit card is blocked by the issuing bank or clearing network. It is probably in one of their negative
databases.

Resolution

Retrythe transactionc if the error reoccurs contactthe cardK 2 t Re&dllaaxd companyfor further
investigation.

Sub-response code 1082

Cause

Thecredit cardis listed asstolenby the issuingbankor clearingnetwork. It is probablyin one of their
negativedatabases.
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Resolution
Retrythe transactionc if the error reoccurscontactthe cardK 2 f Regedltldaid companyfor further
investigation.
Sub-response code 1083
Cause
Thecredit cardis listed asforged by the issuingbankor clearingnetwork. It is probablyin one of their
negativedatabases.
Resolution
Retrythe transactionc if the error reoccurscontactthe cardK 2 f Regedltldaid companyfor further
investigation.
Sub-response code 1085
Cause
Thecredit cardhasexpired.
Resolution
There isno resolutionfor this error.
Sub-response code 1090
Cause
Theissuingbankis decliningthe transactiondue to its RiskManagementsystems We haveno more
informationon this dueto the confidentialnature of the error code.
Resolution
There isno resolutionfor this error.
Sub-response code 1091
Cause
The issuing bank is stating that the card in question can not make a purchase on this specific merchant
account.Thismaybe dueto the industryof the merchantaccountor dueto the factit isanonlinetrans
action.
Resolution
There isno resolutionfor this error.
Error 321

Not authorizedto makerequest.Pleaseverify requestparameters.

There are four possible causes for this error messaggially some incorrect information is includied
atransactionor there isaproblemwith youraccountconfiguration.
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TableA-2: Error321Causes

Cause Solution

The incorrectaiccount
merchantld or merchantPwdharameterwassent.

Validatethe transactionrequest,ensuringthat theseparame
tersareenteredcorrectly.

Thetransactionoriginatesfrom an IPaddressfor
whichthe accountisnot configured.

Verify the IP address of the server from which the transactio
originates,and/or contactTechnicaSupportto verify that this
isthe IPaddressconfiguredfor youraccount.

Theaccountis not configuredfor the transactiontype
that isbeingattempted.

Verify that your account is set up for the transaction type th
you are requesting. Contact your account manager if weh
to haveatransactiontype enabled.

Theaccounthasnot beenenabled.

ContactTechnicabupportregardingthe disabledstatusof
youraccount.

Error 334

Creditrefusedbecausecredit card did not passnegativedatabasecheck.

Cause

Thiserror occurswhen a credit card associatedvith the transactionmatchesan entry in the negative
databasewhichis usedto protect merchantsfrom fraudulenttransactionsThisdatabasecontains
fraudulent and historically problematic card numbers. In g@se, the entry to the database was made
after the transactionon this card numberwasoriginallyauthorizedand settled, thus preventingthe

credit.

Resolution

Since the credit card used in the failed transaction is in our database of fraudulent ¢endsis no fur
ther actionto take. If moreinformation isrequired,contact thePaysafeRiskManagementdepartment.

Error 345

Requestectredit exceedgemainingsettled funds.

Cause

Thecustomertried a credittransactionthat exceededhe amountof fundsavailableto credit (i.e.,the

amountsettledfor that creditcard).

Resolution

Retrythe transaction,with anamountequalto or lessthan the amountavailableto credit.

Error 348

No settled fundsavailablefor credit.

Cause

Thecustomertried a Credittransactionwhere there is no balanceavailableto be credited.

Resolution

Verify thecredit cardfor whichthey areattemptingthe Credit, andretry the transaction.
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Responding to an error message

Cause

Multiple Settlementshavebeenmadeagainsta singleAuthorization,andthe Y S NI K hagkis Q &
attemptingareaktime Credit(asopposedto a batchedCredit)and cannotdeterminewhich of the Set
tlementsto Credit.

Resolution

Retrythe Credittransaction,providingthe origMerchantTxrparameterto specifyexactlywhich of the
multiple Settlementsyouwantto Credit.

Cause

Multiple Settlementshavebeenmadeagainsta singleAuthorization,and you haveincludedthe orig-
MerchantTxrparameter to identify which Settlement you are trying to Credit. However gttig@Mer-
chantTxrparameteris not uniqueto one Settlement,andthe Y S NJO K bagkda@rdtdeterminewhich
of the Settlementgo Credit.

Resolution

Sincet isimpossibleto determinewhich of multiple Settlementsshouldbe credited,thereis no further
actionto take.Donot retry the transaction.
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APPENDIX B

Web ServicesResponseCodes

Responding

Onoccasionyou may encounteran error while usingthe Paysafdransactionprocessingervice.To
determinethe nature of the error, you canrun areport, usingthe backoffice reportingtools, and drill
downto the detailspageto seemoreinformationaboutthe transaction.

Responsecode‘ Action ‘

to an error message

Purchase Failed Error Code 3008 / Sub Error Code 0
111347610 1000018330 Online Store

You submitted a card type for which the merchant account is not configured.
want to add new card types to your account.

Consumer Information

Response codes

Thefollowing table describeghe responsecodesthat couldbe returned by PaysaféNeb Services.

TableB-1: ResponseCodes

Description

1000 D Aninternal error occurred.Pleasecontact TechnicaSupportbefore retrying the transaction.

1001 R An error occurred with thexternal processing gatewallease retry the transaction.

1002 R An internalerror occurred. Pleaseetry the transaction.

1003 D An error occurred with thexternal processing gateway. Do not retry the transaction. Contact
TechnicaBupportfor moreinformation.

1004 M Your account is not enabled for this transaction type. Please verify your parameters and ret
transaction.

1006 D An error occurred whi the external processing gateway. Do not retry the transaction. Contact
TechnicaBupportfor moreinformation.

1007 R An internalerror occurred. Pleaseetry the transaction.

1008 D Aninternal error occurred.Donot retry the transaction.ContactTechnicaBupportfor moreinfor-
mation.

1018 D Theexternalprocessinggatewayhasreported the transactionis unauthorized.Do not retry the
transaction.ContactTechnicaSupportfor moreinformation.

1028 M Theexternalprocessingyatewayhasreported invalid data. Pleaseverify your parametersand
retry the transaction.

1043 D Theexternalprocessingyatewayhasreported the accounttype isinvalid. Donot retry the trans-
action.ContactTechnicaBupportfor moreinformation.
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TableB-1: ResponseCodesContinued)

ResponseCode ‘ Action ‘ Description

1060 D The externaprocessinggateway haseported alimit hasbeenexceeded. Do natetry the trans-
action.

1078 R Theexternalprocessingyatewayhasreported a systemerror. Pleaseretry the transaction.

1087 D Theexternalprocessingyatewayhasrejectedthe transaction.Do not retry the transaction.Con
tact TechnicaSupportfor moreinformation.

1101 M Yousubmitted an unsupportedcard/currencycombinationwith your request.

2000 Theecheckstatuscannotbe found.

2001 C Yousubmitted a requestcontaininga bankaccount,amount,and checknumberalreadyused
togetherin arequestwithin the last24 hours.

2002 M Theecheckrequestcannotbe found. Pleaseverify your parametersandretry.

2003 Thepaymenttype you providedconflictswith the bankaccounttype you provided.Pleaseverify
your parametersandretry the transaction.

2004 D Theechecktransactioncannotbe found.

2005 M An internalerror occurred. Pleaseerify yourparameters andetry the transaction.

2006 C Youhave submitteda Declinetransactionin responseo a Settlementattempt.

2007 M Thepaymenttype includedwith your requestcannotbe usedin Credittransactionmode. Please
verifyyourparametersandretry the request.

2008 C Youhavesubmitted an invalidouting number.Pleaseverify your parameterandretry the trans-
action.

2009 C Youhavesubmittedaninvalidbankaccountnumber. Pleaseverify your parameterandretry the
transaction.

2010 C Youhavesubmittedaninvalidchecknumber.Pleaseverify your parameterandretry the transac
tion.

2011 M You have submitted mandate reference that does neiist.Please verifyour parameter and
retry the transaction.

2012 M Youhavesubmitteda mandatereferencethat is not activeyet. Pleaseaesubmityour requestafter
the mandate becomes active or resubmit your request includingsth®ateelement with a date
after: <date>

2013 M Youhavesubmitted an invalianandatereference.Pleaseverify your parameterandretry the
transaction.

2014 M Themandatereferenceis alreadyin usefor the specifiedbankaccountinformation. Pleasespec
ify adifferentmandatereference.

2016 M ThepaymentTokerelementcannotbe usedtogetherwith the checkelementor the billingDetails
element.

2017 M Thepaymenttoken bankschemedoesnot matchthe merchantaccountbankscheme.

2100 D You have attempted to refund a Charge transaction that is not in a completed state. Do not
the transaction.

2101 R Therequestedrefund amount exceedshe remainingChargeamount. Pleaseverify yourparame
tersandretry the transaction.

2102 R Youhavesubmittedaninvalidbankcountryin your request.Pleaseverify your parameterand
retry the transaction.

B-2
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TableB-1: ResponseCodes(Continued)

ResponseCode  Action Description

2500 D Asuitable merchanaccountcouldnot be foundfor this requestDonot retry the transaction.
ContactTechnicaBupportfor moreinformation.

2501 D Aninternalerror occurred.Donot retry the transaction.ContactTechnicaSupportfor moreinfor-
mation.

2502 M The authentication failed for your transaction request. Either yaredentials were entered
incorrectly or your request was tamperedth. Please verifyour requestand retrythe transae
tion.

2503 M YousubmittedaninvalidshopID. It mustbe a numericvalue.

2504 M You submitteca shoplD for whicha shopdoesnot exist. Pleas&erify your parametersandretry
the transaction.

2505 M No merchantaccountcouldbe found for the currencyyou submitted. Pleaseverify your parame
tersandretry the transaction.

2506 M More thanone merchantaccountwasfound for the currency yowsubmitted.Pleaseprovidea
merchantaccounthnumberandretry the request.

2507 M Themerchantaccountsubmitteddoesnot correspondto the shopID you submitted. Pleasever-
ify your parametersandretry the transaction.

2508 M You submitted a request that is missing #recodedMessagparameter. Please verify your
parametersandretry the transaction.

2509 M Yousubmitteda requestthat hasaninvalidencodedMessagparameter.TheencodedMessage
couldnot be Base64lecoded.Pleasererify your parametersandretry the request.

2510 M Yousubmittedan invalidXML request. Pleaseerify yourrequest andretry the transaction.

2511 R Aninternal error occurred.Pleaseetry the transaction.ContactTechnicaSupportif the error
persists.

2512 M You submittech request thais missingthe signatureparameter. Please verifyour parameters
andretry the transaction.

2513 M Yousubmittedarequestthat is missinghe ShoplD parameter.Pleaseverify your parametersand
retry the transaction.

2514 D An internalerror occurred.Yourmerchant credentialsouldnot befound. Donot retry the trans-
action.ContactTechnicaBupportfor moreinformation.

2515 R An internal erroroccurred. Pleaseetry the transaction.

2516 D Aninternal error occurred.Do not retry the transaction.Pleasecontact TechnicaSupport.

2517 D Aninternal error occurred.Do not retry the transaction.Pleasecontact TechnicaSupport.

2518 R Aninternal error occurred.Pleaseretry the transaction.ContactTechnicaSupportif the error
persists.

2519 D Yousubmittedarequestfor a shopthat isdisabled. Do notetry the transaction.

2520 M Thecartltemandfeeltemamounts do not equal theotalAmount Please verify your parameters
andretry the transaction.

2521 D An internal error occurred. Your shop is not configured properly. Do not retry the transaction
ContactTechnicaBupportfor moreinformation.

2523 R Aninternal error occurred.Pleaseretry the transaction.ContactTechnicaSupportif the error
persists.
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TableB-1: ResponseCodesContinued)

ResponseCode ‘ Action ‘ Description

2524 D Aninternal error occurred.Thecustomerprofile isnot configuredproperly. Donot retry the trans-
action.ContactTechnicaBupportfor moreinformation.

2525 M The customeprofile associatedvith the token providedcouldnot be located.Pleaseverify your
parametersandretry the transaction.

2526 R Aninternal profile managemenerror occurredandyour requestcouldnot be processedPlease
retry the transaction.ContactTechnicaBupportif the error persists.

2527 M You submitted a request with an unsupported locale. Please verify your parameters and retr
transaction.

2528 M Yousubmitteda requestwith a merchantcustomerlD that is not associatedvith the customer
tokenprovided.Pleaseverify your parametersandretry the transaction.

2529 R An internalerror occurred. Please retiye transaction.

2530 D Aninternalerror occurred.Donot retry the transaction.ContactTechnicaBupportfor moreinfor-
mation.

2531 M A customerprofile with the same merchantustomerlD alreadyexists.Please verifyour param

etersandretry the transaction.

2532 D Yourshopis not configuredto processany paymentsDo not retry the transaction.ContactTech
nicalSupportfor moreinformation.

2533 D Yourshopis not configuredto processhe selectedpaymentmethod. Do not retry the transae
tion. ContactTechnicaBupportfor moreinformation.

2534 M Thecustomerprofile associatedvith the tokenyou providedis not active.Pleaseverify your
parametersandensurethe customerstatusis activeandthen retry the transaction.

2535 M The customer profile associated with the token you provided has a bank account that is no
dated. Please verify your parameters or have your customer validate their account and then
the transaction.

2536 D Thetransactionwasdeclinedbecausehe maximumnumberof attempts hasbeenreached.Do
not retry the transaction.

2537 D Thebankaccount validatiorfailed because theanaximum numbewof attemptshasbeenreached.
Donot retry the transaction.

2538 D Thecustomerenteredan invalid micro depositamount.

2539 R Aninternal error occurred.Pleaseaetry the transaction.ContactTechnicaSupportif the error
persists.

2540 M The merchant reference number already exists. Please verify your parameters and retry the
action.

2541 R Aninternal error occurredwhen sendingthe micro deposittransaction.Pleaseretry the transac
tion. ContactTechnicaBupportif the error persists.

2542 D Thecustomerprofile validationfailed the AVScheck.

2543 M Thecustomerhasa statusthat cannotbe validated.Pleaseesetthe customerstatusbeforeretry-
ingthe transaction.

2544 D Thecustomerprofile doesnot havethe credit cardinformation requiredfor validation.

2445 D Thecustomertried to registeran EFTbankaccountthat is alreadyusedby another customer.Do

not retry the transaction.
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ResponseCode  Action Description

2546 D Thecustomertried to registera credit cardthat isalreadyusedby anothercustomer.Donot retry
the transaction.

2547 M Thecustomerprofile associatedvith the tokenyou provideddoesnot havea creditcard.Please
verifyyourparametersandretry the transaction.

2548 M Thecustomerprofile usedfor this transactiorhasnot beencreated.Pleaseverify your parame
tersandretry the transaction.

2549 M Yourshopisnot configuredto registera bankaccountfor the countryyousubmitted.Pleaseverify
your parametersandretry the transaction.

2550 M Thecustomerprofile associatedvith the token you provideddoesnot havea registeredbank
account.Pleaseverifyyourparametersandretry the transaction.

2551 M You submitted a request that contains an invalid payment method. Please verify your param
andretry the transaction.

2552 M Yousubmitteda requestthat containsan invalidshoprequestID. Pleaseverify your parameters
andretry the transaction.

2553 D Our system cannot find the successful enroliment response associated with your shop requg
Donot retry the transaction.ContactTechnicaBupportfor moreinformation.

2554 M Thecustomerprofile associatedvith the token you providedis disabled.Pleaseverify your
parametersandensurethe customerstatusisactive,andretry the transaction.

2555 M Thepaymenttoken is not associatedvith the customerprofile you provided.Pleaseverify your
parametersandretry the transaction.

2556 M The credit card selected for this transaction is not active. Please verify your parameters and
the transaction.

2557 M Theconfirmationnumberincludedin this requestcouldnot be found. Pleaseverify this parame
ter andretry the transaction.

2558 M Thetransactioncannotbe cancelled Pleaseverify your parametersand ensureyou are attempt-
ingto cancelthe correcttransaction.If the error persistscontactTechnicaSupport.

2701 None TheEquifaxvalidationwasacceptedwith the conditionthat the O dza (i 2 réghdsighiuldbe
verified.

2702 R Aninternal error hasoccurredwhile processingan Equifaxtransaction.Retrythe transaction.
ContactTechnicaBupportif the error persists.

2703 R Someor all of the Equifaxdatabasesare down. Retrythe transaction.ContactTechnicaSupport
if the error persists.

2704 D TheEquifaxvalidationwasrejected.Do not retry the transaction.

2705 R TheEquifaxvalidationwasrejectedand shouldbe treated manually.Themerchantcancontact
the customerdirectly.

2706 R TheEquifaxvalidationwasrejecteddue to invalidinput. Pleaseverify your parametersandretry
the transaction.

2707 R TheEquifaxvalidationwasrejecteddue to aninvalidaddressPleaseverify your parametersand

retry the transaction.

2708 R Aninternal error occurred.TheEquifaxesponsecodesare missing Pleaseverifyyour parameters
andretry the transaction.

2709 D Thebankrejectedthe transaction.It couldnot processhe request.
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2710 M No emailtemplateis setup, sono emailcouldbe sent toconfirm the transaction.

2711 D Thevalidationwasrejectedfor the profile update.Donot retry the transaction.

2712 D Therequestwasrejectedbecausehe consumerisin awatchlist.

3001 C Yousubmittedanunsupportedcardtype with yourrequest.Pleaseverify this parameterandretry
the transaction.

3002 C Yousubmittedan invalid cardnumberor brandor combinationof card numberand brandwith
yourrequest.Pleaseverifytheseparametersandretry the transaction.

3003 C You submitted an incorrect value for tieedindicatomparameter with your request. Please verify
this parameterandretry the transaction.

3004 C Youhaverequestedan AVS checlkPleaseensurethat the zip/postalcodeis provided.

3005 C Yousubmitted anincorrect valuefor the cvdparameterwith your request. Pleasgerify this
parameterandretry the transaction.

3006 C You submitted an expired credit card number with your request. Pleasy this parameter and
retry the request.

3007 D Your request has failed the AVS check. Note that the amount may have been reserved on tt
U 2 Y Shidaadwill be releasedin 3-5 businesglays.Pleaseensurethe billing addresss accu
rate beforeretryingthe transaction.

3008 D Yousubmitteda cardtype for whichthe merchantaccountis not configured.

3009 D Yourrequesthasbeendeclinedby the issuingbank.

3011 D Yourrequesthasbeendeclinedby the issuingbankbecausehe cardusedis a restrictedcard.
Contactthe O I NR K Zfed® &id&Epapanyfor further investigation.

3012 D Your request has been declined by the issuing bank because the credit card expiry date sub
isinvalid.

3013 D Yourrequesthasbeendeclinedby theissuingbankdueto problemswith the credit card account.

3014 D Yourrequesthasbeendeclinedg the issuingbankhasreturned an unknownresponse Contact
theO | NR K zZifedk Gaid&Edepanyfor further investigation.

3015 D Thebankhasrequestedthat you processthe transactionmanuallyby callingthe O NR K 2 f
creditcardcompany.

3016 D Thebankhasrequestedthat youretrievethe cardfrom the cardholderg it maybe alostor stolen
card.

3017 C Yousubmittedaninvalid credit cardnumberwith your request.Pleaseverify this parameterand
retry the transaction.

3018 R Thebankhasrequestedthat you retry the transaction.

3019 C Yourrequest has failethe CVD _checRlease note thathe amount maystill have beerreserved
2y 0KS 0dzad2YSNXDa OFNRXI Ay gKAOK Ol asS Ad
ensurethe CVDvalueisaccuratebeforeretryingthe transaction.

3020 R Thebankhasrequestedthat you retry the transaction.

3021 M Theconfirmationnumberincludedin this requestcouldnot be found. Pleaseverify this parame
ter andretry the transaction.

3022 D Thecardhasbeendeclineddue to insufficientfunds.
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3023 D :(ourrequesthasbeendeclinedby the issuingbankdue to its proprietary card activity regula
ions.

3024 D YOL:jr request has been declined because the issuing bank does not permit the transaction fq
card.

3025 R Theexternalprocessingatewayhasreported invalid data. Pleaseverify your parametersand
retry the transaction.

3026 D Theexternalprocessingyatewayhasreportedthe accounttype is invalid. Do not retry the trans-
action.ContactTechnicaBupportfor moreinformation.

3027 D Thte externaprocessingyatewayhas reporteca limit has beerexceededDo not retry the trans-
action.

3028 R Theexternalprocessingyatewayhas reporteda systemerror. Pleaseetry the transaction.

3029 D Theexternalprocessingyatewayhasrejectedthe transaction.Do not retry the transaction.Con
tact TechnicaBupportfor moreinformation.

3030 D Theexternalprocessinggatewayhasreported the transactionis unauthorized Do not retry the
transaction.ContactTechnicaSupportfor moreinformation.

3031 M Theconfirmationnumberyou submittedwith your requestreferencesa transactionthat isnot on
hold. Pleaseverify this parameterandretry the transaction.

3032 D Your request has been declined by the issuing bank or external gateway because the card i
ablyin oneof their negativedatabases.

3035 D Your requeshas beerdeclined dugo exceededPIN attempts.

3036 D Yourrequesthasbeendeclineddueto aninvalidissuer.

3037 D Yourrequesthasbeendeclinedbecausat isinvalid.

3038 D Yourrequesthasbeendeclineddue to customercancellation.

3039 D Yourrequesthasbeendeclineddueto aninvalidauthenticationvalue.

3040 D Yourrequesthasbeendeclinedbecausehe requesttype is not permitted on the card.

3041 D Yourrequesthasbeendeclineddueto atimeout.

3042 D Yourrequesthasbeendeclineddueto a cryptographicerror.

3044 D You havesubmitteda duplicaterequest.

3045 D Yousubmitted aninvalid date formafor thisrequest.

3046 D Thetransactionwasdeclinedbecausethe amountwassetto zero.

3047 D Thetransactionwasdeclinedbecausethe amountexceedshe floor limit.

3048 D Thetransactionwasdeclinedbecausethe amountis lessthan the floor limit.

3049 D Thebankhasrequestedthat you retrieve the cardfrom the cardholderg the credit cardhas
expired.

3050 D The:)ahnkhasrequestedthat youretrievethe cardfrom the cardholderg fraudulentactivityis sus
pected.

3051 D Thebankhasrequestedthat you retrievethe card fromthe cardholderg contactthe acquirerfor
moreinformation.
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3052 D The bankhasrequestedthat you retrieve thecardfrom the cardholderg the credit cardis
restricted.

3053 D Thebankhasrequestedthat youretrieve the cardfrom the cardholderg pleasecallthe acquirer.

3054 D Thetransactionwasdeclineddue to suspectedraud.

3200 M Youhavesubmittedaninvalidly formattedauthorizationIDfor this settlement. Pleaseverify this
parameterandretry the transaction.

3201 M TheauthorizationID includedin this settlementrequestcould not be found. Pleaseverify this
parameterandretry the transaction.

3202 D Youhaveexceededhe maximumnumber ofsettlementsallowed.ContactTechnicaSupportfor
moreinformation.

3203 M Theauthorizationis either fully settled or cancelled.

3204 M Therequestedsettlementamountexceedghe remainingauthorizationamount.

3205 M The authorizatioryou are attemptingto settle hasexpired.

3206 D Theexternalprocessingjatewayhasrejectedthe transaction.Do not retry the transaction.Con
tact TechnicaBupportfor moreinformation.

3402 M Therequestedcredit amountexceedshe remainingsettlementamount.

3403 M Youhavealreadyprocessedhe maximumnumberof creditsallowedfor this settlement.

3404 M Thesettlementhasalreadybeenfully credited.

3405 M The settlement yoare attemptingto credit hasexpired.

3406 M The settlement you are attempting to credit has not been batched yet. There are no settled f
availableto credit.

3407 M Thesettlementreferredto by the transactionresponseD you providedcannotbe found. Please
verifythis parameterandretry the transaction.

3408 M Youhavesubmittedan invalidlyformatted response Dfor the original purchaseor settlement.
Pleaseverifythis parameterandretry the transaction.

3409 M TheauthorizationIDincludedin this credit requestcould not be found. Pleaseverify this param
eterandretry the transaction.

3410 M Therefundrequest failed.

3411 M Thecancelrefund requestfailed.

3412 M TheCredittransactionyou attempted wasnot permitted becauseyour merchantaccountisin
overdraft.

3413 M The requested Credit amount exceeds the permissible Visa credit ratio. Please verify this-pa
ter andretry the transaction.

3414 M The credit referred to by the transaction response ID you provided cannot be found. Please
this parameterandretry the transaction.

3415 D Youcannotcancelthis transaction.It is not in a state that canbe cancelledlt mayalreadyhave
beencompletedandthereforenot bein apendingstate.

3416 M The external processing gateway for whychur merchant account is configured does not supp
partial settlements. Ensure that the amount you are trying to settle is identical to the amou
the originalauthorizationandretry the transaction.
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3417 M There is already another request being processed on the transaction referenced for this re
Please use the confirmation number used for this request to run a report or lookup to deter
theresults.

3418 M The external processing gateway for which your merchant account is configured does not su
partialcredits.

3500 M Theconfirmationnumberincludedin this requestcouldnot be found. Pleaseverify this parame
ter andretry the transaction.

3501 M Therequestedauthorizationreversalamountexceedghe remainingauthorizationamount.

3502 D The authorization has already been settled. You cannot process an authorization reversaktr
tion againstanauthorizationthat hasbeensettled.

3503 M Theauthorizationreversaltransactionis not supportedfor the cardtype usedfor the authoriza
tion youareattemptingto reverse.

3504 M The external processing gateway for which your merchant account is configured does not st
partial authorizationreversalsEnsurethat the amountyou aretrying to reverseis identicalto the
amountin the originalauthorizationandretry the transaction.

3505 M Theauthorizationreversalcould not be completed.

3506 M Thereversalamountexceedshe remainingamountof the authorization.

3601 D The3D Secureauthenticationof this cardholderby the cardissuerfailed.

3602 M The confirmation number included in the 3D Secure authentication request could not be fg
The confirmation number must be the one returned by the payment processor in response t
originalauthorizationor purchase.

3603 M Yousubmitteda requestthat is not availablefor 3D Secureauthentication.

3604 D Theoriginalauthorizationor purchaserequesthasexpired. The3D Secureauthentication
requestmustbe completedwithin 60 minutesof the originalauthorizationor purchase.

3605 D The3D Secureauthenticationservicewasnot availablefor the cardusedin this transaction.

3701 M Theconfirmationnumberincludedin this requestcouldnot be found. Pleaseverify this parame
ter andretry the transaction.

3702 D Youcannotcancelthis paymenttransaction.lt isnot in a statethat canbe cancelledIt may
alreadyhavebeencompletedandthereforenot bein apendingstate.

3703 C The external gateway hasported that you have submitted an invalid amount with your reque
Pleaseverifythis parameterandretry the transaction.

3704 M The transaction referred toannot befound.

3705 M Thetransactionreferredto uses alifferent cardnumber.

3706 M Thetransactionreferredto is not fully authenticated.

3707 D Thetransactionreferredto is missingresponses.

3708 M The transactiomeferredto hasnot beensettled.

3800 D Thetransactionwasdeclinedby the authenticationgateway.Do not retry the transaction.

3801 D Thetransactionwasdeclinedby the paymentgateway.Do not retry the transaction.

3802 R Thetransactionwasnot completedsuccessfullyPleaseretry the transaction.
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3803 D The transaction attempt failed. Do not retry the transaction. Please contact Technical Suppg
moreinformation.

3804 M Youhaveattemptedto refundapaymenttransactionthat isnot in acompletedstate. Donot retry
the transaction.

3805 M The attemptedrefund amountexceeds themountthat remainsavailablefor refund. Pleasever-
ify this parameterandretry the transaction.

3806 D You havattempted arefund, but no amountcould befound that waseligible forrefund. Do not
retry the transaction.

3807 D Youhaveattemptedarefund,but asimultaneougefund attempt hasbeendetected.Donot retry
the transaction.

3808 D You have attempted a refund, but the transaction wefused by the payment provider. Do not
retry the transaction.

3809 D The payment provider for the transaction you attempted denied you permission. Do not retry
transaction.

3810 D Thepaymenttransactionis pendingdue to paymentprovider fraud-managemenfilters. Do not
retry the transaction.

3811 D Therequesthasbeencancelledby the customer.

3812 D Thecartltemamounts do not equal theotalAmount Do notretry the transaction.

4000 D Thetransactionwasdeclinedby our RiskManagementdepartment.

4001 D Thecardnumberor emailaddressassociatedvith this transactionis in our negativedatabase.

4002 D Thetransactionwasdeclinedby our RiskManagementdepartment.

5000 M Your merchant account authenticatidailed. Either your store ID/password are invalid or the
address from which you are sending the transaction has not been authorized. Please verify
parametersand retry the transaction. Please contact Technical Support if the penaists.

5001 M Yousubmittedaninvalidcurrencycodewith your request.Pleaseverify this parameterand retry
the transaction.

5002 M Yousubmittedaninvalid paymentmethod with your request.Pleaseverify this parameterand
retry the transaction.

5003 C Yousubmittedaninvalidamountwith your request. Pleasgerify this parameterandretry the
transaction.

5004 M Yousubmittedaninvalidaccounttype with your request.Pleaseverify this parameterandretry
the transaction.

5005 M You submitted an invalid operation type with your request. Please verify this parameter and
the transaction.

5006 M Yousubmittedaninvalid personallD type with your request.Pleaseverify this parameterand
retry the transaction.

5007 M Yousubmittedaninvalid producttype with your request.Pleaseverify this parameterandretry
the transaction.

5008 M Yousubmittedaninvalidcarrierwith your request.Pleaseverify this parameterandretry the
transaction.

5009 M Yousubmittedan invalidshipmethod with your request.Pleaseverify this parameterandretry

the transaction.
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5010 M YousubmittedaninvalidID countrywith your request. Pleasgerify this parameterandretry the
transaction.

5011 M You submitted an invalid order date and time with your request. Please verify this paramete
retry the transaction.

5012 M Yousubmittedan invalid ship country parameterwith your request.Pleaseverify this parameter
andretry the transaction.

5013 M Yousubmittedaninvalidshipstate parameterwith yourrequest.Pleaseverify this parameterand
retry the transaction.

5014 M Yousubmittedaninvalidtransactiontype with your request.Pleaseverify this parameterand
retry the transaction.

5015 M At least one of the parameters in your request exceeds the maximum number of characters
allowed.Pleaseverify your parametersandretry the transaction.

5016 M Eitheryou submitted an invalid merchantaccountor the merchantaccountcould not be found.
Pleaseverify this parameterandretry the transaction.Pleasecontact TechnicaSupportif the
error persists.

5017 D Themerchantaccountsubmittedwith your requestis not enabled.Do not retry the transaction.
ContactTechnicaBupportfor moreinformation.

5018 M Yousubmitteda requestthat either is missinga field or containsaninvalidfield.

5019 D There is ngrocessorsetup for the merchantaccountsubmittedwith your request. Danot retry
the transaction.ContactTechnicaBupportfor moreinformation.

5020 M Thecurrencytype includedwith yourrequestdoesnot matchthe currencytype of your merchant
account.Pleaseverifyyourparametersandretry the request.

5021 D Your transactiomequest hadeen declinedPlease verify the transactiatetails before you
attempt this transactionagain.Shouldyou require more information, pleasecontact Technical
Support.

5022 M Yousubmitteda request thatis missingsearchcriteria. Pleaseverify your parametersandretry
the transaction.

5023 M Therequestis unparsable.

5024 M YousubmittedaninvalidID expirydate for this request.Pleaseverify this parameterandretry the
transaction.

5025 M Thesearchcriteriayou submittedis currently not supported.Pleaseverify your searchcriteria
andretry.

5026 M TheWeb ServiceAPldoesnot currently supportcredit cardtransactions Pleaseverify your
parametersandretry yourtransaction.

5027 M Yousubmittedaninvalidrisk servicenamewith your transactionrequest.Pleaseverify your
parametersandretry yourtransaction.

5028 M Yousubmitteda batchfile with the samefile name file size,andnumberof entrieswithin the last
24hours.

5029 M Yousubmittedanimproperly formattedbatchfile.

5030 M Yousubmitteda batchfile that hasexceededhe maximumnumberof rows allowed.

5031 M Thetransactionyou havesubmitted hasalreadybeen processed.
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5032 C Yousubmittedaninvalid city with your request.Pleaseverify this parameterandretry the trans-
action.

5033 C Yousubmittedaninvalid country with your request.Pleaseverify this parameterandretry the
transaction.

5034 C Yousubmittedan invalidemailaddresswith your request.Pleaseverify this parameterandretry
the transaction.

5035 C Yousubmittedaninvalidnamewith your request.Pleaseverify this parameterandretry the
transaction.

5036 C You submitted an invalid phone number with your request. Please verify this parameter and
the transaction.

5037 C Yousubmittedaninvalidzip/postalcodewith yourrequest.Pleaseverify this parameterandretry
the transaction.

5038 C You submitted an invalid state/province with your request. Please verify this parameter and
the transaction.

5039 C You submitted an invalid street witfour request. Please verify thimrameter and retnthe
transaction.

5040 D Your merchanaccount isnot configured forthe transaction youattempted. PleasecontactTech
nicalSupportfor moreinformation.

5041 M You submitted an invalicherchantDataparameter. Please verify this parameter and retry the
transaction.

5042 M Themerchantreferencenumberis missingor invalidor it exceedghe maximumpermissible
length.Pleaseverify this parameterandretry the transaction.

5043 M Yousubmittedaninvalidaccountopendate with your request.Pleaseverify this parameterand
retry the transaction.

5044 M YousubmittedaninvalidcustomerlDwith yourrequest. Pleasgerify this parameterandretry
the transaction.

5045 M You submitted an invalid customer IP address with your request. Please verify this paramete
retry the transaction.

5046 M Yousubmittedan invalidmerchantSICcodewith your request.Pleaseverify this parameterand
retry the transaction.

5047 M Yousubmittedaninvalidvaluefor the previouscustomerparameterwith your request.Please
verifythis parameterandretry the transaction.

5048 M Yousubmittedaninvalid product code withyour request.Pleaseverify this parameterandretry
the transaction.

5049 M Yousubmittedaninvalidvaluefor user data withyour request.Pleaseverify this parameterand
retry the transaction.

5050 Anerror occurredwith your merchantaccountconfiguration.Pleasecontact TechnicaSupport.

5051 Youhavesubmittedan invalidconfirmationnumber.Pleaseverify your parameterandretry.

5052 Youhavesubmittedaninvalid Zip/Postalcode.Pleaseverify your parameterandretry the trans-
action.

5053 C Youhavesubmittedinvalid personallD information. Pleaseverify your parametersandretry the
transaction.
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5054 M Youcannotsubmitrecurringbilling elementswith this operationtype. Pleaseverify that your
requestincludesthe correctoperationtype andretry the transaction.

5055 M Yousubmittedaninvalid EClalue.Pleaseverify this parameterandretry the transaction.

5056 M An ECWaluemustbe providedfor 3D Secureauthentication.Pleaseverify this parameterand
retry the transaction.

5057 M Yousubmitteda credit card brandthat doesnot support3D Secureauthentication.Pleaseverify
this parameterandretry the transaction.

5058 M ACAVWaluemustbe provided for3D Securauthentication.Pleaseverify this parameterand
retry the transaction.

5059 M You submittedaninvalidvaluefor the currencyrequestservice.

5060 M Yousubmittedan invalidrecurringIndicatoparameterwith your request.Pleaseverify this
parameterandretry the transaction.

5061 M A securitycheckfailed while processinghis transaction.Pleaseaetry the transaction.If the error
persistscontactTechnicaBupport.

5062 M You havesubmittedinvalidcharactersaspart of your request. Pleasgerify that all parameters
containonly characterghat canbe URLencodedandretry the transaction.

5063 M YouhavesubmittedaninvalidKEYWORWIth yourrequest. Pleaseverify this parameterandretry
the transaction.”

5064 M Youhavesubmittedan invalidNETBANX_REFERENi@iEyour request. Pleaseerify this param
eter andretry the transaction.

5065 M Youhaverequestedaninvalid statuschangetransition.

5066 M The external processing gateway for which your merchant account is configured does not su
IndependentCredits.

5067 M The external processing gateway for which your merchant account is configured domsppott
CreditCardPayments.

5068 M Eitheryou submitteda requestthat is missinga mandatoryfield or the valueof a field doesnot
matchthe format expected.

5071 M Yousubmitteda requestthat hasinvalidsearchparameters Pleaseverify your parametersand
retry the transaction.

5074 M At least one of the parameters in your request is shorter than the minimum number of chara
required.Pleaseverify yourparametersandretry the transaction.

5075 M At least one of thgparameters in your request contains leading/trailing spaces. Please verify
parametersandretry the transaction.

5502 Eitherthe paymenttokenisinvalidor the correspondingprofile or bankaccountis not active.

7000 D Theaddress yowaretrying to create alreadyexists.

7001 M Unableto createaddress.Tryagainor contact TechnicaSupport.

7002 M Unableto updateaddressTryagainor contactTechnicaSupport.

7003 M Unableto locatethe specifiedaddress.

7004 M Unableto loadaddressTryagainor contactTechnicaSupport.
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7005 M Youhaveprovidedan invalidaddresstype.
7006 M Unableto locate addressefor consumer.
7007 M Unableto loadaddressesTryagainor contactTechnicaBupport.
7010 D Theconsumetyouaretrying to createalreadyexists.
7011 M Unableto createconsumer.Tryagainor contact TechnicaSupport.
7012 M Unableto updateconsumerTryagainor contactTechnicaBupport.
7013 M Unableto locatethe specifiedconsumer.
7014 M Unableto loadconsumerTryagainor contactTechnicaSupport.
7015 M Youhavespecifiedan invalid consumercreationtype.
7016 M Youhavespecifiedan invalid consumettitle.
7020 D The contacimethodyou aretrying to createalreadyexists.
7021 M Unableto createcontactmethod. Tryagainor contactTechnicaSupport.
7022 M Unableto update contactmethod. Try againor contact TechnicaSupport.
7023 M Unableto locatethe specifiedcontactmethod.
7024 M Unableto load contactmethod. Tryagainor contact TechnicaSupport.
7025 M Youhaveprovidedan invalid contactmethod type.
7026 M Unableto locate contacmethodsfor consumer.
7027 M Unableto load contactmethods.Tryagainor contact TechnicaSupport.
7040 D Thepaymentmethodyou aretrying to createalreadyexists.
7041 M Unableto createpaymentmethod. Tryagainor contact TechnicaSupport.
7042 M Unableto update paymentmethod. Tryagainor contact TechnicaSupport.
7043 M Unableto locatethe specifiedpaymentmethod.
7044 M Unableto load paymentmethod. Tryagainor contact TechnicaSupport.
7045 M Youhaveprovidedan invalid paymentmethod type.
7046 M Unableto locatepaymentmethodsfor consumer.
7047 M Unableto load paymentmethods.Tryagainor contactTechnicaSupport.
7050 D Thebilling scheduleyou aretrying to createalreadyexists.
7051 M Unableto createbilling schedule Tryagainor contact TechnicaSupport.
7052 M Unableto updatebillingscheduleTryagainor contactTechnicaBupport.
7053 M Unableto locatethe specifiedbilling schedule.
7054 M Unableto loadbillingscheduleTryagainor contactTechnicaBupport.
7055 M Youhaveprovidedan invalid paymentintervaltype.
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7056 M Unableto locatebilling scheduledor consumer.
7057 M Unableto loadbillingschedulesTryagainor contactTechnicaBupport.
7058 M Billingamountmustbe greaterthan zero.
7059 M Unableto updatebillingschedulestatus.Tryagainor contactTechnicaSupport.
7070 M Unableto executethe searchoperation. Tryagainor contact TechnicaSupport.
7080 M Unableto updaterecords.Tryagainor contact TechnicaSupport.
7090 D Theconsumerstatusyou aretrying to createalreadyexists.
7091 M Unableto createconsumerstatus.Tryagainor contact TechnicaSupport.
7092 M Unableto update consumerstatus. Tryagainor contactTechnicaSupport.
7093 M Unableto locatethe specifiedconsumerstatus.
7094 M Unableto loadconsumerstatus.Tryagainor contactTechnicaSupport.
7095 M Unableto locatethe merchantegalentity.
7096 M Unableto retrieve merchantlegalentity. Tryagainor contactTechnicaSupport.
7097 D Aninternal error occurred. Response Detail could not be generated.
7098 M Youhaveprovidedaninvalidcredit cardnumber.
7100 M Theddstatusyouaretryingto createfor the paymentMethodalreadyexists.
7101 M Unableto createthe ddstatusfor the paymentMethod Try again or contadechnical Support.
7102 M Unableto updatethe ddstatusfor the paymentMethod Try agairor contact Technical Support.
7103 M Unableto locatethe specifiedddstatusfor the paymentMethod
7104 M Unableto loadthe ddstatusfor the paymentMethod Try agairor contact Technicabupport.
7107 M Thecustomerprofile wassuccessfullgreated butwe were unableto load the emailtemplate.
7108 M Theccstatusyouaretrying to createfor the paymentMethodalreadyexists.
7109 M Unableto createthe ccstatusfor the paymentMethod Try agairor contactTechnical Support.
7110 M Unableto updatethe ccstatusfor the paymentMethod Try again or contact Technical Support.
7111 M Unableto load theccstatusfor the paymentMethod Try agairor contactTechnical Support.
8000 M Unableto perform operation. Tryagainor contactTechnicaSupport.
8001 M Youhavesubmittedaninvalidrequest. Pleasgerify your parametersandretry.
8002 M Yourrequestis missingthe consumerinfalement.
8003 M Yourrequest ismissinga valuefor the firstNameelement.
8004 M Yourrequest ismissinga valuefor the lastNameelement.
8005 M Yourrequest is missinthe billingAddress/shippingAddrestement.
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8006 M Yourrequestis missingbillingAddress/shippingAddresgormation. There is no value for the
streetelement.

8007 M Yourrequest igmissingbillingAddress/shippingAddresgormation. There is no value for theity
element.

8008 M Yourrequest ismissingbillingAddress/shippingAddresgormation. There isno value forthe zip
element.

8009 M Yourrequestis missingbillingAddress/shippingAddresgormation. There is no value for the
countryelement.

8010 M YourrequestismissingpillingAddress/shippingAddresgormation. Thereisno valuefor the state
or regionelement.

8011 Yourrequestis missingthe contactMethodelement.

8012 Yourrequestis missinga hometelephonenumberor a cellphonenumberor anemailaddresdor
the typeelement.

8013 M Yourrequestis missingthe paymentMethodelement.

8014 M Your requests missing aaluefor the id child elementof the billingAddreselement.

8015 M Yourrequest ismissing either theardor checkchild elementof the paymentMethodelement.

8016 M Your requests missing theardelement.

8017 M Yourrequest ismissing avalue for thecardNumelement.

8018 M Yourrequest ismissing avalue for thecardTypeslement.

8019 M Your requests missingthe cardExpiryelement.

8020 M Yourrequest ismissinga valuefor the month element.

8021 M Yourrequest ismissing avalue for theyearelement.

8022 M Your requests missing thecheckelement.

8023 M Yourrequest ismissing avalue forthe accountNurrelement.

8024 M Yourrequestis missing avaluefor the accountTypelement.

8025 M Yourrequestis missinga valuefor the routingNumelement.

8026 M Your requests missing avaluefor the bankNameelement.

8027 M Yourrequest ismissing a value fahe checkNunelement.

8028 M Yourrequestis missingthe billingSchedulelement.

8029 M Your request imissinga value fotthe intervalCodeslement.

8030 M Your request isnissinga value forthe nextBillingDateslement.

8031 M Yourrequestis missinga valuefor the startDateelement.

8032 M Yourrequest ismissing a value for themountelement.

8033 M Yourrequest ismissinghe merchantAccounglement.

8034 M Yourrequest ismissing avalue forthe accountNurrelement.
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TableB-1: ResponseCodes(Continued)
ResponseCode  Action Description
8035 M Yourrequestis missinga valuefor the storelDelement.
8036 M Yourrequest ismissinga valuefor the storePwdelement.
8037 M Thecredentialssuppliedwith the merchantAccounelementcould not be validated.
8038 M Aninternalerror occurred.Please retryhe request.
8039 M Yourrequestis missing avaluefor the consumerlclement.
8040 M Yourrequest ismissinga valuefor the title element.
8041 M Yourtrequest is missing a value for therchantRefNunchild element of theconsumerinfele-
ment.
8042 Yourrequestis missinga valuefor the street2element.
8043 Youhavesubmittedaninvalidaddressd element.It doesnot matchthe consumerldsubmitted
with the request.
8044 M Youhavesubmitted aninvalidcontactMethodid element. It doesiot matchthe consumerldsub-
mitted with the request.
8045 M Yourrequestis missinga valuefor the paymentMethodlcelement.
8046 Yourrequest ismissinga value foithe ccHolderNamelement.
8047 Yourtrequestis missinga valuefor the merchantRefNunchildelementof the paymentMethodele-
ment.
8048 M Yourrequestis missinga valuefor the id child elementof the billingSchedulelement.
8049 M Yourrequest ismissinga valuefor the serviceNamelement.
8050 M Yourrequest ismissing a valuér the statusCodeslement.
8051 M Yourrequestis missinga valuefor the lastDayOfTheMontlelement.
8052 M Yourtrequests missinga valuefor the merchantRefNunehild elementof the billingSchedulele-
ment.
8053 M Your requestontainstwo consumerldelementsthat R 2 yir@atéh.
8054 M Youattempted an unsupportedoperation.
8055 M You havesubmittedaninvalidendDateelement.
8056 M You havesubmittedaninvalidissueNumbeelement.
8057 M You havesubmittedaninvalid statusCodeslement.
8058 M YouhavesubmittedaninvalidintervalCodeslement.
8059 M You havesubmittedaninvalidtitle element.
8060 M You havesubmittedaninvalidcardTypeelement.
8061 M You havesubmittedaninvalidaccountTypelement.
8062 M You havesubmittedan invalidstate element.
8063 M You havesubmittedan invalid countryelement.
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TableB-1: ResponseCodesContinued)

ResponseCode ‘ Action ‘ Description

8064 M Youhave submittedan invalidstartDateelement.

8065 M Youhave submittedan invalidendDateelement.

8066 M Youhavesubmittedaninvalid nextBillingDateslement.

8067 M TheendDatecannotbe beforethe startDate

8068 M ThenextBillingDatecannot beafter the endDate

8069 M ThenextBillingDatecannotbe beforethe startDate

8070 M Youhavesubmittedaninvalid cardExpinelement.

8071 M You have submitted an invalid paymentMethieilingAddresslidEither it does not match theorr
sumerldsubmittedwith the requestor it isthe wrongaddresgsype.

8072 M Youhave submittedan invalid paymentMethodshippingAddressiditherit doesnot matchthe
consumerldsubmittedwith the requestor it isthe wrongaddresstype.

8073 M Youhavesubmitted aninvalid contactMethodype element.

8074 M Youhavesubmittedan invalidpaymentMethodid element. It doesiot matchthe consumerld
submittedwith the request.

8075 M Youhavesubmittedan invalid billingScheduled element. It doesnot matchthe consumerldsub-
mitted with the request.

8076 M Youhavesubmittedaninvalidconsumerl&lement. Theconsumerspecifiedis not registeredwith
thismerchant.

8077 M Youhavesubmittedan invalidbillingSchedul@aymentMethodldelement. Thepaymentmethod
identifiedis not registeredwith thisconsumer.

8078 D Youhavesubmitteda duplicaterequestwithin the last24 hours.

8079 D Youhave submitteda filethat hasalreadybeenprocessedwithin the last24 hours.

8080 M Youhavesubmittedaninvalidrecordtype. It is missingthe recurringBillingDetailglement.

8081 D You havesubmitted anempty file.

8082 M Youhavesubmittedaninvalidrequest.

8083 M Yourrequest ismissinga value for thecvvelement.

8084 M Youhavesubmittedaninvalid cvvelement.

8085 M Yourrequest ismissing avalue forthe MerchantTransactiorlD element.

8086 M Yourrequestis missinga valuefor the TransactiorlD element.

8087 M Youhave submittedan invalidaccountNumelement.

8088 M Youhavesubmitteda recordwith aninvalidnumberof fields.

8089 D You havesubmittedafile that exceeds the file size limit.

8090 M Youhavesubmittedaninvalid TransactiorDateelement.

8091 M YouhavesubmittedaninvalidID Expirationelement.

8092 M Yourhavesubmitted an unsupportedtransactiontype for the TransactionrCodeelement.
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TableB-1: ResponseCodes(Continued)
ResponseCode  Action Description
8093 M YouhavesubmittedaninvalidbillingSchedulelement.Yourrequestis either missinga payment
Methodldor missinga new paymentMethodelement.
8094 M You have submitted an invalhymentMethodelement. Your request is either missingit-
ingAddresslar missinga new billingAddres&lement.
8095 Youhave submittedafile that exceedghe limit of 1000records.
8096 You havesubmittedaninvalidtransactionModeelement. Pleaseerify this parameterandretry
the transaction.
8100 M Yourrequestis missinga valuefor the aggregateAccountNuralement.
8101 M Youhavesubmitted an invalichggregateAccountNuralement.
8102 M Youhave submitted afnvalidVersionelement.
8103 M Youhavesubmitted an invalidtorelDelement.
8104 M You havesubmittedaninvalid storePwdelement.
8105 M Youhavesubmittedan accountNunelementthat is not associated witthe aggregateAccount
Numelement.
8106 M Pgo%hdavesubmittedan invalidaggregateAccountNuralement. Noaggregated accounts were
und.
8107 M Yourrequestis missinga valuefor the intervalValueelement.
8108 M Youhavesubmittedan invalidintervalValueelement.
8109 M TheintervalValueelementcannotbe providedwith the definedintervalCode
8110 M Thevaluefor the intervalValueelementmustbe betweenl and365.
8112 M Youhavesubmittedan invalidmerchantAccounglement. Themerchantaccountnumber pro-
videdis not setup for RecurringBilling.
8119 M Yourrequest ismissinga valuefor the userNameslement.
8120 M Yourrequestis missing a value fahe passwordelement.
8121 M Yourrequest is missing value forthe customerlpelement.
8122 M Yourrequestis missinga valuefor the siteUrlelement.
8123 M Yourrequestis missinga valuefor the keywordelement.
8124 M Yourrequestis missing aalue for thewelcomeEmailement.
8125 M An internalerror occurred. Thevelcomeemail couldnot be generated.
8126 R Youhavesubmittedaninvalid bankcountryin your request.Pleaseverify your parameterand
retry the transaction.
8127 M Yourrequestis missing aalue forthe ddMandateReferencehild element ofthe billingSchedule
element.
8128 M Youhavesubmittedan invalidmandate referencePleaseverify your parameterand retrythe
transaction.
8129 M You have submitted an invalithancingTypeslement. Please verify your parameter and retry th
transaction.
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TableB-1: ResponseCodesContinued)

ResponseCode ‘ Action ‘ Description

8130 M Youhavesubmittedan invalid plan element.Pleaseverify your parameterandretry the transac
tion.

8131 M YouhavesubmittedaninvalidgracePerioclement. Pleaseverify your parameterandretry the
transaction.

8132 M Youhavesubmittedaninvalidterm element. Pleaseverify your parameterandretry the transac
tion.

8133 M Yourrequestis missinga valuefor the processingTypelement.

8134 M Your request isnissing a value for thappliedDateslement.

8135 M Your request isissinga value fotthe echecklcelement.

8136 M The purchase transaction that corresponds with the recurring billing record you are trying-t
ate could not be located. The consumer and the recurring billing record were created but the
comeemailcouldnot be sent.

8137 M Yourmerchantaccountis not configuredfor the transactionyou attempted.

8138 M Yousubmittedaninvalidemailaddresswith your request.

8139 M Therouting numberlengthfor BACESortCode)shouldbe 6 digits.

8140 M Therouting numberlengthfor ACHshouldbe 9 digits.

8141 M Therouting numberlengthfor EFT(Institution ID/TransitNumber)shouldbe 8 digits.

8142 M Therouting numberlengthfor NAB(BankStateBranch)shouldbe 6 digits.

8143 M Therouting numberlengthfor SEPABIC)shouldnot exceedl1 characters.

8144 M Theaccountnumberlengthfor BACShouldbe 8 digits.

8145 M Theaccountnumberlengthfor ACHshouldnot exceed17 digits.

8146 M Theaccountnumberlengthfor EFTshouldnot exceed12 digits.

8147 M Theaccountnumberlengthfor NAB(BankStateBranch)shouldnot exceed9 digits.

8148 M Theaccountnumberlengthfor SEPAIBAN)houldnot exceed34 characters.

9000 D Yourtransactionrequestcould not be processedecauseyour merchantaccounthasno avait
ablechildaccountdor loadbalancing.

9001 D Yourtransactionrequestcould not be processedecauseyour merchantaccounthasno avait
ablechildaccountdor tier routing.

9002 D Yourtransactionrequestcould not be processedecauseyour merchantaccounthasno avait
ablechildaccountdor stickyrouting.

9003 D Yourtransactionrequestcould not be processedecauseyour merchantaccounthasno avait
ablechildaccountdor bin countryrouting.

9004 D Yourtransactionrequestcould not be processedecauseyour merchantaccounthasno avait
ablechildaccountgfor brandrouting.

9005 D Yourtransactionrequestcould not be processedecauseyour merchantaccounthasno avait
ablechildaccountgor keywordrouting.
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Action codes

Thetransactionprocessoreturns an action alongwith eachresponsecode. Themeaningsfor the
actioncodesareasfollows:

W C=ConsumeParameterError. Theconsumerhasprovidedincorrectinformation. Askthe cus
tomerto correctthe information.

w D=DoNot Retry

©® M = Merchant Parameter Error. Your application has provided incorrect information. Verify your
information.

W R=Retry

Return codes

Theseare the codesusedby the online bankinge-paymentsystemfor identifyingthe variousreasons
a checlor paymentisreturned. Theseodes aregenerated byO dza (i 2 Y S NED&Ijo deturyi teins.

TableB-2: ReturnCodes

Code ‘ Description BankScheme
900 ValidationRejection EFT
901 Not sufficientfunds (debitsonly) EFT
902 Cannot trace EFT
903 Paymentstopped/recalled EFT
904 Postdated/staledated EFT
905 Accountclosed EFT
906 Accounttransferred EFT
907 Nochequingprivileges EFT
908 Fundsot cleared EFT
909 Currency/Accouniismatch EFT
910 Payor/payealeceased EFT
911 Accountfrozen EFT
912 Invalid/incorrectaccountnumber EFT
914 Incorrectpayor/payee name EFT
915 Refuseddy payor/payee EFT
916 Not in accordancevith Agreement- Personal EFT
917 AgreementRevoked Personal EFT
918 No Pre-Notification- Personal EFT
919 Not in accordancevith Agreement- Business EFT
920 AgreementRevoked Business EFT
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TableB-2: ReturnCodes(Continued)

Code ‘ Description BankScheme
921 No Pre-Notification - Business EFT
922 Customerinitiated ReturnCreditOnly EFT
990 Institution in Default EFT
998 No ReturnAgreement EFT
4 TRANSACTION PEs invalid or blank.SeeAppendix3 for a list of CPATransaction | EFT

Types.
5 AMOUNTis blank,or not greaterthan zero. EFT
6 DUEDATHS invalidor blank. EFT
7 Ibl\llaSr;IETUTION (rougnd/or transit)is not in the correcformat, does not exist ors EFT
8 ACCOUNT NUMBERot a valid formatfor the specifiedNSTITUTION. EFT
9 ITEM TRACE NO. is invalid. EFT
10 STOREDRANSACTIAON PEsinvalidor blank. EFT
11 ORIGINATOBHORNAMEIs blank. EFT
12 PAYOR/PAYRRMESsblank. EFT
13 ORIGINATOFONMNAMEisblank. EFT
14 OriginatingDirectClearerDisinvalidor blank. EFT
15 CROSBEFEREN@®Blank. EFT
16 INSTITUTIONORRETURN@oute and/or transit) isinvalidor blank.It shouldspec | EFT
ify your creditunion.
19 Originalitem trace numberis invalid or blank. EFT
21 DATAELEMENT ID is invalid or blank. EFT
E Acceptedbut errorswere noted EFT
M Rejected messageuthenticationcode (MAC)failed EFT
P Partiallyacceptedat leastone transactionset wasrejected EFT
R Rejected EFT
W Rejected assurancdailed validity tests EFT
X Rejectedcontentafter decryptioncouldnot be analyzed EFT
TR Rejectedby 824 EFT
YE Transactiorcode unauthorisedfor originatingAccount BACS
0 Referto Payer BACS
1 Instructioncancelledby payer BACS
2 PayerDeceased BACS
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TableB-2: ReturnCodegContinued)

Code ‘ Description BankScheme
3 AccountTransferred BACS
4 AdvanceNotice Disputed BACS
5 No Account BACS
6 Nolnstruction BACS
AmountDiffers BACS
8 Amountnot yet due BACS
9 Presentation Overdue BACS
A ServiceUser Differs BACS
B AccountClosed BACS
E Instructionamended BACS
AE Originatingsort codeand/or Accountnumberinvalid (bankoriginated) BACS
BE Originatingsort codeand/or Accountnumberinvalid (customeroriginated) BACS
CE Destinationsort codeand originatingsort codeand/or Accountnumberinvalid BACS
(bankoriginated)
DE Destination sort code and originating sort code and/or Account number invalid ( BACS
tomer originated)
EE Destinationsort codeinvalid BACS
FE Accounttype and originatingsort codeand/or Accountnumberinvalid (bankorigi- | BACS
nated)
GE Accounttype and originatingsort codeand/or Accountnumberinvalid (customer BACS
originated)
HE Destinationsort codeand Accounttype and originatingsort codeand/or Account BACS
numberinvalid(bankoriginated)
IE Destinationsort codeand Accounttype and originatingsort codeand/or Account BACS
numberinvalid(customeroriginated)
JE Destinationsort codeand Accounttype invalid BACS
KE Accounttype invalid BACS
LE DestinationAccountnumberand destinationAccountnameand other fieldsinvalid | BACS
ME DestinationAccountnumberand destinationAccountnameinvalid BACS
NE Contrarecordwasamended BACS
OE Referencenumberwasinvalid BACS
PE OriginatingAccountdoesnot supportthe file currency BACS
QE Automatedreversaldueto anerror BACS
RE Reversabf anotheritem (sameday) BACS
SE Automated recall BACS
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TableB-2: ReturnCodes(Continued)
Code ‘ Description BankScheme
TE OriginatingAccountinvalidand wassubstitutedwith the default main Account BACS
details,but this Accountdoesnot supportthe file currency(customeroriginated)
UE Unpaiddirect debit referencewasin error (bankoriginated) BACS
XE Originator'sserviceusernumberinvalid (bankoriginated) BACS
ZE Unpaiddirect debit referenceand other fieldswere in error (bankoriginated) BACS
11 Amountand/ or date of DirectDebitdiffer from AdvanceNotice BACS
21 No AdvanceNoticereceivedby Payer/or theamount quotedis disputed BACS
3l DDlcancelledby payingbank BACS
4] PayerhascancelledDDldirect with serviceuser BACS
51 {;\UDDIS service users onlyo Instruction held. Payer disputes having given authi BACS
ity
6l AUDDIS service users onlyignature on DDI is fraudulent or not in accordance w BACS
accountauthorisedsignature(s)
71 Claimraisedat serviceusersrequestafter DirectDebitappliedto payersaccount BACS
8l gerbv_itceusernamedisputed.Payerdoesnot recogniseserviceusercollectingDirect | BACS
ebi
CcC Requestedy originator BACS
oC Invaliddetails BACS
2C Beneficiarydeceased BACS
3C Accounttransferred BACS
5C No account BACS
BC Accountclosed BACS
C Account transferredo a differentbranch of bank buildingsociety BACS
D Advancenotice disputed BACS
F Invalidaccounttype BACS
G Bankwill not acceptDirectDebitson account BACS
H Instructionhasexpired BACS
I Payereferenceis not unique BACS
K Instructioncancelledby payingbank BACS
L Incorrectpayer'saccountdetails BACS
M Transactiorcode/ userstatusincompatible BACS
N Transactiordisallowedat payer'sbranch BACS
(0] Invalidreference BACS
P Payer's Nameaot present BACS
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TableB-2: ReturnCodegContinued)

Code ‘ Description BankScheme
Q Serviceuser'snameblank BACS
R Instructionre-instated (maximum?2 monthsfrom original DDIcancellationdate) BACS
ACO01 Account identifier incorrect SEPA
UPAY Unduepayment SEPA
ACO06 Accountblocked SEPA
AC13 Invaliddebtor accounttype SEPA
AGO01 Directdebit forbidden SEPA
AGO02 Invalidbankoperationcode SEPA
AGNT Incorrectagent SEPA
AMO4 Insufficientfunds SEPA
AMO5 Duplication SEPA
BEO4 Missing creditoaddress SEPA
BEOS Unrecognizedreditor SEPA
CURR Incorrectcurrency SEPA
CUST Recalby customer SEPA
CUTA Recaldueto investigationrequest SEPA
DTO1 Invaliddate SEPA
DUPL Duplicatepayment SEPA
EDO5 Settlementfailed SEPA
FFO1 Invalidfile format SEPA
FFO5 Directdebit type incorrect SEPA
FRAD Fraud SEPA
MDO1 Novalidmandate SEPA
MDO02 Mandatedatamissingor incorrect SEPA
MDO06 Disputedauthorizedtransaction SEPA
MDO7 Debtordeceased SEPA
MS02 Refusaby debtor SEPA
MS03 Reasomot specified SEPA
PYO1 Not routable SEPA
RCO1 Bankidentifier incorrect SEPA
RRO1 Missingdebtor accountor identification SEPA
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TableB-2: ReturnCodes(Continued)

Code ‘ Description BankScheme
RRO02 Missingdebtor name or address SEPA
RRO03 Missingcreditor name oraddress SEPA
RR04 Regulatoryreason SEPA
SLO1 Specificserviceoffered by debtor agent SEPA
TECH Paymentin error dueto technicalproblem SEPA
TMO1 Invalid cutoff time SEPA
AC04 Accountclosed SEPA
RT not found ACH
CONFIG Clientconfigurationproblem ACH
LIMIT Themaximumamount per checkwasexceeded. ACH
INVACCT Invalidaccounttype. ACH
INVDIR Invaliddirection. ACH
NOPOP Merchantnot configuredor not allowedto run POPRransactions- ElectronicCheck | ACH

Conversion.
PAPER Paperdraft andcan't sendpaper. ACH
PARSE Parsingoroblem ACH
THOMSON Rejectdue to Thomsondatabase. ACH
UNKMER Unknownmerchant. ACH
DEMO Demonstrationtransaction/or merchant. ACH
R90 InvalidMODdigit ACH
R91 InvalidABA. Nonine (9) characters onumeric ACH
R92 ABAnNot active ACH
R93 InvalidTranCodeSE@ombo ACH
R94 Invalidamountfor pre-note TranCode ACH
R95 Amountiszero(0) ACH
R96 Notavalid Trarcode ACH
R97 NotavalidSECode ACH
R98 Accountdecryptionerror ACH
R99 OFA®ossiblematch ACH
R37 SourceDocumentPresentedor Payment ACH
R38 StopPaymenton SourceDocument ACH
R39 Improper SourceDocument ACH
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TableB-2: ReturnCodegContinued)

Code ‘ Description BankScheme
R53 Item and ACHENtry Presentedor Payment ACH
R75 OriginalReturnnot a Duplicate ACH
R76 No ErrorsFound ACH
R83 ForeignReceivindFlUnableto Settle ACH
R84 EntryNot Processedy OGO ACH
RO1 Insufficientfunds ACH
R02 Accountclosed ACH
RO3 No account/unable tdocate ACH
R0O4 Invalidaccountnumber ACH
R0O5 Reserved ACH
R0O6 Returnrequested byODFI ACH
RO7 AuthorizationrevokedNote 2 ACH
RO8 Stoppayment ACH
R0O9 Uncollectedfunds ACH
R10 Not authorizedNote2 ACH
R11 Checkruncation entry return ACH
R12 Branchsoldto another DFI ACH
R13 RDFhot qualifiedto participate/orinvalidroute ACH
R14 Payee deceased ACH
R15 Beneficiarydeceased ACH
R16 Accountfrozen ACH
R17 File recordedit criteria ACH
R18 Impropereffective entrydate ACH
R19 Amountfield error ACH
R20 Nontransactionaccount ACH
R21 Invalidcompanyident. ACH
R22 InvalidindividuallDnumber ACH
R23 Creditentry refused by receiver ACH
R24 Duplicateentry ACH
R25 Addendaerror ACH
R26 Mandatoryfield error ACH
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TableB-2: ReturnCodes(Continued)

Code ‘ Description BankScheme
R27 Tracenumbererror ACH
R28 Routing# checkdigit error ACH
R29 Corpcust.advisemot auth. ACH
R30 RDFhon-part truncation prob ACH
R31 Permissibleeturn entry ACH
R32 RDFhon-settlement ACH
R33 Return of XCKntry ACH
R34 LimitedparticipationDFI ACH
R35 Return ofimproperdebit entry ACH
R36 Return ofimpropercredit entry ACH
R40 Returnof ENRentry by Fed.Gov. ACH
R41 Invalidtransactioncode ACH
R42 Routing#/checkdigit error ACH
R43 Inv. DFI acctnumber ACH
R44 Inv. IndividualEDnumber ACH
R45 Inv.individualname/companyname ACH
R46 Inv. rep.payee indicator ACH
R47 Duplicateenrollment ACH
R50 Statel awaffectingRCkacceptance ACH
R51 Iltemisineligible(RCK) ACH
R52 Stoppaymentonitem (RCK) ACH
R61 Dishonor ACH
R62 Dishonor ACH
R63 Dishonor ACH
R64 Dishonor ACH
R65 Dishonor ACH
R66 Dishonor ACH
R67 Dishonor ACH
R68 Dishonor ACH
R69 Dishonor ACH
R70 Dishonor ACH
R71 ContestedNotet ACH
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TableB-2: ReturnCodegContinued)

Code ‘ Description BankScheme
R72 ContestedNotet ACH
R73 ContestedNotet ACH
R74 ContestedNotet ACH
R80 Cross border paymentcodingerror ACH
R81 Nonparticipantin crossborder pgm. ACH
R82 Invalidforeign RDFID ACH

F'Yy AYyAdALffte Oft SINBR AGSY Oy 6S NBGdzZNYySR & 64! yIdziK2NART S
daysfollowingthe date of Presentment.
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APPENDIX C

GeographicalCodes

Province codes
TableG1: ProvinceCodes

Province Code ‘

Alberta AB
BritishColumbia BC
Manitoba MB
New Brunswick NB
Newfoundland NL
NovaScotia NS
NorthwestTerritories NT
Nunavut NU
Ontario ON
PrinceEdwardisland PE
Quebec QC
Saskatchewan SK
Yukon YT
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State codes

TableG2: StateCodes

State ‘ Code ‘ State ‘ Code

Alabama AL Alaska AK
Arizona AZ Arkansas AR
California CA Colorado CO
Connecticut CT Delaware DE
Districtof Columbia DC Florida FL
Georgia GA Hawaii HI

Idaho ID lllinois IL

Indiana IN lowa IA

Kansas KS Kentucky KY
Louisiana LA Maine ME
Maryland MD Massachusetts MA
Michigan MI Minnesota MN
Mississippi MS Missouri MO
Montana MT Nebraska NE
Nevada NV New Hampshire NH
NewJersey NJ NewMexico NM
NewYork NY North Carolina NC
North Dakota ND Ohio OH
Oklahoma OK Oregon OR
Pennsylvania PA Rhodelsland RI

SouthCarolina SC SouthDakota SD
Tennessee TN Texas TX
Utah uT Vermont VT
Virginia VA Washington WA
WestVirginia wv Wisconsin Wi

Wyoming wy United Stateg-ederal us
International IT Puerto Rico PR
U.SVirginlslands Vi NorthernMarianals. MP
Guam GU AmericanSamoa AS
Palau PW Armed Forces Americas AA
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TableG2: StateCodegContinued)

ArmedForces Europe

AE

ArmedForcesPacific AP

Country codes

TableG3: CountryCodes

Country codes

Country Code Country Code

Afghanistan AF Alandislands AX
Albania AL Algeria Dz
AmericanSamoa AS Andorra AD
Angola AO Anguilla Al

Antarctica AQ AntiguaandBarbuda AG
Argentina AR Armenia AM
Aruba AW Australia AU
Austria AT Azerbaijan AZ
Bahamas BS Bahrain BH
Bangladesh BD Barbados BB
Belarus BY Belgium BE
Belize BZ Benin BJ
Bermuda BM Bhutan BT
Bolivia BO Bonaire SintEustatiusand Saba BQ
BosnisandHerzegovina BA Botswana BW
Bouvetlsland BV Brazil BR
BritishIndianOceanTerritory 10 BruneiDarussalam BN
Bulgaria BG BurkinaFaso BF
Burundi Bl Cambodia KH
Cameroon CM Canada CA
CapeVerde Ccv Caymarislands KY
CentralAfricanRepublic CF Chad TD
Chile CL China CN
Christmadsland CX CocogKeeling)slands cC
Colombia CcoO Comoros KM
Congo CG Congo,DemocraticRepublicof CD
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TableG3: CountryCodesContinued)

June 2022

Country ‘ Code ‘ Country Code ‘

Cookislands CK CosteRica CR
Cote5 QL @2 A NB Cl Croatia HR
Cuba Cu Curacao Cw
Cyprus CY CzechRepublic Cz
Denmark DK Djibouti DJ
Dominica DM DominicarRepublic DO
Ecuador EC Egypt EG
ElSalvador SV EquatorialGuinea GQ
Eritrea ER Estonia EE
Ethiopia ET Falklandslands FK
Faroelslands FO Fiji FJ
Finland Fl France FR
FrenchGuiana GF FrenchPolynesia PF
FrenchSouthernTerritories TF Gabon GA
Gambia GM Georgia GE
Germany DE Ghana GH
Gibraltar Gl Greece GR
Greenland GL Grenada GD
Guadeloupe GP Guam GU
Guatemala GT Guernsey GG
Guinea GN GuineaBissau GW
Guyana GY Haiti HT
Heardand McDonaldIslands HM Honduras HN
HongKong HK Hungary HU
Iceland IS India IN

Indonesia ID Iran (IslamicRepublimf) IR

Iraq 1Q Ireland IE

Isleof Man IM Israel IL

Italy IT Jamaica M
Japan JP Jersey JE
Jordan JO Kazakhstan KZ
Kenya KE Kiribati Kl
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TableG3: CountryCodes(Continued)

Country codes

Country Code Country Code
KoreaDemocratidc S 2 LRefubli& KP Korea,Republicof KR
Kuwait KW Kyrgyzstan KG
Laot S 2 Le®der@ticRepublic LA Latvia LV
Lebanon LB Lesotho LS
Liberia LR LibyanArabJamabhiriya LY
Liechtenstein LI Lithuania LT
Luxembourg LU Macau MO
Macedonia MK Madagascar MG
Malawi MW Malaysia MY
Maldives MV Mali ML
Malta MT Marshalllslands MH
Martinique MQ Mauritania MR
Mauritius MU Mayotte YT
Mexico MX MicronesiaFederatedStatesof FM
Moldova,Republicof MD Monaco MC
Mongolia MN Montenegro ME
Montserrat MS Morocco MA
Mozambique Mz Myanmar MM
Namibia NA Nauru NR
Nepal NP TheNetherlands NL
New Caledonia NC NewZealand NZ
Nicaragua NI Niger NE
Nigeria NG Niue NU
Norfolklsland NF NorthernMarianalslands MP
Norway NO Oman OoM
Pakistan PK Palau PW
PalestiniarTerritory,Occupied PS Panama PA
Papua Newsuinea PG Paraguay PY
Peru PE Philippines PH
Pitcairn PN Poland PL
Portugal PT PuertoRico PR
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TableG3: CountryCodesContinued)
Country ‘ Code ‘ Country Code ‘
Qatar QA Reunion RE
Romania RO RussiarFederation RU
Rwanda RW SaintBarthélemy BL
SaintHelena SH SaintKittsandNevis KN
SaintLucia LC SaintMartin MF
SaintVincentandthe Grenadines VC Samoa WS
SanMarino SM SaoTomeandPrincipe ST
SaudiArabia SA Senegal SN
Serbia RS Seychelles SC
SierraLeone SL Singapore SG
SintMaarten SX SlovakigSlovalRkepublic) SK
Slovenia Sl Solomonislands SB
Somalia SO South Africa ZA
SouthGeorgiaandthe SouthSandwicHslands | GS SouthSudan SS
Spain ES SriLanka LK
St.PierreandMiquelon PM Sudan SD
Suriname SR Svalbarc&andJanMayenlislands SJ
Swaziland SZ Sweden SE
Switzerland CH SyrianArabRepublic SY
Taiwan ™ Tajikistan TJ
TanzaniaPnited Republicof TZ TimorLeste TL
Thailand TH Togo TG
Tokelau TK Tonga TO
TrinidadandTobago TT Tunisia TN
Turkey TR Turkmenistan ™
TurksandCaicodslands TC Tuvalu TV
Uganda uG Ukraine UA
United ArabEmirates AE UnitedKingdom GB
United States us United StatesMinor Outlyinglslands UM
Uruguay uy Uzbekistan uz
Vanuatu VU VaticanCity State(Holy See) VA
Venezuela VE Vietnam VN
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June 2022 Country codes

TableG3: CountryCodes(Continued)

Country Code Country Code
Virginlslands(British) VG Virginlslands(U.S.) VI
Wallisand Futunalslands WF WesternSahara EH
Yemen YE Zambia ZM
Zimbabwe W
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